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EXECUTIVE  SUMMARY 


This  document  provides  a  description  of  experimentation  of  technology  that  can 
bring  the  Marine  Corps  closer  to  the  goal  of  achieving  Total  Asset  Visibility.  The  venue 
used  for  this  effort  was  the  Freedom  Banner  /  Cobra  Gold  2002  exercise.  This  exercise 
was  conducted  in  Thailand  during  April  and  May.  Several  organizations  were  involved 
in  the  effort.  The  experiment  was  performed  at  the  request  of  BGEN  Willie  J.  Williams, 
Commanding  Officer,  Third  Force  Service  Support  Group. 

The  experiment  had  three  objectives: 

1 )  Provide  the  Third  Force  Service  Support  Group  with  technology  that  can 
enhance  the  TAV  of  equipment. 

2)  Identify  and  measure  bandwidth  parameters  of  the  technology  used  to 
provide  the  TAV.  This  data  will  be  used  to  compare  this  technology  with 
the  bar  code  scanning  systems  currently  fielded  in  the  Marine  Corps.  This 
data  can  also  be  used  to  evaluate  sensor  technologies  that  will  be 
deployed  in  the  battlefield. 

3)  Evaluate  the  capability  to  provide  near  real  time  visibility  of  deployed 
assets  through  existing  or  joint  operational  internet  based  systems. 

In  order  to  measure  the  degree  to  which  these  objectives  were  achieved,  several 
metrics  were  established  and  measured 

The  three  objectives  were  satisfied.  Several  conclusions  and 
recommendations  resulted  from  the  effort.  Total  Asset  Visibility  technology  was 
demonstrated  to  have  a  significant  impact  on  the  Marine  Corps  process  for  offloading  a 
Maritime  Propositioning  Ship.  The  impact  is  both  a  reduction  in  personnel  required  for 
the  operation  and  in  time  required  capturing  data  and  providing  information.  The 
additional  bandwidth  burden  resulting  from  the  network  traffic  related  to  the  technology 
was  minimal.  A  residual  was  provided  to  the  Third  Force  Service  Support  Group  for  the 
purposes  of  enhancing  the  visibility  of  their  equipment. 

There  is  more  work  to  be  done.  The  scope  of  the  experiment  left  questions 
unanswered.  How  will  this  technology  perform  under  a  full-scale  Maritime 
Propositioning  Force  operation?  What  are  all  of  the  commanders’  requirements  for 
information  during  a  Maritime  Propositioning  Force  operation?  What  are  the  more 
global  Marine  Corps  Total  Asset  Visibility  requirements?  These  and  other  questions 
must  be  adequately  answered  in  order  to  bring  the  technology  solution  to  the  Marine 
Corps  that  will  truly  add  value  and  provide  Total  Asset  Visibility. 
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FOREWORD 


This  document  describes  the  work  that  was  performed  by  several  organizations 
focusing  on  a  common  purpose  -  enhancing  the  Total  Asset  Visibility  capability  of  the 
United  States  Marine  Corps.  The  technology  development  that  has  been  the  result  of 
previous  efforts  will  be  advanced  further  by  the  information  gathered  during  this 
experiment.  More  importantly,  this  effort  will  contribute  to  the  Marine  Corps’  focus  of 
fielding  state  of  the  art  technology  that  is  necessary  for  achieving  their  logistics  visions. 

The  Office  of  Naval  Research  provided  the  funding  for  this  effort.  The 
organizations  involved  in  the  planning,  execution  and  documentation  of  this  work  are 
listed  below.  Specific  personnel  involved  in  the  work  are  identified  the  table  in  Appendix 
B3. 


Third  Force  Service  Support  Group 

Marine  Forces  Pacific  Experimentation  Center 

Fleadquarters  Marine  Corps 

Naval  Facilities  Engineering  Service  Center 

Army  Logistics  Integration  Agency 

Science  Applications  International  Corporation 

Center  for  Naval  Analysis 

Unisys 

NAL  Research  Corporation 

In  an  effort  to  ensure  the  continued  research,  development  and  testing  of 
technology  suitable  for  providing  Total  Asset  Visibility  in  Marine  Corps  operations,  a 
focus  team  has  been  established.  The  formation  of  the  Total  Asset  Visibility  Focus 
Team  precipitated  from  the  worked  performed  in  preparation  of  this  experiment  and  the 
past  efforts  that  have  focused  on  providing  a  Total  Asset  Visibility  capability  to  the 
Marine  Corps.  The  first  task  to  be  completed  by  the  team  is  the  development  of  a 
Universal  Needs  Statement  addressing  technology  required  for  providing  Total  Asset 
Visibility.  Information  about  this  team  may  be  obtained  by  contacting  the  following 
activities: 


Third  Force  Service  Support  Group 

CW02  Paul  Major 

DSN:  DSN  637-1 679 

Email:  majorpe2@3fssg.usmc.mil 

Marine  Forces  Pacific  Experimentation  Center 
Mr.  Shujie  Chang,  Director 
DSN:  DSN  88-315-477-8577 

Commercial:  (808)  477-8577 
Email:  changs@mfp.usmc.mil 
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Headquarters  Marine  Corps 
Installations  and  Logistics  (LPV) 

Mr.  Nick  Linkowitz 
DSN:  225-6101,  xl  139 

Commercial:  (703)  695-6101 ,  xl  139 
Email:  linkowitznm@hqmc.usmc.mil 

Naval  Facilities  Engineering  Service  Center 

Mr.  Dan  McCambridge 

DSN:  551-1296 

Commercial:  (805)-982-1296 

Email:  mccambridgedj@nfesc.navy.mil 


1.  Introduction 

This  document  provides  a  description  of  experimentation  of  technology  that  can 
bring  the  Marine  Corps  closer  to  the  goal  of  achieving  Total  Asset  Visibility  (TAV).  The 
venue  used  for  this  effort  was  the  Freedom  Banner  /  Cobra  Gold  (FB/CG)  2002 
exercise.  This  exercise  was  conducted  in  Thailand  during  April  and  May.  The 
experiment  was  performed  at  the  request  of  MAJ  GEN  Willie  Williams,  Commanding 
Officer,  Third  Force  Service  Support  Group. 

The  purpose  of  this  work  was  not  to  prove  the  feasibility  of  using  technology  for 
providing  TAV  capability  to  the  Marine  Corps.  That  point  has  already  been  proven  and 
accepted.  This  effort  focused  on  furthering  the  familiarization  of  this  technology  for  the 
Marine  Corps  and  gathering  data  and  information  about  the  use  of  this  technology  in 
operational  environments.  This  data  and  information  can  support  current  Marine  Corps 
initiatives  to  bring  sensors  to  the  battlefield.  One  such  initiative  is  the  Autonomic 
Logistics  Universal  Needs  Statement1. 

To  facilitate  the  reading  of  this  document,  the  main  body  of  the  document  has 
been  kept  short  and  directed  at  what  was  learned  from  the  experiment.  Detailed 
information  is  contained  in  the  appendices  and  referred  to  as  necessary  in  the 
appropriate  sections.  The  document  is  organized  as  follows: 

Sections  1 .0  through  3.0  -  These  sections  provide  general  discussion.  The 
questions  what,  why  and  how  are  answered  here.  What  did  we  do,  how  did  we  do  it 
and  why  did  we  do  it. 

Section  4.0  -  Concept  of  Operations 

Section  5.0  -  The  data  collection,  reduction  and  analysis  are  provided  in  this 
section.  From  this  work,  the  conclusions  were  derived  and  recommendations  followed. 

Section  6.0  -  Conclusions 

Section  7.0-  Recommendations 

Section  8.0 -Appendices 

Appendix  A:  CNA,  Unisys  and  SAIC  After  Action  Reports  -  These  independent 
assessments  are  presented  in  this  appendix.  Representatives  from  these  organizations 
were  involved  in  the  experiment.  The  assessments  are  used  in  addition  to  the  analysis 
performed  on  the  data  in  this  report  to  arrive  at  the  conclusions  and  recommendations 
that  are  presented  in  Section  7.0. 


1  Autonomic  Logistics  Universal  Needs  Statement;  HQMC,  I&L 
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Appendix  B:  Test  Plan  Documentation  -  This  appendix  contains  Test  Plan 
information.  Appendix  B  provides  the  majority  of  the  architectural  and  operational 
information  on  the  technology  that  was  used  during  the  experiment.  The  administrative 
and  safety  information  is  also  provided  here. 

Appendix  C:  Data  Collection  -  This  appendix  contains  the  blank  data  sheets  that 
were  used  for  collecting  data  during  the  exercise  and  the  procedure  used  to  collect  that 
data. 


Appendix  D:  Raw  and  Reduced  Data  -  Samples  of  the  completed  data  sheets  are 
provided  in  this  appendix.  The  reduced  data  is  also  provided  here. 

Appendix  E  -  Acronyms 


2.  Objectives 

This  experiment  had  three  objectives: 

1 )  Provide  the  Third  Force  Service  Support  Group  with  technology  that  can 
enhance  the  TAV  of  equipment. 

2)  Identify  and  measure  bandwidth  parameters  of  the  technology  used  to 
provide  the  TAV.  This  data  will  be  used  to  compare  this  technology  with 
the  bar  code  scanning  systems  currently  fielded  in  the  Marine  Corps.  This 
data  can  also  be  used  to  evaluate  sensor  technologies  that  will  be 
deployed  in  the  battlefield. 

3)  Evaluate  the  capability  to  provide  near  real  time  visibility  of  deployed 
assets  through  existing  or  joint  operational  internet  based  systems. 

In  order  to  measure  the  degree  to  which  these  objectives  were  achieved,  the 
following  metrics  were  established: 

1)  Reduce  the  number  of  personnel  required  for  performing  equipment¬ 
tracking  functions  during  an  MPF  operation  by  25%. 

2)  Reduce  the  time  required  to  determine  location  of  specific  Principle  End 
Items  by  at  least  90%. 

3)  Reduce  the  number  of  personnel  required  to  determine  the  location  of 
specific  Principle  End  Items  by  at  least  50%. 

4)  Provide  visibility  of  items  in  near  real  time  -  less  than  15  minutes. 

5)  Reduce  the  time  required  to  reconcile  MDSS  II  data  files  at  MPF 
transportation  nodes  (POG,  MCC,  AAOE...)  by  50%. 
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Four  component  technologies  were  utilized  to  achieve  these  objectives  and 
gather  data  to  assess  the  metrics.  The  first  was  an  RFID  system  that  captured  the 
identification  of  Principle  End  Items  (PEI)  at  specific  locations  during  the  offload 
process.  The  second  consisted  of  two  information  system  tools,  the  Asset  Viewer 
Manager  (AVM)  and  the  Army’s  In-Transit-Visibility  (ITV)  system.  These  tools  displayed 
the  data  captured  by  the  RFID  system  in  a  manner  useful  to  personnel  that  needed  near 
real  time  asset  visibility  of  the  PEI.  The  third  component  was  an  Iridium  satellite  link. 
This  link  will  provide  a  global  TAV  of  the  offload  process.  The  final  component  was  the 
technology  that  was  used  to  monitor  the  data  traffic  over  the  communications  networks 
established  by  the  Marine  Corps  for  the  exercise.  A  more  detailed  description  of  these 
four  components  is  provided  in  Appendix  B. 


3.  Background 

3.1  Requirement 

TAV  is  a  critical  capability  required  by  the  Marine  Corps.  This  requirement  is 
reflected  implicitly  and  explicitly  all  throughout  Marine  Corps  literature  and  activities. 

The  Commandant  of  the  Marine  Corps  has  defined  TAV  as  follows: 

Total  Asset  Visibility  (TAV)-  The  capability  to  provide  users  with 
the  timely  and  accurate  information  on  the  locations,  movement, 
status,  and  identity  of  units,  personnel,  equipment,  material,  and 
supplies.  It  also  includes  the  capability  to  act  upon  that 
information  to  improve  the  overall  performance  of  the 
Department  of  Defense  logistics  practices. 

The  current  vision  of  logistics  further  addresses  the  need  for  this  capability.  The 
elements  below  address  some  specific  areas  of  this  vision2: 

Guiding  Principles 

We  will  organize  logistics  capabilities  to  ensure  the  commander  in  the 
field  can  be  absolutely  confident  that  required  support  will  be  provided 
when  and  where  it  is  needed. 


1.3  Improve  Distribution. 

1.3.1  ...develop  and  field  Automatic  Identification  Technology  (AIT) 
capabilities  to  support  the  identification  and  processing  of 
materiel  within  the  storage  and  distribution  processes. 

1.3.4  Achieve  100%  automated  visibility,  access  and  redistribution  of 
all  classes  of  supply... 


2  Marine  Corps  Logistics  Campaign  Plan  2002 
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1 .4  Develop  Logistics  Command  and  Control  Capabilities. 

1 .4.2  . .  .conduct  research  and  development  of  the  Autonomic  Logistics 
concept  in  conjunction  with  the  Office  of  Naval  Research. 

3.2  Challenge 

The  Marine  Corps  has  used  AIT  for  many  years  as  a  means  enabling  this  vision. 
The  current  AIT  capability  used  during  MPF  operations  consists  of  using  linear  barcode 
scanners.  This  technology  is  very  useful  in  some  areas.  It  is  outdated  in  others.  Two  of 
the  areas  in  which  current  AIT  can  improve  on  barcode  scanning  is  addressed  above  in 
the  Commandant’s  statement:  TIMELY  AND  ACCURATE  INFORMATION.  The 
barcode  capability  used  today  does  not  serve  these  two  areas  well.  TAV  of  equipment 
during  MPF  operations  is  currently  latent  and  requires  redundancies  to  ensure 
accuracy.  The  current  process  is  also  not  automated  to  a  large  degree.  This  tends  to 
suppress  the  flow  of  equipment  from  the  ship  to  the  Major  Subordinate  Command.  Pier- 
side  offload  of  equipment  can  take  on  the  order  of  hours  using  the  barcode  system 
compared  to  minutes  using  more  advanced  AIT3. 


4.  Concept  of  Operations 

The  Concept  of  Operations  (CONOPS)  that  was  developed  for  this  experiment  is 
presented  in  Appendix  B,  Test  Plan  Documentation.  The  CONOPS  was  developed  as 
part  of  the  Test  Plan  prior  to  the  start  of  the  experiment.  There  were  differences 
between  the  planned  and  ‘as-tested’  configurations.  The  differences  are  identified  and 
explained  in  the  appendix. 

Also  included  in  Appendix  B  is  information  on  the  set  up  and  operation  of  the 
equipment,  specifications  of  the  equipment  and  administrative  information  related  to  the 
experiment.  Appendix  B  serves  to  provide  the  majority  of  the  architectural  and 
operational  information  on  the  technology  that  was  used  during  the  experiment. 


5.  Data  Collection,  Reduction  and  Analysis 

The  data  collected  during  the  experiment  was  reduced  and  analyzed  to  draw 
conclusions  on  how  the  use  of  AIT  can  enhance  Marine  Corps  processes.  This  analysis 
will  also  provide  information  that  may  be  used  to  assess  the  impact  of  battlefield  sensor 
technology  on  Marine  Corps  processes  and  equipment.  The  processed  used  to  collect, 
reduce  and  analyze  the  data  is  contained  in  this  section. 

5.1  Data  Collection 

The  process  used  for  data  collection  is  described  in  Appendix  C.  Two  processes 
were  used  to  collect  the  data.  One  process  was  that  of  objective  observation.  The 
other  was  by  computer  data  acquisition.  The  observation  process  was  used  to 


3  Technical  Memorandum  TM-2315-AMP:  NAVAL  ASSET  VISIBILITY  LIMITED  TEST  ASSESSMENT 
DURING  PACIFIC  IMPACT  EXERCISE  IN  SUPPORT  OF  COMBAT  SUPPORT  GROUP  III;  Robert  Paguio, 
Daniel  McCambridge;  May  1999 
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investigate  all  of  the  human-driven  processed  used  by  the  Marine  Corps  during  the 
offload.  The  computerized  process  was  used  to  investigate  the  network  parameters. 
The  data  collected  by  the  CNA  and  Unisys  representatives  is  not  provided  in  this 
document. 

The  raw  data  that  was  collected  is  provided  in  Appendix  D.  Three  sets  of  raw 
data  were  collected.  The  first  set  was  the  data  captured  on  the  sheets  that  were  used 
during  the  installation  of  RFID  tags  on  the  PEI  aboard  the  MV  Williams.  These  data 
sheets  document  the  specific  tags  that  were  installed  on  specific  PEI.  This  data  was 
used  to  associate  that  tags  to  the  PEI  in  the  AVM.  The  data  was  transferred  from  the 
original  data  sheets  into  electronic  format.  The  electronic  format  is  presented  in 
Appendix  D1 .  The  second  set  of  data  is  that  capturing  the  human-driven  processes. 
Selections  of  this  data  are  presented  in  Appendix  D2.  Also  included  in  Appendix  D2  are 
copies  of  some  of  the  data  sheets  filled  out  on  the  MV  Williams  to  identify  the  PEI 
tagging  process.  The  third  set  is  the  data  captured  by  the  network  monitoring  software 
that  was  run  during  the  experiment.  This  data  is  presented  in  Appendix  D3. 

5.2  Reduction  &  Analysis 

The  data  reduction  and  analysis  effort  was  focused  on  being  able  to  draw  from 
the  data  that  was  collected,  information  that  could  be  used  to  assess  the  metrics  that 
are  identified  in  Section  2.  Three  areas  were  addressed  to  satisfy  this  effort.  The  first 
was  a  comparative  analysis  of  the  current  Marine  Corps  process  used  to  offload  the 
ships  and  the  RFID  capability.  The  second  was  a  discussion  on  the  two  information 
systems  used  to  present  the  RFID  data,  the  AVM  and  Army  ITV.  The  third  was  the 
network  analysis.  This  reduction  and  analysis  was  the  basis  for  the  conclusions  and 
recommendations  presented  in  Sections  6  and  7. 

The  three  reduction  and  analysis  areas  are  discussed  below.  In  each  area, 
applicable  metrics  are  identified.  A  discussion  follows,  first  describing  the  process  of 
the  data  reduction  and  analysis  and  ending  with  a  finding  that  assesses  the  metric. 
Additional  discussion  outside  that  pertaining  to  the  metrics  is  also  provided  when 
appropriate. 


5.2.1  Marine  Corps  Offload  Process  vs.  RFID  Technology 

1)  Reduce  the  number  of  personnel  required  for  performing  equipment¬ 
tracking  functions  during  an  MPF  operation  by  25%. 

Marine  Corps  Process 

The  Marine  Corps  equipment-tracking  process  used  during  MPF  offloads 
consumes  a  significant  number  of  personnel.  Personnel  are  required  to  collect  and 
reconcile  data,  produce  reports,  reconcile  discrepancies,  locate  misplaced  equipment 
and  many  other  functions.  The  CNA  report  in  Appendix  A1  found  that  fully  63%  of  the 
billets  required  to  staff  the  organizations  supporting  the  offload  are  dedicated  to 
equipment  tracking. 
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By  analyzing  the  different  organizations  conservatively,  the  number  of  personnel 
required  to  support  only  the  scanning  and  data  manipulation  can  be  determined.  There 
were  ten  points  at  which  PEI  were  scanned  during  the  operation.  These  are  listed 
below: 


POG  In 
POG  Out 
MCC  In 
MCCOut 
Disassociation  Lot 


NSE  AAOE  In 
CEAAOE  In 
GCE  AAOE  In 
ACE  AAOE  In 
CSSE  AAOE  In 


Each  of  these  locations  required  at  least  two  personnel  to  conduct  scanning  operations. 
Seven  of  these  locations  were  equipped  with  MDSS  II  functionality  for  reconciling  and 
transmitting  data.  This  task  required  at  least  one  person  per  location.  The  locations  of 
the  LFSP  and  AAOG  each  required  MDSS  II  functionality.  This  required  two  more 
people. 


The  conservative  total  number  of  personnel  involved  with  these  functions  was  29. 
RFID  Technology 

The  RFID  reader  sites  would  be  set  up  at  each  of  the  scanning  points  if  this 
technology  were  to  replace  the  scanning  operations.  These  sites  require  personnel  for 
set  up  but  no  personnel  during  operation.  Assume  that  three  2-person  teams  are 
required  for  set  up  and  monitoring  each  reader  site.  One  team  would  monitor  the  POG 
and  MCC.  The  other  two  teams  would  be  responsible  for  the  five  AAOEs.  Each 
computer  operating  the  RFID  readers  would  require  one  person  to  ensure  consistent 
operation.  The  locations  that  would  require  computers  during  a  fully  RFID  -equipped 
operation  are  the  POG,  MCC  and  each  AAOE.  This  assumes  that  the  Disassociation 
Lot  (and/or  Frustrated  Equipment  Area)  would  be  within  wireless  connection  range  of 
the  POG  or  MCC.  This  set  up  would  require  7  personnel.  One  additional  person  would 
be  required  to  operate  the  web  server  to  which  the  RFID  data  would  be  posted. 

The  total  number  of  personnel  involved  with  these  functions  would  be  14. 


Finding 

The  number  of  personnel  required  to  conduct  equipment-tracking  operations 
would  be  1 4,  reducing  the  requirement  by  1 5  people  or  52%. 


5.2.2  Information  Systems:  AVM  and  Army  ITV 

The  discussion  in  this  section  focuses  on  two  areas.  The  first  addresses  the 
remaining  metrics.  The  information  systems  (IS)  that  were  used  provided  the  type  of 
TAV  capability  for  which  the  Marine  Corps  is  searching.  Each  of  the  metrics  discussed 
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relate  directly  to  capabilities  that  are  realized  through  the  information  brought  forth 
through  TAV  technology. 

The  second  area  of  discussion  pertains  to  the  two  IS  used,  the  Asset  Viewer 
Manager  and  the  Army  ITV.  Each  system  provides  different  similar  and  differing 
aspects.  These  aspects  are  discussed. 

Metrics 


2)  Reduce  the  time  required  to  determine  location  of  specific  Principle  End 
Items  by  at  least  90%. 

During  the  observation  of  the  offload,  many  instances  were  observed  involving 
personnel  from  the  AAOG  or  LFSP  attempting  to  locate  specific  PEI.  One  such 
instance  involved  personnel  at  the  LFSP  receiving  requests  to  provide  the  location  of  a 
PEI.  The  request  was  provided  by  radio.  At  the  time  the  request  arrived  at  the  LFSP, 
non-Marine  Corps  personnel  checked  an  IS  for  the  serial  number  of  the  PEI  in  question. 
The  item  was  immediately  visible  on  an  IS.  The  PEI  had  arrived  at  the  MCC.  The 
LFSP  determined  the  location  of  the  PEI  approximately  20  minutes  later. 


Finding 

If  one  minute  is  used  as  the  time  required  for  the  user  to  locate  the  PEI  with 
the  IS,  the  time  required  for  the  Marines  to  locate  a  specific  PEI  was 
reduced  by  19  minutes,  or  95%. 


3)  Reduce  the  number  of  personnel  required  to  determine  the  location  of 
specific  Principle  End  Items  by  at  least  50%. 

In  the  above  example,  there  were  at  least  3  people  involved  in  the  search  for  the 
PEI.  These  were  the  person  at  the  LFSP  handling  the  request,  one  person  at  the  POG- 
In  scan  point  and  one  person  at  the  MCC-ln  scan  point.  Using  the  RFID  system  and  the 
AVM,  there  was  one  person  required. 


Finding 

The  number  of  personnel  required  to  locate  a  specific  PEI  was  reduced  from 
3  to  1 ,  or  66%.  Note  that  this  number  is  likely  conservative.  It  is  unknown  if 
any,  but  probable  that,  Marines  were  dispatched  at  the  POG  and  MCC  to 
locate  the  PEI. 


4)  Provide  visibility  of  items  in  near  real  time  -  less  than  15  minutes. 
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The  time  required  for  visibility  of  items  posted  to  the  AVM  was  on  the  order  of 
minutes.  The  time  delay  was  predominantly  a  function  of  the  hardware  and  software 
settings  on  the  systems  used. 

The  time  required  for  visibility  of  items  posted  to  the  Army  ITV  was  approximately 
minutes.  Again,  the  time  delay  was  predominantly  a  function  of  the  hardware  and 
software  settings  on  the  systems  used.  The  reason  for  the  ITV  posting  having  a  greater 
delay  than  the  AVM  is  due  to  the  Army  servers  used  for  that  system.  There  is  a  1 5- 
minute  delay  designed  into  those  servers.  Had  that  delay  not  been  created,  the  visibility 
would  have  been  on  the  order  of  minutes. 


Finding 

Visibility  of  PEI  on  the  IS  was  less  than  2  minutes,  except  as  noted  above. 


5)  Reduce  the  time  required  to  reconcile  MDSS II  data  files  at  MPF 
transportation  nodes  (POG,  MCC,  AAOE...)  by  50%. 

Data  was  not  collected  to  directly  assess  this  metric.  As  discussed  in  Appendix 
B2,  the  AVM  interface  to  MDSS  II  was  not  operational  during  the  experiment.  As  such, 
the  only  method  used  to  reconcile  the  MDSS  II  data  collected  at  each  of  the  scan  points 
was  the  current  Marine  Corps  system.  This  method  is  discussed  the  CNA  After  Action 
report  (see  Appendix  A1 ,  p.  8-9). 

Past  experience  and  observations  made  during  this  experiment  provide 
overwhelming  evidence  that  the  current  system  for  reconciling  data  and  subsequently 
transferring  custody  of  PEI  is  at  least  cumbersome.  Three  items  are  the  cause  of  this 
situation:  insufficient  data,  data  inaccuracy  and  system  complexity.  Data  insufficiency 
is  the  result  of  incomplete  Equipment  Density  Lists  and  missing  data  in  the  MDSS  II 
data  files.  Data  inaccuracy  is  the  result  of  errors  in  the  MDSS  II  database  and  data 
input  errors  occurring  during  operations.  The  latter  errors  occur  when  the  barcodes 
cannot  be  scanned  and  the  data  is  input  manually  and  when  users  must  manually 
populate  vacant  data  fields.  System  complexity  is  the  cause  of  many  errors  that  are 
experienced  by  users  when  trying  to  reconcile  equipment  files.  This  complexity 
translates  to  time  when  users  attempt  to  correct  the  errors.  The  amount  of  time 
required  to  correct  the  errors  is  a  function  of  the  user’s  knowledge  and  experience  about 
MDSS  II  and  the  number  of  errors  that  exist. 


Finding 

The  reduction  of  time  required  for  MDSS  II  data  reconciliation  was 
unresolved.  Experience  indicates  that  the  reconciliation  process  is  a  source 
of  significant  delays  in  moving  equipment  to  the  Major  Subordinate 
Commands. 
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AVM  and  Army  ITV  Systems 


The  AVM  and  Army  ITV  systems  used  during  this  experiment  provided  the 
Marine  Corps  the  ability  to  see  how  TAV  can  be  used  in  the  process  of  an  MPF  offload. 
These  are  the  systems  that  provided  information  developed  directly  from  battlefield 
sensors  supplying  data.  In  this  case,  the  data  fields  were  equipment  identification  and 
location.  Both  systems  were  similar  in  some  ways  and  different  in  others.  This  section 
discusses  those  similarities  and  differences. 

The  AVM  is  a  test  and  evaluation  system  developed  to  interface  with  RFID 
systems,  operate  on  data  to  create  information  and  provide  that  information  to  the  user 
in  some  useful  format.  The  purpose  of  it  is  to  demonstrate  the  capabilities  that  can  be 
realized  through  TAV  technology.  The  level  of  detail  available  to  the  user  can  be  the 
same  as  that  provided  in  the  Equipment  Density  List  produced  from  MDSS  II.  The  Army 
ITV  system  can  provide  the  same  functionality.  Screen  shots  of  both  systems  are 
provided  in  Appendix  D4.  Both  systems  provide  views  into,  essentially,  the  same  data. 

The  differences  in  these  systems  open  a  useful  discussion  into  what  will  best 
serve  the  Marine  Corps.  These  differences  are  provided  below  with  discussion  on  how 
they  affect  capability.  Some  questions  are  generated  based  on  the  discussion.  These 
and  many  others  must  be  answered  in  order  for  the  Marine  Corps  to  be  provided  the 
type  of  technology  that  will  best  serve  them. 

Gate  Reader  vs.  Vicinity  Reader 

The  AVM  collects  data  from  both  types  of  readers.  The  Army  ITV 
collects  only  from  vicinity  readers.  Gate  readers  provide  event-driven 
location  data.  The  gate  reader  will  report  immediately  when  a  tag 
passes  it.  The  vicinity  reader  will  provide  a  snap  shot  in  time  about 
what  tags  are  within  its  read  range  at  that  time.  Gate  readers  are 
much  more  complex  units. 

Question  -  Is  event-driven  (near-real-time)  asset  visibility  a 
requirement? 

Data  Source 

The  AVM  collects  only  the  tag  manufacturer’s  hard  coded 
identification  number.  A  database  association  is  then  conducted  to 
access  information  on  the  PEI.  The  Army  ITV  system  takes 
advantage  of  the  tag’s  write  capability.  PEI  data  is  written  to  the  tag 
and  then  collected  by  the  reader. 

Question  -  Should  more  than  just  the  tag  identification  number  be 
collected  during  use? 


ITV  vs.  TAV 
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TAV  capability  is  generally  accepted  as  being  a  subset  of  ITV.  ITV  is 
associated  with  large-scale  movements.  TAV  can  be  much  more 
detailed.  An  example  of  having  the  manifest  of  a  container 
electronically  is  a  TAV  capability.  Knowing  where  the  container  is  or 
on  what  ship  or  vehicle  it  is  loaded  is  an  ITV  capability. 

Question  -  When  and  where  is  TAV  needed  and  when  and  where  is 
ITV  needed? 

Visibility  vs.  Management 

The  ITV  and  AVM  both  provide  TAV  of  the  tagged  equipment.  The 
AVM  allows  the  user  to  sort  data  via  the  web  browser  using  various 
queries.  This  capability  can  provide  management  of  the  offload 
process  by  commanders. 

Question  -  Is  management  functionality  a  requirement  for  an  MPF 
offload  tool? 

The  overarching  question  to  be  answered  is  ‘Who  needs  what  information  and 
when  do  they  need  it?’.  Once  there  is  a  comprehensive  answer,  the  Marine  Corps 
should  be  able  to  procure  one  tag  and  only  one  tag  (i.e.  G-Tag  specification  compatible) 
that  meets  all  needs. 

(Note  to  the  reader  -  The  Army  ITV  is  a  fully  mature,  fielded  system  used  by  the 
Army  today.  The  AVM  is  developmental.  It  should  not  be  concluded  that  the  AVM  is 
ready  for  use  in  the  field.) 

5.2.3  Network  Analysis 

The  software  used  to  monitor  the  network  is  called  Etherpeek.  A  description  of 
this  software  is  included  in  Section  5  of  Appendix  B2.  A  data  collection  template  was 
created  with  the  software  and  used  on  three  computers.  Two  of  these  computers  were 
the  RFID  software  and  the  other  computer  was  running  the  AVM. 

The  templates  were  designed  to  capture  the  first  1 28  bytes  of  data  from  each 
data  packet  transmitted  on  the  network.  This  128-byte  capture  contained  all  the  header 
information  for  the  data  packet.  Contained  in  this  header  were  all  of  the  parameters  of 
the  data  packet  that  were  necessary  to  perform  the  analysis.  This  data  was  logged  to  a 
file.  Once  the  file  reached  approximately  4  megabytes,  the  file  was  saved  and  a  new 
one  started. 

Appendix  D3  contains  graphical  representations  of  selected  data  that  was 
collected  and  the  reduction  of  that  data.  These  selections  represent  two  sets  of  data. 
Each  set  consists  of  one  data  collection  period  on  two  different  days.  The  data  sets  are 
represented  in  three  variations.  The  first  represents  all  of  the  data  transmitted  over  the 
network  as  seen  from  the  RFID  computer  connected  to  the  network  at  the  LFSP.  The 


10 


second  represents  only  the  RFID  traffic  riding  on  the  network.  The  third  compares  the 
first  two  variations. 


As  can  be  seen  in  the  graphs  for  the  third  variation  (Appendix  D3,  pages  4  and 
7),  the  impact  on  the  network  budget  from  the  RFID  traffic  was  minimal.  One  must  keep 
in  mind,  however,  that  there  were  only  1 33-1 36  tags  used  during  this  experiment.  In 
addition,  only  the  tag  identification  field  (and  the  tag  overhead  data)  was  transmitted. 
During  a  larger  offload,  the  impact  of  the  RFID  data  transmissions  on  a  network  would 
be  more  significant.  If  two  MPF  ships  were  fully  offloaded,  more  than  4000  tags  might 
be  used.  The  network  impact  would  not  be  a  linear  progression,  but  interesting  to 
investigate.  System  variables  such  as  file  size  and  transmission  frequency  could  be 
varied  to  determine  the  impact  on  network  efficiency. 

Network  efficiency  is  a  key  consideration  in  any  network  administrator’s  mind. 

The  RFID  data  transmission  efficiency  was  not  a  consideration  during  this  experiment. 
Insight  to  the  impact  of  its  effect  on  efficiency  can  be  seen  in  the  graphs  on  pages  3  and 
6  of  Appendix  D3.  The  most  inefficient  use  of  a  network  is  the  transmission  of  many 
small  packets.  These  graphs  show  that  the  majority  of  the  data  packets  transmitted 
were  of  a  small  size.  File  transmission  efficiency  is  an  important  consideration  when 
looking  to  increase  the  quantity  of  data  flowing  over  organic  Marine  Corps 
communications  equipment.  It  will  be  no  less  a  consideration  in  their  next  generation 
(read  Iridium...)  of  equipment. 


Finding 

RFID  data  transmission  had  little  impact  on  the  Marine  Corps  network 
budget.  Further  investigation  is  warranted  to  assess  the  impact  in  a  larger 
exercise. 
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6.  Conclusions 

The  conclusions  provided  here  are  done  so  as  a  compendium  based  on  the 
organizations  involved  with  the  work.  Basic  metrics  were  established  as  guides  on  the 
path  toward  achieving  the  goals.  While  traveling  the  path,  several  other  interesting 
items  came  forward.  Findings  and  conclusions  are  provided  throughout  the  document 
including  the  after  action  reports  provided  in  Appendix  A.  The  metric  assessments  are 
provided  first  with  summaries  of  additional  findings  and  conclusions  following. 

Metric  Assessments 


1)  Reduce  the  number  of  personnel  required  for  performing  equipment¬ 
tracking  functions  during  an  MPF  operation  by  25%. 

Personnel  Reduction  =  52% 

2)  Reduce  the  time  required  to  determine  location  of  specific  Principle  End 
Items  by  at  least  90%. 

Time  Reduction  =  95% 

3)  Reduce  the  number  of  personnel  required  to  determine  the  location  of 
specific  Principle  End  Items  by  at  least  50%. 

Personnel  Reduction  =  66% 

4)  Provide  visibility  of  items  in  near  real  time-  less  than  15  minutes. 

NRT  Visibility  <  2  minutes 

5)  Reduce  the  time  required  to  reconcile  MDSS  II  data  files  at  MPF 
transportation  nodes  (POG,  MCC,  AAOE...)  by  50%. 

Unresolved 

Additional  Findings  and  Conclusions 


The  findings  and  conclusions  listed  here  are  categorized  by  either  a  technical  or 
operational  nature. 

Technical 

1 .  RFID  data  transmitted  in  this  experiment  had  minimal  impact  on  the  Marine  Corps 
organic  network  that  was  established  to  support  the  MPF  offload. 
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2.  The  lack  of  the  ability  to  automate  the  data  collection,  distribution  and  reconciliation 
increases  the  errors  encountered  by  personnel  responsible  for  tracking  equipment 
during  the  offload  process. 

3.  The  Iridium  satellite  technology  can  provide  an  order  of  magnitude  increase  in  the 
communication  capability  of  the  Marine  Corps.  This  technology  will  be  necessary  to 
achieve  true  boundless  TAV. 

Operational 

1 .  The  function  of  tracking  equipment  during  an  MPF  offload  requires  a  significant 
number  of  personnel  and  equipment.  Commercial  technology  exists  that  can  reduce 
this  requirement. 

2.  Use  of  automated  tracking  technology  would  reduce  the  time  required  to  move 
equipment  from  the  entrance  of  the  Port  Operations  Group  to  the  Major  Subordinate 
Command. 

3.  Many  questions  exist  that  must  be  answered  prior  to  the  Marine  Corps  being  able  to 
procure  a  system  that  will  adequately  satisfy  their  TAV  requirements. 

The  goals  of  this  experiment  were  achieved.  A  TAV  capability  was  provided  to 
the  3D  FSSG.  That  unit  is  currently  installing  RFID  sites  in  Okinawa  and  utilizing  the 
Army  ITV  server  to  provide  visibility.  The  impact  of  RFID  data  on  Marine  Corps 
networks  was  assessed.  The  apparent  impact  is  minimal.  The  use  of  TAV  technology 
was  evaluated  during  an  MPF  offload  exercise.  The  efforts  put  forth  by  the  personnel 
involved  in  this  experiment  have  furthered  the  cause  of  bring  technology  to  the  fleet. 
The  next  section  addresses  some  of  the  additional  work  that  must  be  performed  to 
make  sure  that  this  technology  adds  value  to  the  Warfighters. 


7.  Recommendations 

Based  on  the  conclusions  provided  in  Section  6,  there  are  several 
recommendations  provided  here  that  are  deemed  necessary  to  bring  TAV  technology  to 
the  fleet. 

1 .  Develop  a  Universal  Needs  Statement  applicable  to  the  utilization  of  Total  Asset 
Visibility  technology  in  the  Marine  Corps. 

2.  Investigate,  on  a  large  scale,  the  application  of  TAV  technology  in  a  Marine  Corps 
operation. 

3.  Investigate  separate  and  independent  RFID  systems  that  are  capable  of  reading  a 
tag  manufactured  to  the  G-Tag  specification  when  it  becomes  available. 
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4.  Develop  a  concept  of  operations  for  applying  TAV  technobgy  in  all  Marine  Corps 
processes.  The  goal  of  this  task  would  be  to  identify  the  common  data  and  information 
requirements  that  would  be  satisfied  in  the  design  of  a  TAV  technology.  This  work 
would  be  instrumental  in  achieving  a  ‘one-tag-fits-all’  solution. 

5.  Thoroughly  investigate  other  services’  TAV  initiatives  to  leverage  technology 
wherever  possible. 

6.  Continue  using  the  Iridium  satellite  technology  to  enable  and  enhance  Marine  Corps 
logistics  processes. 
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Summary 

The  MARFORPAC  Experimentation  Cell  (MEC)  requested  that  CNA  help  assess 
the  potential  of  radio  frequency  identification  (RFID)  technology  for  improving  the 
visibility  of  equipment  during  MPF  offloads.  The  Marine  Corps  currently  uses  har  cedes 
and  scanners  to  track  the  movement  of  equipment  as  it  comes  off  the  ships.  This  is  time- 
consuming.  manpower  intensive,  and  often  inaccurate.  Our  assessment  is  limited  to  data 
and  observations  collected  during  the  demonstration  of  two  RFID  systems  in  Freedom 
Banner  (FB)  02.  a  partial  two-ship  offload  conducted  in  support  of  Exercise  Cobra  Gold 
02. 

Approach 

We  reviewed  the  methods  and  systems  used  by  Marines  to  monitor  the  equipment 
flow.  We  focus  on  the  different  agencies  involved,  the  personnel  and  systems  required, 
how  the  data  were  collected  and  processed,  and  the  timeliness  and  accuracy  of  status 
reports 

Two  RFID  systems  were  run  in  par  allel  with  the  bar  code  scanning  process  on  a 
subset  of  tire  equipment  offloaded.  This  enabled  us  to  identify  potential  advantages 
offered  by  RFID  in  satisfying  the  information  needs  of  the  commander  and  the  arrival 
and  assembly  organizations. 

Findings 

Tracking  the  offload  during  FB  02  with  bar  code  scanners  required  a  lot  of  people 
and  equipment.  We  estimated  that  upwards  of  63  percent  of  personnel  in  the  arrival  and 
assembly  organizations  were  involved  in  some  aspect  of  the  tracking  process.  This 
excludes  Navy  personnel  and  Marines  on  the  ships  preparing  the  gear  to  be  offloaded. 
There  also  were  multiple  collection  sites,  each  requiring  a  separate  set  of  scanners  and 
laptops. 

Collecting  and  processing  the  data  took  an  inordinate  amount  of  time.  Scan 
updates  were  required  every  two-hours.  This  data  had  to  be  manually  processed, 
scrubbed,  and  fashioned  into  reports.  Sometimes  this  required  face-to-face  meetings 
between  personnel  from  different  arrival  and  assembly  organizations,  and  or  between  the 
Navy  and  Marine  Corps.  Other  times  the  scan  data  had  to  be  verified  against  physical 
inventories 

Using  the  data  to  create  reports  took  even  more  time.  We  estimated  that  it  took  on 
average  12  hours  between  the  time  an  item  w  as  scanned  in  at  the  port  and  w  hen  the  data 
made  it  into  one  of  the  offload  status  reports.  And  these  reports  were  not  always  accurate. 
One  show  ed  equipment  as  being  offloaded  one  or  more  days  before  or  after  it  actually 
had  been.  Also,  no  two  reports  agreed  on  the  total  number  of  items  to  be  offloaded.  This 
resulted  in  an  over-  or  understatement  of  the  progress  of  the  offload  to  higher 
headquarters. 

To  our  know  ledge  these  shortcomings  had  little  affect  on  the  conduct  of  the 
offload.  But  they  cast  doubt  on  the  system's  potential  for  handling  a  much  larger  pier- 
side  evolution  running  24  hours  a  day  in  conjunction  with  beach  and  air  operations.  This 
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scenario  would  require  far  more  personnel  and  scanners  to  cover  day  and  night  shifts  and 
the  additional  locations.  Even  with  the  added  personnel  we  suspect  there  would  he  major 
challenges  in  keeping  up.  particularly  if  the  offload  sequence  and  or  distribution  of 
equipment  were  to  change. 

In  contrast  to  the  har  code  scanning  process.  RFID  systems  are  almost  completely 
automated  require  far  fewer  people  to  operate,  and  provide  offload  data  in  near  real  time. 
While  neither  system  produced  a  complete  set  of  data,  problems  encountered  either  were 
resolved  during  the  test  or  are  thought  to  be  easily  correctable. 

Conclusions 

A  more  comprehensive  assessment  of  sensor  technology  would  be  based  on 
answ  ers  to  questions  the  demonstration  could  not  provide,  such  as  cost  and  ownership  of 
the  system,  training,  security,  bandw  idth  requirements,  and  durability,  among  others. 

These  issues  aside.  RFID  technology  would  appear  to  offer  significant  advantages 
over  the  existing  Marine  Corps  offload  management  system.  Automating  the  data 
collection  process  would  eliminate  the  need  for  scanning  personnel  and  those  responsible 
for  processing  the  offload  data. 

Improving  the  accuracy  of  the  data  w  i  II  reduce  uncertainty  over  what's  been 
offloaded  and  where  it  is  in  the  distribution  process.  This  will  eliminate  the  need  for 
lengthy  reconciliation  efforts. 

Having  access  to  the  data  in  near  real  time  will  provide  greater  control  over 
equipment,  making  it  easier  to  reallocate  gear  if  the  commander's  priorities  change. 
Allowing  this  data  to  be  viewed  by  the  commander  and  his  staff  could  eliminate  the  need 
for  status  reports  to  higher  headquarters. 
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Introduction 

Keeping  track  of  assets  and  personnel  while  in  transit  has  long  been  a  challenge 
for  all  the  military  services.  One  famous  lesson  from  the  Gulf  War  was  the  need  to  open 
over  20.000  containers  to  see  what  was  inside  them. 1  The  lack  of  geod  visibility  can 
lengthen  the  time  it  takes  to  generate  a  conrhat  ready  force. 

This  paper  reconstructs  select  aspects  of  the  Maritime  Preposition  Force  (MPF) 
offload  conducted  during  Freedom  Banner  ( FB )  02  in  Thailand  from  3-10  May  2002. 
The  main  focus  is  on  the  processes  and  systems  used  to  track  and  account  for  equipment 
as  it  was  offloaded  and  distributed.  Currently  the  Marine  Corps  uses  bar  code  labels  and 
scanners  to  manage  offloads.  This  is  time-consuming,  manpower  intensive,  and  often 
inaccurate.  Radio  frequency  identification  (RFID)  technology  demonstrated  during  FB  02 
may  reduce  the  burden  on  Marines  for  tracking  gear  and  improve  the  timeliness  and 
accuracy  of  offload  data.  The  purpose  of  this  paper  is  to  examine  how  RFID  technology 
might  offer  improvements  over  bar  codes  and  scanners  in  managing  force  closure 
operations. 

Background 

The  demonstration  of  RFID  technology  during  FB  02  is  the  latest  in  a  long  line  of 
initiatives  within  the  Marine  Corps  and  throughout  DOD  for  improving  the  visibility  of 
equipment  and  personnel  as  they  are  moved  from  one  location  to  another.  The  Marine 
Corps'  stated  goal  is  Total  Asset  Visibility  (TAV),  defined  as  the  ability  to  provide  users 
with  timely  and  accurate  information  on  the  location,  movement,  status,  and  identity  of 
units,  personnel,  equipment,  material,  and  supplies  so  as  to  improve  the  overall 
performance  of  logistics  practices  '  TAV  is  broadly  thought  to  enhance  warfighting 
capability  and  reduce  operating  costs. 

Based  on  these  objectives,  the  Marine  Forces  Pacific  (MARFORPAC) 
Experimentation  Center  (MEC)  in  conjunction  with  the  Third  Force  Service  Support 
Group  ( 3d  FSSG)  and  Naval  Facilities  Engineering  Service  Center  (NFESC)  began  a 
series  of  initiatives  aimed  at  using  sensor  technology  to  achieve  TAV.  That  dialogue 
resulted  in  various  demonstrations  of  RFID  technology  during  exercises  over  the  last 
couple  of  years  and  ultimately  in  the  deployment  of  an  RFID  system  for  FB  02. 

Of  all  die  services,  the  Army  has  made  the  greatest  progress  in  applying  sensor 
technology  to  achieve  total  asset  visibility.  To  learn  more  about  the  Amiy  system,  3d 
FSSG  personnel  arranged  for  a  UNISYS  representative  to  deploy  a  similar  RFID  system 
for  FB  02.  The  combination  of  the  two  RFID  systems  it  was  hoped  would  provide  insight 
into  the  potential  of  RFID  in  helping  the  Marine  Corps  achieve  TAV. 

Approach 

We  first  outline  the  exiting  systems  and  processes  used  by  Marines  during  FB  02 
to  monitor  the  flow  of  equipment  from  offload  points  on  the  pier  through  the  port  area 

1  limes  Miller,  tulmnill  Visibility:  Capturing  All  of  the  Source  Data,  graduate  research  paper,  Sclx»l  of 
Ixigistic-sand  Acquisition  Mamgeiivnt.  Air  I-jjikxilim  and  Training  Command.  May  19%. 

:  1  liiiled  States  Marine  Cerps.  Logistics  Campaign  Plan ,  2002. 
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and  ultimately  ho  I  he  arrival  and  assembly  operations  elements  (AAOE.I.  We  discus  die 
di  flere nt  agencies  involved,  the  personnel  and  systems  required,  how  data,  is  collected 
and  p recessed,  a nd  the  timeliness  and  accuracy  of  the  status  reports. 

Two  RFID  systems  were  run  in  |oarallel  with  the  bar  code  scanning  process  on  a 
subset  of  the  equipment  offloaded.  This  enabled  us  to  identify  potential  advantages 
offered  by  RFID  in  satisfying  Hie  information  needs  of  die  commander  and  Hie  a  trivia  I 
and  assembly  organizations. 

Scope  and  limitations 

This  is  a  quicklook  report  that  relies  exclusively  on  observations  and  data  from  a 
single  offload.  FB  02  involved  die  in-stream  partial  offload  of  roughly  5CO  principal  end 
items  i  PE  Is)  from  two  MPF  ships.  Tlie  offload  was  conducted  during  daylighL  hours  over 
a  n  over  a  n  e  iglit-day  period.  As  such ,  Hie  pace  a  nd  sea  le  of  the  offl  oa  d  i  s  piohah  ly  not  a 
good  proxy  for  the  simultaneous  piers  ide  offload  of  one  or  more  M  PF  squadrons  and 
thousands  of  PE  Is  that  might  be  expected  to  occur  in  a  contingency. 

The  layout  of  the  port  and  the  proximity  of  the  AAQEs  to  Hie  port  may  have  mack 
it  easier  to  keep  track  of  Hie  offload  than  might  be  Hie  case  at  another  facility.  For 
example,  the  Movement  Control  Center  fMCC")  was  only  a  couple  of  hundred  yards  From 
tlie  pier.  And  I  lie  AAOEs  were  only  a  twenty-minute  drive  from  the  port.  Increasing  Hie 
distance  between  tliese  locations  would  complicate  tracking  efforts.  Flowing  equipment 
simultaneously  over  I  he  beach  also  would  have  added  complexity. 

The  vast  majority  of  exercise  equipment  was  brought  by  sea.  In  a  real  contingency 
tlie  arrival  and  assembly  organ izations  would  also  have  to  manage  the  arrival  of 
equipment  by  air.  This  too  would  add  complexity  to  the  tracking  process. 

Ideally,  we  would  have  liked  to  compare  □  mature  RFID  system  w  ith  die  bar-code 
scanning  equipment  currently  in  Lise.  This  would  have  given  lis  truer  indicators  of  the 
virtues  and  challenges  associated  with  each.  Instead,  we  focus  on  the  potential  vice  the 
current  su  itabi  I  ity  of  e  itlier  of  die  RFI D  systems  demonstrated. 

Our  assessment  of  this  potential  i  abased  solely  on  its  contribution  toenltincing 
in-transit  visibility.  Having  greater  visibility  presumably  could  improve  many  other 
aspects  of  Marine  operations  such  as  supply  support  and  follow-on  sustainment.  Sensor 
technology  also  could  be  used  to  relay  data  on  the  condition  of  an  individual  piece  of 
equipment.  We  do  not  address  tliese  broader  applications,  but  they  likely  wall  figure  in 
decisions  to  pursue  sensor  technology. 
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Overview  of  Freedom  Banner  02 

Freedom  San iw  is  the  M  PF  component  to  exercise  Cabia  CM,  a  combined, 
joint  exercise  between  military  forces  from  the  U.S.  and  Kingdom  of  Thailand.  T lie 
offload  was  conducted  rn-Etream  during  daylight  hours  from  3-10  May  with  Hie  MV 
Lunins  and  MV  Williams  at  anchor  roughly  3  miles  from  port  and  tlie  SS Gopher  State 
pierside. 

Command  relations 

Various  arrival  and  assembly  organizations  were  established  to  conduct  and 
manage  the  offload.  CG  3d  MEB  assigned  a  portion  of  die  MEB  and  major  subordinate 
command  stuffs  as  the  Arrival  and  Assembly  Operations  Group  !  A.AOGj.  The  AAOG's 
main  function  was  to  coordinate  and  control  arrival  and  assembly  operations. 

Under  the  operational  control  of  die  AAOG  were  the  Arrival  and  Assembly 
Operations  Elements  (AAOEs).  Tliese  were  established  for  each  major  subordinate 
element  iMSEj  of  the  MAGTF  as  well  as  die  Naval  Support  Element  (NSE).  AAQEs 
received  and  distributed  year  at  the  unit  assembly  areas. 

Also  under  the  control  of  the  AAOG  was  the  Landing  Force  Support  Party 
(LFSP).  The  LFSP  controlled  tlie  throughput  of  and  distribution  of  equipment  from  tlie 
port  to  die  AAOEs  through  two  subordinate  organizations:  the  Port  Operations  Group 
I  PDGj  and  Movement  Control  Center  (MCC).  Tlie  POG  was  responsible  for  preparing 
tlie  port  prior  to  tlie  arrival  of  tlie  MPF  ships  and  for  the  subsequent  throughput  of 
equipment  as  it  was  offloaded.  The  MCC  fomned  vehicles  into  separate  MSC  convoys  for 
movement  to  tlie  AAOEs 

Commander.  Amphibious  G  roup  i,PH  I B  RU  j  Three  was  designated  as 
Commander.  MPF  iC'MPFj.  Under  the  operational  control  of  the  CMPF  were  M PF 
Squadron  (MPSRONj  Three,  the  Naval  Support  Element  (NSE),  and  the  Naval  Coastal 
Warfare  (NCWf  element.  The  M  PS  RON  consisted  of  the  MPS  ships  and  personnel.  The 
NSE  handled  tlie  offload  and  die  ship -to-ahore  movement.  Figure  I  lays  out  these 
relationships.' 

Ei-jmv  1.  Hli)J  ininunumJ  iv.-l.il  i- -ns 


'  I'ijju iy_f-  I  ami  2  wtre  supplitfl  lk-  ropnAtuliiLi-iv: Lc  fit  MEF. 
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The  offload  flow 

Equipment  from  the  two  MPF  ships  at  anchor  was  craned  onto  loiters  and  from 
Hie  lighters  to  the  pier  by  the  55" Gopher  State  at  the  port.  Once  on  die  pier,  POG 
personnel  drove  vehicles  to  die  MCC  who  arranged  them  by  MS E  for  convoy  to  Hie 
AAG Es  at  Utaphao  Airfield.  Vehic  les  carrying  mobile  loads  were  first  driven  to  the 
disassociated  cargo  lot  prior  to  entering  die  MCC.  Figure  2  depicts  this  flow. 

Figure  2.  Mini  I  rdllnn.il  Elnw 


Tracking  the  offload 

M.4GTF  Deployment  Support  System  (MDSS)H  served  as  the  principal  means 
for  maintaining  in -transit  visibility  during  the  offload.  MDSS  It  is  a  database  containing 
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information  on  each  piece  of  equipment  on  every  MPF  ship.  It  is  used  to  build  unit 
density  lists  (UDLsI  and  source  MAGT.F  requirements  prior  to  deployment,  and  to  track 
equipment  throughout  the  deployment  and  backload. 

There  are  two  primary  steps  to  using  MDSS  II  to  track  offloads.  The  first  is  tc 
construct  a  master  file  of  items  to  Lie  offloaded  and  distributed.  T liis  was  given  to  each 
arrival  and  assembly  organization  be  lone  the  offload  began.  The  second  step  is  to  scan 
hnreode  labels  on  each  piece  of  equipment,  upload  this  data  into  MDSS  II.  and  associate 
tliedata  with  die  offload  file.  Barcode  labels  contain  detailed  clatn  on  each  PEI  to  include 
unique  serial  numbers,  a  description  of  Hie  item,  and  dimensional  data.  among  other 
information. 

Equipment  was  scanned  as  it  entered  and.  exited  the  DPI5  and  MCC,  and  upon 
arrival  at  die  AAOEs.  Mobile  loaded  equipment  was  recorded  as  entering  the  dissociated 
capgo  lot  upon  leaving  Hie  PQG  and  prior  to  entering  the  MCC  i  see  figure  l  j.  Because 
each  scanner  was  associated  with  ail  arrival  and  assembly  organization,  and  because  each 
arrival  and  as-embly  organization  wn  s  associa  ted  with  a  geographic  location,  the  AAOG 
could  use  the  data  to  track  the  location  of  equipment. 

Scan  data  was  uploaded  every  two  hours  and  sent  by  the  LFSP  and  AAOEs  to  the 
AAOG.  The  AAOG,  in  turn,  used  the  data  to  develop  various  recurring  offload  status 
reports.  Each  scan  upekte  overwrote  the  previous  MDSS  11  file,  providing  a  snapshot  vice 
a  moving  picture  of  lire  offload. 

Personnel  at  each  scan  site  a  Iso  were  d  i  reefed  to  maintain  I  ogbeoks  detai  I  i  ng  the 
item  ID.  serial  number,  description,  and  date' time  the  equipment  passed  through  their 
area.  This  was  done  by  some,  but  nonnally  at  a  more  general  level  of  detail. 

Transferring  accountability  for  equipment 

MDSS  II  a  Iso  served  as  the  primary  means  for  transferring  custody  of  equipment. 
This  was  necessary  to  ensure  that  items  were  distributed  to  the  correct  leva tion,  unit  and 
to  facilitate  regeneration. 

The  transfer  cdf  accountability  of  equipment  from  the  Marine  Corps  Maintenance 
Officer  i  MCMQ  j  to  the  Marine  Offload  Liaison  Officer  (MOLD)  occurred,  as  equipment 
was  offloaded  from  the  M  PF  ships.  MDSS  II  scan  files  served  as  Hie  interim  receipt 
reflecting  items  transferred  from  ship  to  shore.  These  were  reconciled  by  the  MCMO  and 
MOLD  at  the  end  of  each  day.  Transfer  of  accountability  from  the  MOLD  to  the  BSSG 
lin  the  custody  of  the  POGi  occurred  simultaneously  with  M CMC -fo-MGLO  transler. 

Accountability  shifted  from  the  BSSG  to  the  unit  AAOEs  as  equipment  a n  ived  at 
tlve  AAOE,  again  usirg  MDSS  It  scan  data.  Equipment  was  then  distributed  to  each  unit 
where  it  underwent  a  limited  technical  inspection  (LTl).  Baaed  on  Hie  outcome  of  the 
LTt,  each  A.AOE  completed  a  consolidated  memorandum  of  receipt  (CM R)  assigning 
official  custody  of  Hie  gear  to  a  responsible  officer  (BO)  within  the  unit.  This  was  to  Lie 
done  using  ATLASS  software,  but  most  simply  e-mailed  exce I  spieadshee ts  to  the 
.AAOG.1 


J  ATI  ABS  vL  iir  h-  fur  ‘"Asset  Tucking  I  .■  >gisl  ».s  and  Supply  System.'' 
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PersoimeHequipment  needed  fo  track  the  offload 

Tht  physical  aspects  of  offloading  and  distributing  equipment  art  labor-intensive, 
requiring  hundreds  of  Marines  and  Navy  personnel .  Many  of  these  personnel  also  are 
involved  in  track  ingr'accountirjg  tor  equipment  as  it  comes,  off  the  ships.  These  personnel 
include  scanners,  MDSS  II  operators,  MSE  liaison  officers,  operations  off  ice  rs,  clerks, 
and  otliers.  We  examined  rivet  tables  of  organizations  iT.Os)  of  each  anival  and  assembly 
organization  to  determine  what  percentage  of  the  total  was  required  Ibr  these  tasks.  The 
results  are  shown  in  table  1 .  W'e  excluded  Navy,  B1C,  OPPr  and  A:DACG  personnel.  As 
such,  our  estimates  represent  a  lower  bound. 

Table  J.  I'BOZ  ptru>iiik-l  im  aheit  In  I  rnLkJnpi'disljibiLliun.'ncLiiuntnbiLily  uf  equipment 


Ankd  .  t  rl  .il':,.  imI  K 
orqaniraliorib 

peremirial 

Psncnnnl  invdvad  in 
Iracki'iq/iiecouiiliiLiiity 

Percent  oF 
trtal 

MGG 

33 

23 

B131 

LF5P  HQ 

11 

11 

IMS. 

POG 

49 

39 

30ft 

HCC 

7 

b 

ns 

MDEs  (sE) 

33 

10 

293L 

T  oral 

140 

SS 

Of  note  is  the  large 

number  of  ag 

encies  and  personnel 

involved  in  die 

track  ing'acvountnbi  lily  process.  Wre  identified  a  total  of  38  Marines,  or  6 d  percent  of  tlie 
personnel  that  made  up  the  different  arrival  and  assembly  oiganizations.  Appendix  A 
provides  a  breakdown  by  billet  within  each  organization. 

There  are  also  considerable  equipment  and  software  requirements,  to  include 
multiple  scanning  devices,  interface/cradle  changers,  batteries,  laptops  with  MDSS  II:' 
ATLASS  software,  printers,  tactical  phones,  cell  phones,  and  radios.  Each  arrival  and 
assembly  organization  was  responsible  for  providing  and  operating  its  own  suite  of 
equipment.  The  figure  below  shows  the  different  scan  Iccations  requiring  this  equipment. 

Figure  Jj  i  IS-  ■  12  AH  ten:  a  Linns 


Numhxs  facPOQ  may  he  eorrelulixl  sinw  aaned  lb.  Marine*  sen  any  at  the  ;on  wav  reueivirw. 
ii  iiiiiny  i.  hi  ilie  use  eif  bir  code  Mnumaw 
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Collecting  and  processing  scan  data 

Collecting  and  processing  bar  cede  scan  data  is  a  multi-step  process.  Once  the 
laptops  arc  set  up  and  the  scanners  are  charged,  equipment  passing  through  the  site  is 
scanned.  This  scan  data  is  uploaded  from  the  scanner  to  a  floppy  disk,  imported  into  die 
MDSS  II  database,  and  processed  for  rejected  records.  The  clean  file  is  then  sorted  by 
location  code  and  tbnncd  into  a  report  for  the  AAOG  that  includes  die  item  I D  number,  a 
brief  description  of  the  item,  the  location  code  of  the  scanner,  and  the  item  serial  number. 
This  report  and  a  backup  floppy  disk  must  then  be  sent  to  the  AAOG.  For  FB  02.  this 
process  was  repeated  five  times  a  day. 

The  scanning  itself  can  be  difficult.  For  example,  the  har  code  may  be  damaged  or 
dirty.  Glare  from  the  sun  can  make  it  difficult  to  view  die  screen  to  verify  drat  diat 
scanner  has  successfully  read  die  label.  Some  Marines  wrapped  the  scanners  in  plastic  to 
protect  diem  from  the  rain.  This  also  can  interfere  with  a  good  scan.  The  combination  of 
factors  can  cause  delays  and1  or  result  in  poor  data. 

Processing  the  data  takes  time.  MDSS  II  creates  error  messages  for  data  it  can’t 
reconcile.  This  may  be  because  the  NSN  and/or  serial  number  of  the  PEI  don't  match 
records  in  the  database,  or  because  the  date  time  stamp  is  wrong.  These  errors  have  to  he 
manually  corrected,  sometimes  by  meeting  face-to-face  widi  other  arrival  and  assembly 
personnel.  This  further  delays  die  data  flow.  Below  is  a  sample  of  LFSP  scan  data 
uploaded  into  MDSS  II  before  it  was  scrubbed. 

Figure  4.  MDSS  II  Scan  data  cxci-rpt 


NSN 

PKG  ID 

Serial  Number 

NSN  Confiquration 

Item  ID 

Dcscrption 

1080001081 m 

1248c4 1.094 

BARE  ITEM 

C4260 

SLPPCRT  SYSTEM  SCREEN  CAMO 

5820014318=01 

645745 

BARE  ITEM 

A1957 

58X014318931 

536048 

BARE  ITEM 

3B300127899CB 

T  RAJ. 4  7236 

BARE  ITEM 

OOffKOTRIV«ALL 

MLMIILT10 

BARE  ITEM 

6115011504140 

Ea»887 

EZZC6667 

SKID  MOUNTED 

B073O 

GENERATOR  SET.3KW,  60  HZSKmtTD 

II 
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6115011604140 

EZK8829 

61150111601146  SKID  MOUNTED 

B0730 

GENERATOR  SET.  3  KW.  60  HZ  SK DMtD 

68e601333XMO 

660736 

NOT  RECUCIBIE 

A1966 

RADD  TERMINAL  SET 

This  is  only  fraction  of  the  problem  records  we  found  in  tlie  L.FSP  scan  data.  The 
NSN  for  one  of  the  records  appears  to  he  a  description  of  the  item.  Package  I D  numbers 
(2d  column  i  are  a  mixture  of  dataAime  stamps,  serial  numbers,  and  item  descriptions. 
Another  record  has  what  appears  to  be  an  NSN  in  the  serial  number  column.  Each  of 
tlie.se  discrepancies  had  to  be  corrected  against  the  master  offload  file,  increasing  the  time 
it  tcok  to  build  offload  status  reports. 

Offload  status  reports 

All  of  die  arrival  and  assembly  organizations  maintained  status  hoards  and  reports 
to  track  the  offload.  Table  3  lists  the  key  reports,  the  information  contained  in  each,  the 
format  in  which  they  were  developed,  information  sources,  and  die  frequency  w  ith  w  hich 
they  were  updated.  Many  of  these  reports  were  printed  out  in  poster-size  foma  and  hung 
throughout  the  HQs  spaces.  In  other  cases  information  was  transferred  to  white  boards  for 
easy  v  iew  ing. 

Table  2.  KB  112  uilluad  t  (a  tm  repnrtx. 


Agoncy.  Report 

Roy  onload  Into 

Format  .Modium 

Data  Sourcos 

Updated 

POG 

i  ttlnal  T rarkng  Sheet 

Vahida  typo  by  MSC  by  ship 

Exoal 

POG  IN  logs 

E  very  2  Ins 

AAOG 

CffloadiThrouqhpil  Forecaster 

PEIs  olft  -i  T-  tv.  tw 
olibaded  by  MSC  by  day  by 
ship,  c litre  Ml  bcaljonlTI 
staus 

Excel 

ME6S  II  scan  updalos 

Evaiy2  Ins 

Cffload.Throuqhpul  Stalin  Rapoit 
lOiTSRl  lak.a  Iranspcrlalkn 
Clcmra  Rsfortl 

Runntvq  total  at  PEb 
rocoroTL  Ils  compktc  by 
MSE  as  perccrtaqa  ol 
tatalbasdino 

Exoal 

Madcr  MDSSII  Database.  PAX  from 
FM0C/AACG 

Daly  lIBOO) 

Master  locdion  Tracker 

1  jORbod  T  ho  uq  h  p  it  | 

Lo:itr:n  of  ttlo.i  t>  1 
iKfipmont 

Exoal 

Master  MDSSII  D^abasa'Excol 
brrSion  rapoits 

Every  2  Ins 

CMRs  lAAOGccnschdalasi 

PE  b  in  custody  of  unib 

AFT  ASS,  MDSSJI 
Ficfort.  or  Excel 

MaUct  MOBS*  DUMmb  fLTI 
Complete*  scani.  raocrciled  wTiit.il 
MOLO  rcfcrt  physKal  AAOE 
rnentortes 

Daly  10800) 

AAOG  Silrop 

FE  b  offload  last  24  his  by 
MSE  (number  LTI  orrrrlcioi 
•  running  total  of  all  PEb 
oiloadod  as  pjrccrt  of 
l  .tal  1  sfin  do  ol  PEIs  to  be 
oiloadod  in  md  24  his 

E-mai  (Word  Ctoci 

OTSR.alc. 

Daly  lIBOO) 

The  reports  and  the  way  in  w  hich  they  w  ere  created  and  updated  offer  some 
important  insights  into  the  tracking  and  accountability  process.  Most  important  is  the  lack 
oj  automation .  For  example,  the  POG's  Offload  Tracking  Sheet  was  based  on  pen  paper 


’  Txdtuk.il  In  m  l hi--  Ini  arc  rcpnrts  ml  r. Tiled  to  lit.  tnickiite  or  accountability  uf  equipment  nidi  .« 
morning  reports,  conference  rixnn  ochoduks.  Motor  T.  run  toslcrc.  etc. 


Cobra  Gold  2002 
TAV  After  Action  Report 
Appendix  A1 
Page  1 3  of  24 


logs  kepi  by  ihe  Marines  scanning  vehicles  on  rhe  pier.  These  leys  vtre  walked  over  Id 
Hie  POG  trailer  every  Iwo  hours  and  keyed  into  an  Excel  spreadsheet.  The  information 
was  then  transcribed  onto  whiteboards . 

AAOG  report!  also  were  created  manually;  first  by  importing  die  MDSS  II  scan 
data  into  Excel  and  dien  reformatting  the  data.  This  too  had  to  be  done  every  two  hours. 
Excel  was  preferred  to  MDSS  1 1  in  part  because  of  die  ability  to  create  graphs. 
Occasionally  this  data  had  to  he  vied  tied  against  physical  inventories  for  accuracy.  The 
lack  of  automation  delays  the  flaw  of  istformatios  and  increases  the  cftajxvs  Jhr  errors. 

Also  evident  is  that  many  of  the  reports  were  drawn  from  Hie  same  data  source, 
primarily  die  consolidated  scan  reports  generated  every  two  hours  in  MDSS  II.  We  would 
expect  Hie  dam  to  agree,  but  they  didn’t  in  all  cases.  Re|»rts  were  accessible  on  the 
shared  drive  and/or  were  posted  to  a  local  homepage. 

Accuracy  and  timeliness  of  the  reports 

The  offload  status  reports  were  the  key  means  by  which  the  AAOG  kept  track  of 
Hie  offload  and  provided  updates  to  the  ME E  headquarters.  Guranalysis  focuses  on  ■  1) 
Hie  speed  with  which  data  was  collected,  reconciled,  and  re|Dorted,  and  f 2'l  the  accuracy  of 
tlve  reporting. 

Timeliness  of  reporting 

Several  aspects  of  tlve1  [racking  process  created  delays  in  recording  the  movement 
of  equipment. 

*  Initiate  schedules  had  in  be  s Uj^crcd.  The  AAOG  required  tlie  LFSP 
and  AAOEs  lo  submit  scan  data  every  two  hours  (at  0900, 1 100,  1 300, 
1500,  and  1 700 ).  To  meet  ihis  deadline  the  PGG  and  MCC  were  required 
to  send  tlieir  scan  data  to  the  LFSP  one-half  hour  earlierrj.e..  at  0830, 

I030,  1230,  etc).  As  such,  data  on  a  vehicle  passing  through  Hie  POG  IN 
site  at  083  I  would  not  be  sent  by  the  LFSP  to  the  AAOG  until  tlve  1 1C1!!1 
update.  This  meant  that  scan  data  w^re  as  much  as  two-and-a-ha  If  hours 
old  by  the  time  they  made  it  to  the  AAOG.' 

*  Tic  (finality  nf  flic  duly  was  cifEt-n  pncir.  Data  uploaded  by  die  LFSP  and 
AAOEs  had  to  be  processed  for  rejected  records,  sorted  into  an  interim 
report,  and  e-mailed  to  die  AAOG.  The  AAOG  tlien  had  to  consolidate 
this  data  widi  scan  data  from  Hie  AAGE,  adding  additional  time.  The 
lower  the  quality  of  live  data,  the  longer  tlve  scrubbing  process. 

*  llt'JH  irh  had  luhcencakif  manually.  More  time  was  lost  building 
reports:  (a)  because  data  has  to  be  exported  into  excel  from  MDSS  II,  and 
(b)  because  other  data  necessary  for  the  report  had  to  be  added.  For 
example,  the  scan  data  didn’t  contain  die  unit  to  whom  the  equipment  was 


Vluul  Inns,  vrare  noLoi  gi  vai  in  some  cn#oi.  tor  ciarrrpln  the  MOON  scan  up  In.  .  il  Uv  LFSP  vtasbnsol  ■  h  i 
the  Li:-i  Kan  mndchy  ill,  POti  IN  nLQB30.  Similarly,  the  ITCO  LFSP  upTik.-  In  dm  AAOG  w-jj-  Irani  an 
IVK'i  IN  jEansoceurruig  up  mill  I  LCcM  i.  WhaL's  im[>irl:inl.  hnraver.  i>  theamai^j!  Lt;  indati  I V  v. .  .  I  m  n  i  g 
Iwrnty-Jnvr  hour  rrpmvt  ions. 


13 


Cobra  Gold  2002 
TAV  After  Action  Report 
Appendix  A1 
Page  1 4  of  24 


ho  he  distributed.  This  was  done  by  manually  associating  an  item  recorded 
by  the  tor  code  scanner  with  the  appropriate  MSE. 

We  calculated  Hie  average  delay  (or lag)  between  the  time  an  item  wsis  scanned 
"POC  IN"  and  when  it  first  appea red  oil  an  AAOG  offload  status  report.  This  helped  us 
identify  bottlenecks  in  Hie  tracking  process. 

The  Throughput  Forecaster  was  the  only  .AAOG  report  updated  every  two  hours, 
corresponding  to  Hie  scan  upload  schedule.  The  reports,  however,  were  not  available  until 
some  hours  later  as  data  were  associated  with  MSEs  and.  when  necessary,  verif  ied 
against  physical  inventories  at  the  AAOEe. 

The  table  loelow  shows  tie  time  it  took  for  data  oil  a  vehicle  entering  die  POG  at 
the  start  of  the  two-hour  scan  window  to  appear  oil  die  Throughput  Forecaster.  The  last 
row  is  Hie  average  time  delay  (or  lag.i  in  hours.  The  column  labeled  "date .‘time  available1' 
indicates  when  tine  report  was  actually  completed.  This  was  based  on  the  "last  modified" 
date, 'rime  stamp  on  each  file  placed  on  the  shared  drive.  The  last  column  shows  die 
cumulative  lag. 

labile  3.  'finite  Ings  in  duln  lli:ov  during  lit 1 C 


Mn  MOSS  II  s:-*i  bq 

1  In.  chJvJ1 1  o  raw  let  Report 

L  >:i  Ihn-l 

DSe-fliTta  ol  rcc-srl 

1 lime  arnaiaLik 

Cum  Laai'hrsl 

£30 

54/01  15:  Hi 

VS.TE  1/3:13 

£4:43(CO 

2:30 

&t,iceM0 

HSUEflSfl 

Ei  09:03 

2:30 

EI61Q2  1 300 

E/5m  17:00 

530  Hr 

2:30 

6M12  1500 

5.5032  20:34 

504  Hi 

2:30 

btiJV1 1700 

5B0221:1H 

54303 

2:30 

kBitEMO 

&W22D:19 

13:4903 

2:30 

1  TflD 

WT, TO  9:30 

19:00:03 

Awraoe 

£30 

1  £00:00 

The  table  shows  a  1 2-hour  average  delay  in  the  data  flow.  The  delays  on  reports 
generated  on  5  May  were  more  reasonable,  but  even  in  these  cases  the  information  was 
three  scan-updates  old  by  die  time  the  report  was  available. 

The  Throughput  Forecaster  prcbably  could  have  been  updated  more  quickly.  But 
it  was  a  new  report  and  it  may  have  been  more  iiii|oortant  to  ensure  its  accuracy  than  to 
have  it  available  quickly,  at  least  during  this  test  phase .  Or  it  might  not  have  been  a 
priority  given  the  workload  and  available  personnel. 

Report  accuracy 

We  collected  MDSS  II  scan  data  from  the  LFSP  for  every  two-hour  increment 
from  3-7  May  and  compelled  this  data  to  summary  reports  generated  by  rite  AAOG. 
These  summary  reports  were  important  since  they  fonmed  the  basis  for  daily  updates  to 
higher  headquarters. 


'  Td  he  I  'in .  lire  kug.'il  ■  I.  Liy--  jn_-  trial  with  repents  based  cn  scum  updulcs  llml  ncanrnd  now  ar  Ml  I  lie 
’.'ikI  Lif  the  warlui)' ( i.e..  lh  4  May  at  l.5Ci||  anden  (I'Mayul  L7011).  Con^oquenlly.  the dednys rdloel 
naimdcmbk  dead  time aisoc-islcd  with  if  ii-  •■■it. mu  hours 
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One  of  these  reports,  the  Tfa’cntgkput  Farecaiter,  was  developed  to  give  the  MSEs 
a  schedule  of  when  dieyfd  get  their  equipment  The  report  provided  17  pieces  of 
information  (updated  ever}1  two  hours)  on  all  PE  Is  to  be  offloaded  such  as  die  serial 
number,  item  description,  day  offloaded, -to  be  offloaded,  current  location,  owning  MSE, 
etc.  We  compared  the  “day -offloaded7'1  field  on  the  Throughput  Forecaster  updated  on  rite 
morning  of  7  May  to  scan  data  for  die  first  four  days  of  the  offload.  According to  the 
Throughput  Forecaster  a  total  of  243  PEIs  had  arrived  by  diis  time.  The  results  are  shown 
below  in  Table  4. 

Inble  4,  ,L!l>Hy-rJ^1oHdL,d:,'  d  pane  in  Tiotwrrn  tlie  Tliruu[;lipijl  FoiTLHsler  und  l.l"K]*  wan  data, 


Day-ollloaded'  dicerapandon 

- 1  day 

-  2  (Lyl  ^  -  3  (hy-:- 

+  1  day 

reis 

2& 

2  2 

2 

We  found  discrepancies  on  34  PEIs.  or  14  percent  of  the  total  as  of  7  May.  In  28 
cases  the  Throughput  Foiecaster  showed  a  PEI  arriving  a  day  later  than  it  actually  had 
(column  I ).  Most  of  these  errors  (17)  were  associated  with  PEIs  offloaded  late  in  the 
afternoon  on  3  May,  the  first  day  of  the  offload.  Many  of  die  remaining  one-day  enors 
were  for  PEIs  offloaded  in  the  afternoon  of  5  May.  We  know  of  at  least  one  instance  in 
which  LFSP  personnel  did  not  send  rlieir  last  scan  u|odate  for  the  day  to  die  AAQG  until 
tlw  following  morning.  This  nay  help  explain  some  of  die  one-day  discrepancies. 

hi  two  other  cases,  the  Throughput  Forecaster  showed  a  PEI  as  having  been 
offloaded  two  days  after  it  was  scanned  in  by  die  PQG  at  the  port,  and  for  twio  PEIs  the 
emor  was  three  days.  More  significant  were  two  cases  in  which  the  reporl  indicated  a  PEI 
had  been  offloaded  one  day  before  it  actually  had  been.  To  our  knowledge  these 
discrepancies  had  no  effect  on  Hie  conduct  of  the  offload,  but  tliey  do  highlight  the 
cha  llenge  of  mai  rrtn  ini  pg  accu  rate  visibi  I  ity  during  the  di rough  pu t  process. 

Another  inaccuracy  we  uncovered  was  the  total  number  of  PEIs  to  be  offloaded. 
This  is  an  important  number  because  it  was  die  only  way  to  show  how  the  offload  was 
progressing.  The  tola  I  changed  every  day  as  items  were  dropped  or  added.  The  table 
below  shows  total  PEIs  appearing  in  three  different  reports.  We  did  not  haw  reports  for 
aJ  I  days. 

Table  5,  Piucp.iik' in  lulu  1 FEIi  Ln  tie  uttloadL'd 


Total  PEIs- 

Report 

4-Mjy 

5-May 

6- Huy 

7-May 

B-May 

1  lii>  ij,  J  (  til  F  oreo:t:ki 

49D 

4B5 

502 

509 

1  flbs.l  lhi,;ii,jlij,!il  5l,ilii:'  Report 

•109 

459 

AAOGSITREP 

4® 

503 

49T 

15 
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The  differences  are  nor  dm  marie,  but  they  show  some  of  the  cha  I  lenges  in 
keeping  up  with  the  changes.  Wre’d  expect  fewer  problems  in  a  full  offload  since  Hie 
denominator  used  in  calculating  “percent  offloaded"  would  not  change. 

Other  tracking  challenges 

Tracking  die  flow  of  equipment  within  the  Marine  Corps  system  was  one 
challenge.  Reconciling  die  Marine  offload  data  widi  the  Navy’s  record  was  another.  This 
occurred  every  day  at  1 800  a  flier  offload  operations  had  shut  down.  Whereas  the  Marine's 
count  PE  Is,  the  Navy  records  “footprint  i  terns'1  (FP  Is).  and  each  FP1  can  equal  multiple 
PE  Is.  This  made  it  di  llicult  to  reach  agreement  on  what  had  been  offloaded  and  to  plan 
lor  the  equipment  scheduled  to  move  die  following  day. 

Were  information  delay  s/errors  a  problem? 

Th  is  is  a  difficult  question  to  answer.  Most  of  the  data  discrepancies  we-ne  not 
significant  considering  the  scale  of  die  offload.  And  while  it’s  true  diat  no  one  seeined  to 
know  how  many  PEIswene  to  be  come  off  the  ships,  die  differences  in  Hie  total  were 
small.  They  may  liave  resulted  in  an  over-  or  understatement  of  the  progress  of  die 
offload  to  higher  headquarters,  hut  only  marginally.  And  again,  in  a.  complete  offload  the 
total  wouldn’t  change. 

W'hat’s  more  important  is  what  these  shortcoming  suggest  about  die  “system  V1 
pole  n  tin  I  for  handling  a  much  larger  pier-side  offload  running  24  hours  a  day  in 
conjunction  with  beach  and  air  operations.  This  scenario  would  require  for  more 
personnel  and  scanners  to  ccwerdayand  night  shifts  and  the  additional  locations.  And 
even  with  die  added  personnel  we  suspect  diere  would  be  major  challenges  in  keeping  up. 
particularly  if  die  offload  sequence  andfor  distribution  of  PE  Is  weie  to  chaqge. 
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RFID  technology  demonstration  (FB  02) 

Two  separate  RFID  systems  were  demonstrated  dimity  Freedom  Samm-  02>  one 
hy  MT ESC  and  one  by  UNISY'S.  F.ndi  system  consisted  of  hardware  for  capturing  the  tag 
data  and  software  for  eon  troll  in  g  the  hardware  and  collecting  and  displaying  flic  data.  The 
same  RFID  tags  were  used  by  both  systems. 

For  the  purposes  of  this  paper,  we  do  not  go  into  loo  much  detail  on  die 
di  fferenees  between  systems.  The  intent  is  to  identify  RFID  potential  vice  assess  the 
cu  ment  su  i  la  hi  I  ity  of  ei  dier  system ."  Nei  ther  system  was  used  by  the  arriva  I  a  nd  assembly 
operations  organ Nations  to  manage  rite  offload. 

RFID  basics 

RFID  tags  are  like  fancy  barcodes.  The  difference  is  in  the  amount  of 
information  that  can  be  stored,  the  ease  with  which  that  information  can  he  written  to  the 
lag  and  modified,  and  hardware  software  needed  to  access  and  display  the  information. 
Tags  can  be  written  before  or  after  they  are  placed  on  equipment. 

RFID  interrogptoTX  aic  much  like  bar  cade  scanners,  but  they  don't  require 
people  to  operate  them.  There  are  two  types  of  in  tenon;  atom:  gate  readers  and  wide-aiea 
readeis.  Gate  readers  are  best  suited  for  tracking  movement.  As  such  tliey  typically  are 
used  along  loads  or  paths  traveled  by  equipment  passing  from  one  location  to  another, 
such  as  from  die  ship  at  die  pier  through  the  POG,  MCC,  and  to  the  AAQEs.  The  gate 
reader  interrogates  the  equipment  tags  as  the  equipment  passes  by. 

Wide-area  readers  have  a  much  longer  range  and  are  used  to  cover  a  large  staging 
area  such  as  a  container  operations  tenninal,  frustrated  cargo  lot  or  disassociated  cargo 
lot.  Every  sweep  records  equipment  within  the  designated  area.  This  data  can  then  he 
compared  to  the  previous  update  to  identify  items  that  have  entered  or  departed  and  what 
remains. 

The  RFiD  demonstration 

A  total  of  134  vehicles  on  the  Ml  Williams  were  tagged  prior  to  Hie  offload.' 
During  Hie  tagging  process.  Marines  noted  die  vehicle  tug  and  serial  number  so  diatdata 
could  be  written  to  the  tqgs.  This  was  done  using  TIPS  software.  Each  tag  contained 
dimensional  data.  NSN,  serial  number,  and  the  unit  to  whom  the  vehicles  were  to  he 
distributed;,  according  to  information  contained  in  the  master  offl ond  file.  The  master 
offload  file  wus  pre loaded  onto  tlie  laptops  used  by  both  RFID  systems  so  that  the  tag 
data  could  be  properiy  associated  as  it  was  collected.  The  actual  lag  writing  was  done  oil 
tine-  ship  in  about  four  hours. 

Two  gate  readers  were  used,  one  at  the  POG  IN  site  and  one  at  die  AAOE 
entrance.  A  wide-area  reader  was  placed  at  the  MCC.  hi  this  way  tag  dila  could  be 


^  The  Army  Lt9.Ti  HMD  kehnukigy  jll  ,im  ■iim-  I  lie  world  lolrark  move  man  I  of  e-qupnwnl  .Mil  pjv.imicl 
nil  h  we  urjoy  rales  appreauh  inu  I  m  ■  pereail . 

111  Fur  □  de  knlcd  amiuntal  iIk  i.iy  vnlmu.  mlrino^ilcr  ict-up,  nnd  4m, i  -j >  - 1 1-. .  1 1 ■  - 1 1  pciKCJK,  see  ill.'  Vtior 
.  Velum  tfteviewxulxniUjeid  fa-  ihr  UNISYS  rep. 
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recorded  during  each  phase  of  the  throughput  process.  It  took  roughly  throe  hours  to  set¬ 
up  Hie  three  sites  with  approximately  five  Marines  from  the  POG. 

Collecting  and  processing  the  tag  data 

Kadi  RFID  system  collected  and  piocessed  Hie  tag  data,  in  much  the  same  way. 
Tag  data  on  vehicles  passing  by  die  gate  readers  lorin  the  area  covered  by  wide-area 
readeri  were  relayed  by  an  Jar-powered  radio  frequency  links  to  computers  that  processed 
the  data.  Data  collected  by  tlie  UNISYS  system  was  uploaded  to  a  regional  server  located 
in  Korea  so  that  it  could  be  viewed  on  the  United  States  Forces  Korea  tUSFK  i  In-transit 
Visibility  (TTV)  web  site.  This  was  done  first  via  the  LAN  and  subsequently  by  phone 
line  wlten  I  he  LAN  got  too  congested.  The  web  site  allows  users  to  run  pre-designated 
queries  on  Hie  data.  Uploading  die  offload  data  onto  the  USFK  1TV  site  meant  dial  it  was 
viewable  by  a  much  wider  audience.  Two  Iridium  Data  Temiinals  were  brought  to  die 
demonstration  to  transmit  dati  via  satellite.,  but  attempts  to  use  these  terminals  were  not 
successful.  Direct  satellite  transmission  would  be  useful  either  as  a  primary  or  back-up 
means  to  a  LAN  or  phone  lines. 

The  SAVI  Industries  system  used  by  NFESC  involved  two  sets  of  laptops.  One 
set  was  used  to  receive  the  lug  data  from  die  interrogators  and  send  it  via  file  transfer 
protocol  I  FTP)  to  a  second  set  of  laptops  equipped  with  software  to  process  and 
manipulate  the  data.  These  laptops  were  preloaded  with  i he  master  offload  file  allowing 
He-  computer  to  correctly  associate  the  tig  data  as  it  was  collected.  Tlie  software  for 
viewing  the  data  also  was  able  to  ex|sort  the  data  to  MDS^s  II  ^-o  that  it  could  he  updated 
with  tlie  information  collected  from  the  tqgs. 

Once  die  equipment  was  set-up.  peisomiel  needed  only  monitor  the  data 
transmissions.  With  the  exception  of  these  individuals  t  one  UN  ISYS  and  four  NFESC 
reps)  and  a  single  Marine  stationed  at  the  POG  IN  gate  tender  to  direct  vehicles,  no 
additional  presence  or  action  was  required. 

The  frequency  with  which  tag  data  was  collected,  transmitted.,  and  uploaded  also 
varied.  Dab  captured  by  the  UNISYS  system  was  uploaded  to  die  US F K  serve r every  15 
minutes  so  as  to  limit  the  size  of  the  tiles.  These  files  typically  took  as  few  as  twenty 
seconds  to  upload  using  a  modem.  NFESC’s  SAVI  system  was  set-up  to  transmit  new 
data  every  five  minutes.  This  contrasts  sharply  with  I  he  two-hour  intermix  established  for 
tlie  bar  code  scan  updates.  More  significant,  however,  is  that  the  data  was  automatically 
associated  with  tlie  offload  plan  and  almost  instantly  updated.  The  data  could  tlien  he 
sorted  and  displayed  in  a  variety  of  ways  in  near  real  time.  Allowing  this  data  to  be 
viewed  by  the  MEB  contirKutder  waidd  eliminate  tire  need  fat  status  reports. 

Displaying  the  data 

Theoretically,  data  can  be  displayed  in  any  manner  desiind by  the  user.  Tlie 
queries  available  through  AVM  allowed  die  user  to  sort  by  location,  serial  number, 
TAMN.  MSE.  etc.  Below  are  two  snapslots  taken  from  AVM.  The  first  shows  a  1 1  PE  Is  at 
the  MCC 
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The  offload  status  reports  maintained  by  the  AAOG  all  focused  on  the  number  of 
PEls  received  by  each  MSE  compared  to  die  total,  expected.  This  data  had  to  be  extracted 
from  the  MDSS  II  scan  updates,  a  process  that  took  hours  in  some  cases.  The  screen  shot 
below  shows  how  AVM  was  able  to  convert  the  tag  data  into  a  stop  light  chart  with  die 
same  information  almost  immediately  and  at  any  point  in  tie  offload. 
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RFID  data  issues 


Several  problems  were  encountered  collecting  ilie  RFID  tag  data  resulting  in 
processing  delays  and'or  an  incomplete  inaccurate  data  set.  Sent  of  the  problems  were 
resolved  quickly,  others  will  have  tote  treed  before  the  next  demonstration.  Wien  all  the 
data  was  tallied,  Hie  UNISYS  system  recorded  more  vehicles  leaving  die  port  and 
entering  Hie  A  AGE  than  hod  arrived  at  die  port.  In  contrast,  the  NFESC  data  showed  only 
a  subset  of  veil  ides  recorded  at  the  port  as  having  arrived  at  die  AA0E.  We  know  that 
Hie  vast  majority  of  tagged  vehicles  made  it  to  the  A  AGE. 

One  of  the  problems  involved  loss  of  power  to  the  i  ute  mega  tor  at  the  AAOE  sites. 
Data  could  not  be  collected  during  tbe  time  the  generator  was  down  and  we  do  not  know 
how  many  veh  ic  les  were  missed  because  of  Hi  is. 

Tajjs  on  vehicles  diat  made  it  to  the  AAOE  were  removed  and  turned  off.  The 
AVM  software  used  by  the  NFESC  interpreted  this  to  mean  Hie  vehicles  had  never  left 
the  ahip,  creating  inaccuracies  in  die  database. 

The  TIPS  software  used  by  the  UNISYS  rep  was  not  able  to  simultaneously 
collect  data  and  upload  it  to  Hie  server.  This  was  only  a  problem  w  lien  die  laptop  was 
connected  to  Hie  LAN.  which  was  very  s low  at  ti mes.  The  problem  was  corrected  by 
connecting  the  laptop  to  a  modem,  but  not  before  some  vehicles  were  missed. 
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Conclusions 

A  mole  comprehensive  assessment  of  sensor  technology  would  he  based  on 
answers  to  questions  Hie  demonstration  could  not  provide.  For  example,  how  much  would 
sensors  and  interrogators  cost?  Who  would  own  and  maintain  them?  What  training  would 
he  required:  How  much  bandwidth  would  they  consume?  How  durable  would  they  have 
to  be? 

These  issues  aside,  RFID  technology  would  appear  to  offer  significant  advantages 
over  Hie  existing  Marine  Corps  offload  mamgement  system.  Automating  the  data 
collection  process  would  eliminate  the  need  for  scanning  personnel  and  equipment,  as 
well  as  those  pe rson ne I  responsible  for  processing  [lie  offload  data. 

Improving  Hie  accuracy  of  the  data  will  reduce  uncertainty  over  what’s  been 
offloaded  and  where  it  is  in  the  distribution  process.  This  will  eliminate  Hie  need  for 
lengthy  reconciliation  efforts. 

Having  access  to  Hie  data  in  near  real  lime  will  provide  greater  positive  control 
overequipment,  making  iteasierto  [allocate  gar  if  the  commander's  priorities  change. 
Allow  ing  this  data  to  he  viewed  by  the  commander  and  his  staff  will  eliminate  Hie  need 
for  status  reports. 


21 


Cobra  Gold  2002 
TAV  After  Action  Report 
Appendix  A1 
Page  22  of  24 


Appendix  A:  Offload  tracking  personnel 

This  appendix  contain!  a  I  i-st  of  individuals  in  the  AADG,  LFS  P  HQ,  PGG,  MCC, 
and  cadi  AAOE  involved  in  some  way  with  Hie  tracking,  distribution,  and  account  ability 
of  equipment  as  it  whs  offloaded  during  FG  02.  We  do  not  include  Navy.  QIC,  or  POG 
personnel.  Data  on  personnel  fertile  AAOEs  is  notional.  There  were  five  AAOEs  fCE, 
GCE,  ACE.  CSSE,  and  NSE  l.  each  with  roughly  7  personnel,  or  fer  all  AAOEs.  Of 
this  tola  I,  v,v  estimated  a  total  of  1 0  Marines  (two  per  AAOE j  were  needed  to  scan 
equipment  and  create  CM Rs. 
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Appendix  A2:  Unisys  After  Action  Report 


AFTER  ACTION  REVIEW 
Cobra  Cold  2002 
(Thailand) 

Automated  Information  Technology  (AIT)  /  In-Transit  Visibility  (ITV) 


I  MISSION 


Three  Force  Service  Support  Group  (3FSSG)  worked  in  conjunction  with  Unisys 
to  provide  in-theater  In  transit  Visibility  (IT  V)  for  vehicles  being  off-loaded  into  Thailand 
in  support  of  the  exercise  Cobra  Gold  2002.  The  Automated  Information  Technology 
(AIT)  used  to  support  this  Joint  Chiefs  of  Stall  (JCS)  exercise  was  Radio  Frequency 
Identification  (  RFID)  tags.  Additional  equipment  was  used  in  support  of  the  exercise,  but 
this  A\R  will  be  limited  to  the  support  provided  by  Unisys  Coiporation. 

II  BACKGROUND 

The  RFID  equipment  used  during  the  exercise  is  equipment  that  had  been 
purchased  by  the  Naval  Facilities  Engineering  Service  Center  (NFESC)  fortesting  and 
evaluation.  The  equipment  used  by  the  Unisys  Representative  was  extra  equipment  that 
was  not  required  by  the  personnel  from  NFESC.  This  equipment  included  two  SAVI 
solar  power  kits,  three  Savi  Interrogators,  two  SAVI  RF  Links,  and  two  tripods.  TIPS 
w  as  loaded  on  tw  o  notebook  computers,  while  the  other  test  systems  used  by  NFESC 
were  loaded  with  SAVI  Asset  Manager.  The  one  computer  had  Windows  98  and  tine 
other  had  Windows  2000  installed  as  the  operating  system.  The  software  and 
configurations  used  by  the  Unisys  Representative  are  similar  to  that  w  hich  the  US  Army 
in  Korea  has  used  since  1994. 

Once  the  data  has  been  uploaded  to  the  regional  server  located  in  CP  Henry, 
Daegu.  Korea,  the  information  is  made  available  on  the  USFKJTV  Home  Page.  The  data 
is  stored  in  a  huge  database  and  the  web  site  allows  a  user  to  run  pro-designated  queries 
to  obtain  the  information  required.  These  are  as  simple  as  selecting  queries:  then  query 
on  a  single  key  data  element:  enter  "CG02"  in  the  free  text  box.  and  all  134  tags 
associated  with  this  movement  are  displayed.  One  could  also  select  "Operation  'Exercise" 
and  then  select  CG02.  which  will  then  display  the  134  tags.  To  support  the  exercise,  the 
RF  Tags  were  written  so  that  a  user  to  easily  query  for  the  group  of  tags  the)’  are 
interested  in.  The  server  and  the  home  page  were  recently  upgraded  to  meet 
DoD.  DA'USFKEUSA  security  requirements.  This  includes  the  requirement  fora  user 
account  and  password.  Access  to  the  site  is  only  available  to  personnel  trying  to  access 
for  a  computer  on  a  military  LAN  or  .mil. 

ill  OBJECTIVES 
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Provide  "visibility  of  off-load  of  selected  equipment  from  the  MV  Williams 
through  the  port  to  the  AAOE. 


•  Test  various  equipment  and  software  to  determine  what  is  available,  strengths, 
weaknesses  and  capabilities. 

•  Determine  likelihood  of  utilizing  Radio  Frequency  Identification  ( RFID) 
equipment  to  reduce  the  required  number  of  personnel  to  support  port  operations. 

•  View  the  capabilities  of  the  equipment,  accuracy,  reliability,  and  web  puge 
information  for  reporting  off-load  status,  and  the  ability  for  higher  headquarters  to 
view  this  data  via  the  web  site  to  eliminate  the  requirement  to  submit  said  reports. 

•  Encourage  use  of  ITV  system  at  all  command  levels,  as  the  system  would  be 
available  during  contingency  operations. 

IV  CONCEPT 

Based  on  a  request  from  BG  Williams.  Commanding  General.  3FSSG,  a  Unisys 
Representative  was  deployed  to  support  tracking  vehicles  off-loaded  from  the  MV 
Williams  in  support  ofCobra  Gold  2002.  The  NFESC'  was  also  deployed  in -theater  to 
test  similar  equipment  and  softw  are.  TIPS  software  was  loaded  on  tw  o  systems  for 
w  orking  with  three  SAV1  interrogators.  One  computer  w  as  installed  in  a  container  not 
far  from  where  the  vehicles  w  ere  lifted  on  the  pier.  The  other  interrogator  was  placed  in 
an  area  next  to  where  the  vehicles  would  depart  the  port.  The  second  computer  and  third 
interrogator  where  installed  at  an  intermediate  staging  area  to  show  that  arrival. 

A  thorough  analysis  of  the  business  process  was  not  completed  prior  to  the 
installation  of  the  equipment.  It  was  a  matter  of  dealing  with  the  site,  power  avail  ability 
and  communications  assets  that  were  made  available. 

V  PREPARATION 


A.  Site  Surveys.  As  stated  above,  site  surveys  were  not  completed. 

B.  Communication.  Each  site  required  some  form  of  communications  for  the 
data  to  be  uploaded  to  the  USFKJTV  server  located  at  Camp  Henry.  Daegu.  This 
coordination  began  with  the  POC'.  He  coordinated  so  that  LAN  support  was  available  at 
one  site  and  a  phone  was  available  on  the  other  site.  The  phone  dialed  into  the  Army 
TSACS  that  allow  for  N1PR  connectivity  to  the  USFKJTV  serv  er.  Future  communication 
requirements  must  be  included  as  part  of  the  planning  process. 

C.  Training.  Training  was  provided  to  various  people  of  the  use  of  the  ITV  web 
site.  One  individual  was  also  trained  on  the  use  of  TIPS  and  writing  tags. 
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D.  USFKITV  Home  Page.  It  was  the  intent  of  the  command  to  utilize  the 
existing  home  page  that  had  recently  been  upgraded  to  meet  DoD  DA/USFK/EUSA 
security  requirements.  This  included  the  requirement  to  have  a  user  account  and 
password.  Individuals  w  ere  notified  to  request  an  account  and  this  w  as  accomplished. 
No  changes  were  made  to  the  existing  web  page  to  meet  requirements  for  this  exercise. 

VI  EXECUTION 


For  the  purpose  of  this  report,  "execution"  is  defined  as  the  period  of  time  from 
w  hen  the  Cobra  Gold  2002  tags  were  written  till  they  were  taken  off  the  equipment  at  the 
A\OE.  There  were  134  tags  written  and  used  for  this  exercise. 

A.  Placing  Tags  on  Equipment  and  Entering  Data  into  TIPS.  Upon  arrival 
in-theater  w  e  immediately  began  writing  tags  for  the  equipment.  We  stopped  this 
process  because  of  time  constraints.  We  detennined  that,  with  the  limited  amount  of  time 
we  had,  additional  sup  poll  required,  and  the  amount  of  time  it  would  Lake  to  enter  the 
data,  we  changed  our  process  as  follows.  Our  original  intent  was  to  write  the  tags  and 
have  1 0  Marines  match  the  tag  up  with  the  vehicles.  As  stated  above,  we  didn't  have  time 
to  w  rite  these  tags  prior  to  when  we  needed  the  Marines.  Therefore,  w  e  had  the  Marines 
take  the  tags  to  a  vehicle,  attach  the  lag.  write  down  the  tag  number  and  serial  number, 
and  bring  that  information  hack  to  the  processing  area  where  that  data  can  be  added  to 
TIPS.  We  did  have  an  export  file  generated  by  a  Marine  Corps  system,  but  because  of 
the  flaws  in  the  data,  we  could  not  properly  import  the  data.  So  we  prepared  a  template 
using  TIPS  with  the  key  data  desired  to  be  available  on  the  tag  and  on  the  ITV  server. 

This  template  was  then  used  for  writing  all  134  tags.  The  data  included  the  Unit 
information,  weight,  cube.  NSN.  serial  number,  nomenclature,  etc.  Once  the  data  was 
entered  into  TIPS,  which  took  approximately  three  hours,  it  was  time  to  write  the  tags. 

B.  Writing  Tags  using  TIPS.  The  tags  were  spread  on  4  different  levels  of  the 
ship.  We  were  able  to  read  all  the  tags  from  one  location  on  Deck  B,  but  could  not  write 
to  all  the  tags.  Therefore,  we  took  a  computer  and  interrogator  to  each  level  of  the  ship. 

We  then  had  a  hidden  compartment  on  Deck  C  that  we  also  had  to  enter.  Some  of  the 
tags  from  other  decks  could  be  w  ritten  through  the  different  levels,  but  we  had  to  go  to 
each  level  to  accomplish  the  task.  There  w  as  one  tag  that  for  some  reason  could  not  be 
written  on-board  the  vessel.  From  an  admin  area,  wrote  the  data  to  a  different  tag  and 
replaced  the  had  tag  with  a  good  tag.  Because  of  a  bad  phone  line  at  that  particular  time, 
we  sent  the  files  associated  with  each  tag  via  e-mail  to  the  DBA  to  upload  for  us.  This 
was  accomplished  we  before  the  ship  began  to  off-load. 

C.  AAOC  Read  Station.  It  was  decided  then  to  Lake  available  equipment  and 
install  a  read  site  to  cover  the  port  entry  and  port  exit.  The  vehicles  would  drive  by  the 
Port  In  site  at  about  5  miles  per  hour.  The  time  in  the  interrogation  zone  was 
approximately  15  seconds.  This  amount  of  time  was  more  than  adequate  to  catch  tags 
passing  the  read  site.  The  Port  Out  interrogator  happened  to  be  located  directly  over  the 
vehicle  staging  area.  Tins  required  you  to  look  carefully  at  the  w  eb  page  to  determine 
that  the  tag  w  as  not  longer  being  seen  to  detenu ine  that  it  was  no  longer  at  the  site.  A 
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system  was  placed  in  the  AAOG  office  connected  to  an  interrogator,  working  through  2 
RF  links  and  then  a  second  interrogator  covering  the  port  exit.  SAVI  solar  power  kits 
powered  all  the  RF  links  and  interrogator  at  the  port  exit.  Since  the  port  operations  were 
limited  to  daylight  operations  only,  and  had  a  good  strong  source,  this  provided  more 
than  adequate  power  for  these  items.  The  computer  used  for  read  operations  was 
originally  connected  to  the  LAN.  This  LAN  ran  through  tactical  assets  that  were  shared 
by  many  different  units.  Because  of  this,  the  connection  was  very  slow  requiring  at  times 
15  minutes  for  a  single  upload  of  multiple  tiles.  A  single  file  could  take  as  much  as  5 
minutes.  With  the  issue  of  using  ODBC  and,  the  time  required  for  the  upload  meant  tags 
could  not  be  collected  at  the  same  time.  Therefore  we  switched  to  a  phone  line  that 
allow  ed  for  simultaneous  upload  and  tag  collection.  This  worked  extremely  well  until 
some  disconnected  the  phone  line  cause  an  interrupt  in  connectivity.  The  data  continued 
to  be  collected  and  was  uploaded  when  the  problem  was  resolved.  The  uploads  where  set 
at  even'  1 5  minutes  to  limit  the  size  of  the  files.  Using  modem,  the  file  could  be 
uploaded  in  as  little  as  20  seconds.  This  was  far  better  than  the  same  5  minutes  via  LAN. 

D.  AAOK  Read  Station.  With  the  availability  of  one  more  interrogator,  we 
decided  to  install  one  more  lead  station  at  the  AAOE.  This  interrogator  was  placed 
slightly  off  the  road  capturing  the  data  as  the  tag  traveled  by  at  approximately  5  miles  per 
hour.  This  provided  similar  equipment  at  each  location  for  analysis,  comparing 
reliability,  ease  of  use.  requirements  for  installation  and  support.  This  particular  site  was 
connected  using  the  existing  Tactical  LAN  on-site.  The  upload  frequency  was  set  at  15 
minutes  to  limit  the  size  of  the  file.  At  this  particular  site  the  upload  time  was  reduced 
and  considered  reasonable. 

E.  Results.  A  comprehensive  analysis  could  not  be  completed  because  of  several 
factors.  Each  site  was  not  installed  and  operational  prior  to  the  start  of  vehicle 
processing.  The  business  process  was  not  followed  throughout  allowing  each  tag  to  have 
the  opportunity  to  be  seen  at  each  read  station.  Because  of  time  constraints,  sites  had  to 
be  disassembled  prior  to  all  vehicles  being  off-loaded.  This  data  was  all  obtained  from 
the  USFKITV  web  page. 

1.  AAOG  PORT-IN  CHl’KSAMET  54  TAGS  READ 

2.  AAOG  PORT-OUT  CHUK  SAMET  125  TAGS  READ 

3.  AAOE  UT.4PAO  77  TAGS  READ 

VO  FINDINGS  /  RECCOMMENDATIONS 

A.  Site  Survey/'Business  Process. 

Finding.  Knowledgeable  personnel  to  determine  the  best  fit  and  use  of  the  ITV 
equipment  were  not  able  to  conduct  a  site  survey.  Had  a  site  survey  been  completed, 
several  of  the  sites  would  have  been  relocated  to  a  better  location  to  prevent  over 
interrogating  tags  and  limiting  the  data  that  is  collected  to  that  which  pertinent  to  the 
event.  An  example  of  this  is  placing  the  Port  Out  interrogator  over  a  vehicle  staging  area 
versus  placing  up  the  road  to  act  as  a  true  truck  exit  site.  The  other  issue  was  that  the 

Cobra  Gold  2002 
TAV  After  Action  Report 
Appendix  A2 
Page  4  of  8 


business  process  as  briefed  was  not  followed  which  would  have  had  the  vehicles  depart 
the  staging  area  w  ithin  5  or  so  minutes  of  arrival  at  the  Port  Out  area.  Hie  interrogators 
had  to  he  adjusted  to  fit  communications,  power  and  the  operational  situations. 

Recommendation.  Conduct  a  site  survey  with  know  ledgeable  personnel  to  best 
detennine  interrogator  placement. 


B.  TIPS  unable  to  interrogate  while  uploading  using  the  LAN. 

Finding.  This  problem  with  the  software  has  been  identified  and  is  being  worked 
on  by  the  programmers.  The  slow  LAN  magnified  the  need  for  this  to  be  corrected.  The 
LAN  connectivity  in  a  controlled  environment,  such  as  that  used  in  Korea  would  allow  an 
upload  to  be  completed  within  a  matter  of  seconds.  It  is  not  known  how  many  Lags  were 
missed  at  the  Port  In  site  because  of  this  problem.  The  time  to  upload  one  tag  at  this  site 
could  take  as  much  as  5  minutes.  Once  the  phone  line  was  used,  this  problem  was 
illuminated. 

Recommendation.  Conect  problem  with  the  TIPS  software  to  allow 
simultaneous  upload  using  the  LAN  while  the  softw  are  is  interrogating. 


C.  Writing  Tags 

Finding.  The  process  used  in  writing  tags  w  orked  out  extremely  well  for  this 
particular  situation.  In  previous  exercises  we  had  problems  matching  the  tag  that  had 
been  written  with  the  container  or  vehicle  that  it  was  to  be  attached.  In  some  cases  we 
weren't  100" <•  suie  that  the  container  or  vehicle  was  even  in  the  area.  By  placing  the  tag 
on  the  container  or  vehicle  prior  to  writing  it  and  then  matching  it  up  on  the  computer 
later  made  the  process  much  easier  and  less  manpower  intensive.  The  Marines  took  the 
tag  out  to  a  vehicle,  wrote  down  the  lag  number  and  the  vehicle  serial  number.  In  a 
situation  where  the  data  has  been  imported  into  the  database,  one  could  write  down  the 
tag  number,  serial  number,  TCN  and  type  vehicle.  The  additional  data  would  be  used  for 
a  quality  control  check.  Then  you  have  to  be  able  to  move  the  computer  and  interrogator 
to  the  area  w  here  the  vehiefes  are  located.  To  prevent  a  tag  being  placed  on  a  vehicle  that 
could  be  bad.  turn  the  batteries  on  and  conduct  a  tag  status  check. 

Recommendation.  When  possible  consider  using  the  process  used  in  this 
particular  exercise  for  writing  tags.  Or  schedule  sufficient  time  to  write  all  tags  prior  to 
mounting  any  of  them. 


D.  Limited  Amount  of  Equipment  Tagged. 

Finding.  Only  a  portion  of  the  equipment  that  was  off-loaded  was  tagged.  This 
did  not  allow  the  operations  personnel  an  opportunity  to  utilize  the  systems  that  were 
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made  available  to  them.  The  utilization  of  this  equipment  would  have  required  double 
work  instead  of  tagging  everything  which  would  allow  the  computers  to  do  the  tracking 
work  them.  In  this  situation,  they  could  have  completely  evaluated  the  data  and 
detennined  exactly  what  data  they  need.  They  could  have  then  looked  at  the  site  to  get 
near  real  time  visibility  at  all  levels  of  command.  Manual  tracking  and  assessments 
would  then  be  done  by  exception  significantly  reducing  the  personnel  required  to  operate 
the  port  and  track  port  operations.  This  could  also  eliminate  the  need  to  submit  port 
operations  reports  to  higher  headquarters. 

Recommendation.  Tag  all  assets  involved  with  an  operation 'exercise  as  part  of 
the  unit  movement. 


E.  Identify  Communications.  Power,  etc  Requirements  as  Part  of  the 
Planning  Process. 

Finding.  All  support  requirements  need  to  be  identified  as  part  of  the  planning 
process. 

Recommendation.  Identified  required  support  as  part  of  the  planning  process. 


F.  Tags  at  Current  Location. 

Finding.  It  took  effort  to  identify  those  tags  that  were  at  the  location  of  the 
interrogator  at  the  time  of  the  last  upload.  There  is  often  a  need  to  know  which  tags  are 
currently  in  range  of  the  interrogator.  This  would  assist  in  determining  how  many 
vehicles  or  containers  need  to  be  moved  or  ev  en  how  many  pieces  of  equipment  or 
containers  are  at  a  given  location  at  a  given  time. 

Recommendation.  Identify  a  column  or  asterisk  or  something  on  the  web  page 
that  would  identity  that  a  particular  tag  was  at  the  site  or  in  range  of  the  interrogator 
when  the  last  upload  occurred. 


G.  Use  of  the  Iridium  Data  Terminal. 


Finding.  Two  Iridium  data  tenninals  were  brought  to  the  site  to  test  and  see  if 
they  could  be  used  for  data  communications  requirements.  We  had  the  opportunity  to 
test  one  using  the  TIPS  software.  This  was  done  to  see  if  it  could  be  used  as  part  of  the 
Fly-Away  Kit  (EEDSK)  to  provide  the  communications  required.  Neither  of  the  two 
terminals  was  successfully  used  on  any  system.  The  terminals  had  been  tested  using  the 
commercial  chips  and  just  prior  to  the  exercise,  the  chips  were  changed  to  DSN  chips. 

They  had  not  been  tested  and  instiuctions  were  not  provided.  An  additional  issue  is  that 
there  was  no  softw  are  or  lights  or  anything  telling  you  there  were  a  problem  with  the 
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system.  You  could  not  tell  if  you  were  connected  to  a  satellite,  that  it  was  successfully 
dialing  out  or  anything. 

Recommendation.  Continue  testing. 


VIII  CONCLUSION 


Use  of  the  RFID  system  was  a  success.  The  system  worked  as  designed  and 
prov  ided  the  information  on  the  1TV  web  pages.  JTAV  and  GTN.  Use  of  the  equipment 
allowed  for  coverage  of  off-loads  and  vehicle  movements  for  those  vehicles  tagged.  This 
data  was  then  available  to  all  levels  of  command  simultaneously. 

J 
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Appendix  A:  RI  M)  Sites  used 


INTERROGATOR  SITE 

LOCATION 

TYPE  SITE 

837th  Trans  (Pier  S)  Pier 

Pusan 

Active 

37 7 tli  T runs  ( Pier  S )  T nick  Gate 

Pusan 

Active 

Pusan  Storage  Facility 

Pu  sa  n 

Active 

M SC- K  Rail  Gate 

CP  Carroll 

Active 

Gwangju  A 13 

Gwangju 

Inactive 

Jochiwon  Rail  Station 

Jochiwon 

1  line  Live 

Suwon  Rail  Station 

Suwon 

Inactive 

CP  Casey  Rail  Head 

CP  Casey 

Temporary 

Masan  Interchange 

Masan 

EEDSK 

Sunchon  Interchange 

Sunchon 

EEDSK 

Gwangju  AB 

Gwangju, 

EEDSK 

Yangsan  IC'D 

Yangsan 

EEDSK 

Kyeongsan  Rest  Aren 

Kyeongsan 

EEDSK 

Chupungnyong  Rest  Area 

Ghupuugnyong 

EEDSK 

CP  Carroll  Gate 

CP  Carroll 

EEDSK 

FROKA  Boundary  Change 

EEDSK 

FROKA  Release  Point 

CP  Eagle 

EEDSK 

TROKA  Boundary  Change 

EEDSK 

Additional  Sites  Activated  lo  Exercise  Equipment 

INTERROGATOR  SITE 

LOCATION 

TYPE  SITE 

Daegu  (K2)  AB 

Daegu 

Inactive 

K im line  A  B 

Pusan 

Inactive 

Miryang  Rail  Station 

Miryang 

1  line  live 

LEGEND: 

Arrive  -  A  silt  that  has  bevn  installed  is  qpoatianaL  24/7 

Inactive  =  A  site  that  Ims  twn  installed  but  is  only  turned  on  in  supxirt  ot  exercises  or  contingency 

Temp  =  A  site  tlut  is  installed  only  ■far  the  duration  of  the  exercise  or  contingency  reguireinenl 

E  EDS  1C  —  Portable  k  it  that  is  setup  to  cover  a  specific  event.  Tlie  event  could  be  of  short  du  ration 

or  extended  duration. 
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Appendix  A3:  SAIC  Iridium  Report 


IRIDIUM  Application 

Cobra  Gold  Review 

5  June  2002 


Prepared  for: 

Naval  Facilities  Engineering  Service  Center 
1100  23rd  Avenue 
Port  Hueneme,  CA  9303-4370 


Prepared  by: 

Science  Applications  International  Corporation 

Advanced  Information  Technology  Group 
Expeditionary  and  Littoral  Warfare  Division 
Point  Loina  Technology  Center 
4015  Hancock  Street 
Son  Diego.  California  92 110-51 55 


Science  Applications 
International  Corporation 

An  Employee-Owned  Company 


Security  Classification  UNCLASS 


I 
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Subject:  Iridium  Application  (luring  Exercise  Cobra  Cold  02  in  the 
Kingdom  of  Thailand 

1.0  Cher  view 

The  scope  of  the  effort  to  support  Cobra  Gold  was  execution  support  and  technical 
services  support  to  the  in  support  of  3>  FSSG  during  the  Cobra  Gold  exercise  of  2002. 
Specifically,  engineering  services  were  provided  to  perform  an  end-to-end  test  of  the 
RFID  system  to  include,  MDSS  II,  the  Savi  RFID  hardware software  system,  and  die 
.Asset  Viewer  Manager  system.  Technical  personnel  also  provided  software  development 
work  to  fix  errors  and  stabilize  the  Asset  Viewer  Manager  for  use  in  CG.  Technical 
personnel  also  provided  engineering  services  to  support  the  use  of  Iridium  Satellite 
Phones  to  view  Cobra  Gold  exercise  data  from  the  Continental  United  States.  The  intent 
of  the  Iridium  application  was  to  provide  a  communications  link  using  two  IRIDIUM 
terminals  that  will  allow  the  AVM  tunning  outside  the  Marine  Corps  LAN  used  in  Cobra 
Gold  to  be  viewed  at  a  second  location. 

2.0  Background. 

Iridium  difficulties  and  challenges  became  readily  apparent  when  upon  contract  award 
when  it  was  discovered  no  devices  could  be  prov  ided  until  shortly  before  the  exercise 
commenced.  While  it  was  agreed  this  would  limited  our  abilities  to  perform  the  Iridium 
link,  it  was  also  agreed  that  we  would  press  on  and  make  the  best  attempt  possible  hased 
on  time  available  and  complexity  engaged.  This  reduced  timeline  handcuffed  the 
technical  personnel  due  to  the  fact  support  personnel  and  the  AVM  system  had  to  be 
deployed  and  equipment  set-up  executed  and  ops  checked  prior  to  the  commencement  of 
the  MPF  operation.  Personnel  deploying  departed  CONUS  on  25  .April.  The  Iridium 
devices  arrived  at  the  contractor’s  site  in  San  Diego  CA  the  evening  of  Thursday,  18 
.April.  On  inspection  of  the  equipment,  it  was  noted  and  reported  that  only  2  of  the  5 
Iridium  devices  appeared  to  function.  One  of  the  devices  was  inoperable.  It  was  also 
noted  that  there  were  no  power  supplies  provided  with  the  equipment.  Due  to  short  time 
frames,  technicians  attempted  to  locate  applicable  power  supplies  via  other  contacts,  but 
devices  located  were  not  suitable.  Additionally,  technicians  were  unable  to  locate 
appropriate  power  supplies  at  commercial  locations.  Simultaneous  with  the  power  supply 
search,  technicians  contacted  identified  POC  who  was  unable  to  assist:  however,  he  did 
provide  technical  contact  at  NAL  Research.  Contact  was  trade  with  the  NAL  POC  on 
Monday.  22  Apr  who  agreed  to  send  power  supply’s  and  identified  that  Iridium  SIM 
cards  were  incorrect.  NAL  POC  FedEx’d  proper  equipment  that  was  received  on  24  & 
25  April.  The  system  was  set  up  in  a  test  environment  and  ops  checked  for  connectivity. 
Additionally  original  SIM  cards  were  removed  and  replaced  with  the  DSN  SIM  cards 
provided  by  the  NAL.  At  the  time  of  the  test,  technicians  were  able  to  establish 
connectivity  on  25  April  between  the  2  Iridium  devices  hypertenninal  to  hypertemiinal 
using  the  commercial  SIM  cards  originally  provided.  However,  they  were  not  able  to 
establish  an  interface  with  the  AVM  server  though  an  effort  had  been  made  to  setup 
serv  er  beforehand  based  on  research  w  ithout  having  the  dev  ices  in  hand.  NAL  POC  was 
unable  to  assist  due  to  non-availability.  Decision  was  made  to  deploy  the  Iridium  devices 
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with  the  Team  and  to  continue  efforts,  in  concert  with  N A L,  to  develop  AVM  interface 
and  run  test  once  the  AVM  and  devices  were  set  up  in  Thailand.  At  this  point, 
technicians  ne-configured  the  SIM  cards  with  the  DSN  SIMS  received  from  NAL. 

On  arrival  in  Thailand  and  equipment  setup,  the  Iridium  device  was  emplaced  Due  to 
required  DSN  access,  technicians  in  CONUS  had  to  make  special  arrangements  to 
acquire  DSN  access  to  conduct  a  connectivity  test.  After  several  attempts  and 
discussions  with  the  NAL.  parties  were  able  to  connect  -  again,  hvpertenninal  to 
hypertenninal  and  send  digital  messages  to  and  from.  However,  access  to  the  AVM 
server  was  still  unable  to  be  accomplished.  On  continued  discussion  with  NAL 
technicians,  both  groups  of  technicians  believed  a  work  around  could  be  developed,  but 
also  felt  that  without  laboratory  access  to  tire  server  aid  phones  -  and  time  and  distance 
between  platforms,  that  further  attempts  would  be  futile.  Lack  of  experience  by  both 
group  of  technicians  with  DSN  SIMS,  in  addition  to  very  limited  availability  of  NAL 
technical  personnel,  exacerbated  the  difficulties. 

3.0  Technical  Observations/Challenges 

•  Not  enough  time  to  integrate  not  enough  time,  nor  availability  ,  of  right  NAL 
personnel  to  determine  best  solution  for  integr  ation. 

•  Unclear  instructions  on  set  up.  primarily  in  what  the  connection  string  (phone 
number)  should  be  dialed. 

•  Confusion  with  the  SIM  Cards  between  commercial  and  DSN  and  the  different 
combinations  required  to  dial. 

•  When  attempting  to  use  RAS  versus  hypertenninal.  the  Iridium  server  would  never 
detect  the  ring  state.  Troubleshooting  this  became  untenable  because:  None  of  the 
technician  groups  had  a  clear  cut  solution;  dialup  via  limited  access  of  DSN:  and  the 
physical  separation  betw  een  CONUS  and  OCONUS  test  sites. 

•  The  integration  method  used  was  to  set  up  the  Remote  Access  Server  ( RAS)  on  the 
server  connected  to  the  Iridium  modem  so  client  machines  could  dial  in  to  that 
machine  and  access  the  web  server.  Hypertenninal  is  an  application  that  directly 
sends  data  to  and  receives  data  from  a  modem.  Use  of  RAS  uses  "standard" 
Microsoft  applications  that  come  with  the  Windows  operating  system.  To  dial  to 
RAS  uses  standard  dial  in  to  a  Virtual  Private  Network.  The  RAS  automatically 
detects  a  dial  in.  does  authentication,  and  then  assigns  an  IP  Address  to  the  client 
machine,  putting  the  client  on  the  same  local  area  network.  This  configuration  was 
tested  using  a  "standard"  modem  on  the  Iridium  server  in  place  of  the  Iridium 
modem,  so  we  knew  the  technology  worked.  It  just  wouldn't  work  when  vve  installed 
the  Iridium  modem. 

•  This  alternative  probably  wasn’t  the  best  after  talking  to  the  right  people,  but  it  was 
agreed  it  was  the  only  choice  due  to  time  and  resources.  Other  ways  vve  may  have 
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done  this:  send  the  SAMS  file  over  hypertenninal  to  a  server  C'ONUS  for  processing 
and  allow  CONUS  users  to  link  to  a  website  locally;  use  the  Iridium  "gateway" 
configuration. 
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Appendix  B1 :  Concept  of  Operations 


1.  CONOPS 

General 

The  CONOPS  for  the  experiment  is  presented  in  this  appendix.  The  setup 
location  and  purpose  of  the  equipment  used  in  the  experiment  is  discussed  here.  The 
planned  and  as-tested  configurations  of  the  systems  used  were  different.  These 
differences  are  noted  in  the  appropriate  sections.  This  discussion  is  provided  at  a 
general  level.  More  specific  information  about  the  setup  and  operation  of  the  equipment 
is  provided  in  Appendix  B2. 

The  two  principle  reasons  that  the  as-tested  systems  were  different  from  the 
planned  systems  are  shipping  delays  and  software  conflicts.  The  shipping  delays 
prevented  the  use  of  all  the  gate  readers  that  had  been  planned.  The  shipment  of  gate 
readers  did  not  arrive  in  time  to  set  them  up  for  the  offload.  Software  conflicts 
prevented  data  being  transmitted  using  the  Iridium  satellite  system.  Hyperterminal  was 
used  establish  the  dial  up  connection  to  the  satellite  from  the  laptops  containing  the 
RFID  data.  The  Asset  Viewer  Manager  (AVM),  which  hosts  the  RFID  data,  must  run  on 
a  Windows  operating  system.  Hyperterminal  would  not  function  properly  when  being 
used  to  dial  the  satellite  with  Windows  2000  running. 

Three  independent  systems  were  operating  to  provide  TAV  capability  during  this 
experiment.  One  system  was  the  barcode  scanning  system  currently  used  in  the  field 
by  the  Marine  Corps.  Detailed  information  about  that  system  and  how  it  was  used 
during  this  experiment  is  contained  in  the  CNA  After  Action  Report  in  Appendix  A1 .  The 
other  two  systems  both  used  the  same  RFID  equipment  but  different  information 
systems.  One  system  pushed  RFID  data  to  the  Army  ITV  server,  providing  TAV 
capability.  Details  on  this  system  can  be  found  in  the  Unisys  After  Action  Report 
located  in  Appendix  A2.  The  other  system  provided  TAV  capability  using  the  AVM.  The 
AVM  was  populated  by  RFID  data  also. 

1.1  Overview 

Freedom  Banner/Cobra  Gold  (FB/CG)  2002  is  a  combined  and  joint  exercise  that 
was  conducted  in  Thailand.  The  TAV  experiment  was  focused  on  the  MPF  operations 
that  were  conducted  during  the  exercise.  The  MV  LUMMUS  and  MV  WILLIAMS  were 
offloaded  using  an  in-stream-to-pier  process.  The  ships  were  3  to  4  miles  offshore. 

The  Marine  Corps  was  using  the  barcode  system  to  track  all  equipment  as  it  was 
offloaded  from  both  ships  and  transported  to  the  end  users.  Pen  and  logbooks  were 
used  as  backup  for  the  barcode  system.  The  RFID  system  was  used  to  track  selected 
equipment  being  offloaded  from  the  MV  WILLIAMS. 
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The  port  to  which  the  equipment  was  transported  using  Navy  lighterage  is  called 
Chuksamet  Port.  The  Port  Operations  Group  and  the  Movement  Control  Center  were 
located  at  Chuksamet  Port.  The  Major  Subordinate  Commands  to  which  the  equipment 
was  transported  was  located  in  Samaesan.  Samaesan  is  approximately  25  minutes  by 
vehicle  from  the  port.  See  Figures  1  and  2  for  location  reference. 


Figure  1:  Thailand 


1.2  MV  WILLIAMS 

RFID  tags  were  applied  to  selected  PEI  while  onboard  the  MV  Williams.  The 
plan  was  to  tag  261  PEI.  This  plan  was  based  on  the  Unit  Deployment  List  that  was 
provided  by  3r°  FSSG  prior  to  the  experiment.  Data  sheets  were  produced  based  on 
this  UDL.  An  abbreviated  data  sheet  is  provided  in  Appendix  C2  for  reference.  During 
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the  tagging  process,  the  use  of  the  data  sheets  was  modified.  It  was  determined  to  be 
simpler  to  use  blank  data  sheets  and  record  only  the  tag  ID  and  the  PEI  serial  number. 


Figure  2:  Chuksamet  Port 


This  allowed  the  person  responsible  for  applying  a  tag  to  choose  any  ve  hide  that  was  to 
be  offloaded  instead  of  looking  for  a  specific  vehicle  that  was  to  be  offloaded  before 
applying  a  tag. 
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1.3  Chuksamet  Port 

The  Arrival  and  Assembly  Operations  Group  was  located  at  the  port.  As  a  result, 
the  Port  Operations  Group  (POG),  the  Movement  Control  Center  (MCC)  and  the 
Landing  Force  Support  Party  (LFSP)  were  also  located  at  the  port.  RFID  readers  were 
set  up  at  the  port  to  capture  PEI  traffic  flowing  through  this  location  on  the  way  to  the 
AAOEs.  Communications  and  information  systems  were  also  established  to  provide  the 
TAV  capability. 

Figure  3  shows  the  planned  locations  of  the  RFID  readers  at  the  port.  Location  1 
would  be  a  fixed  reader  (~300-foot  read  radius)  for  providing  visibility  of  equipment 
located  in  the  Frustrated  Equipment  Area.  Locations  2  and  3  would  be  gate  readers 
providing  visibility  of  equipment  exiting  the  MCC  and  entering  the  POG,  respectively. 
Figure  4  shows  the  as-tested  locations.  Locations  1  and  3  indicate  where  two  fixed 
readers  were  installed.  These  readers  captured  RFID  tag  data  that  was  used  to 
populate  the  Army  ITV  site.  These  readers  provided  the  ITV  server  with  identification  of 
PEI  within  the  POG  and  MCC.  Location  2  served  as  the  POG-ln  chokepoint  and  was 
equipped  with  a  gate  interrogator.  This  gate  reader  captured  RFID  tag  data  that  was 
posted  onto  the  AVM.  A  third  fixed  reader  was  installed  at  location  4.  This  served  as 
the  MCC  exit  point  to  collect  RFID  data  for  the  AVM.  The  computers  operating  the 
RFID  system  and  the  AVM  computer  were  set  up  at  the  LFSP.  The  equipment  and  data 
flow  at  the  POG,  MCC  and  LFSP  are  described  below. 


1.3.1  POG 

The  POG  is  the  first  point  at  which  TAV  data  was  captured  on  equipment 
disembarking  the  MV  WILLIAMS  during  operations.  One  gate  reader  (Location  2  in 
Figure  4)  was  set  up  to  capture  the  PEI  being  removed  from  the  Navy  lighters  as  they 
arrive  at  the  port  from  the  MV  WILLIAMS.  This  gate  reader  wirelessly  transmitted  RFID 
data  to  the  AVM  computer  located  at  the  LFSP.  This  capture  point  served  as  the 
entrance  to  the  POG.  One  fixed  reader  (Location  1  in  Figure  4)  captured  PEI  located  in 
the  POG  and  transmitted  this  information  to  the  ITV  server.  Refer  to  the  Unisys  After 
Action  Report  in  Appendix  A2  for  more  detailed  information  on  the  ITV  system. 

At  the  POG,  the  Marines  were  using  barcode  scanners  to  capture  visibility  of  all 
equipment  being  offloaded  from  the  MV  LUMMUS  and  MV  WILLIAMS.  Barcode 
scanning  information  was  periodically  uploaded  via  a  wireless  RF  link  to  a  computer  at 
the  LFSP  that  was  running  MDSS  II.  Pen  and  logbooks  were  used  as  a  redundant 
backup  to  the  barcode  scanners.  Refer  to  the  CNA  After  Action  Report  in  Appendix  A1 
for  more  detailed  information  on  the  barcode  scanning  operations. 
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Figure  3:  Chuksamet  Port  Area  Diagram 
Planned  Reader  Locations 
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Figure  4:  Chuksamet  Port  Area  Diagram 
As-Tested  Reader  Locations 


1.3.2  MCC 

After  leaving  the  POG,  the  equipment  moved  into  the  MCC.  At  the  MCC,  the 
equipment  was  organized  by  the  AAOE  to  which  it  would  be  convoyed.  One  fixed 
reader  (Location  4  in  Figure  4)  was  set  up  at  the  exit  to  the  MCC  to  capture  data  for  the 
AVM.  One  fixed  reader  (Location  3  in  Figure  4)  at  the  MCC  captured  data  for  the  ITV 
server.  Refer  to  the  Unisys  After  Action  Report  in  Appendix  A2  for  more  detailed 
information  on  the  ITV  system. 

The  Marine  Corps  used  the  same  barcode  scanning  process  that  was  used  at  eh 
POG  to  capture  visibility  of  the  equipment  exiting  from  the  MCC. 

1.3.3  LFSP 

The  LFSP  was  the  central  point  at  which  all  RFID  data  converged.  The  data 
from  all  RFID  readers  was  transmitted  wirelessly  to  this  location.  This  included  data 
streaming  in  over  the  Marine  Corps  network  from  the  RFID  readers  capturing  data  at 
the  AAOEs.  The  RFID  data  was  posted  to  both  the  AVM  computer  and  ITV  server.  The 
AVM  website  was  available  to  users  on  the  Marine  Corps  network.  The  ITV  website 
was  accessible  on  the  internet. 

Network  monitoring  software  was  installed  on  the  RFID  computers  at  the  LFSP 
and  AAOE.  This  software  allowed  data  packet  traffic  to  be  monitored  and  captured 
during  the  experiment.  This  data  was  analyzed  and  is  presented  in  Section  5  of  this 
report. 

1 .4  Samaesan 

The  AAOEs  were  located  at  Samaesan,  which  is  located  approximately  20 
minutes  by  vehicle  away  from  the  port.  This  location  was  much  closer  than  was 
originally  planned.  One  gate  interrogator  and  one  fixed  reader  were  installed  at  the 
AAOEs.  The  gate  interrogator  captured  data  for  the  AVM.  This  data  represented 
visibility  of  the  equipment  arriving  at  the  AAOEs.  The  fixed  reader  captured  data  for  the 
Army  ITV  site. 

Barcode  scanning  operations  will  be  conducted  by  the  Marine  Corps  at  each 
AAOE.  Barcode  scanning  information  is  periodically  uploaded  to  a  computer  at  the 
AAOE  that  is  running  MDSS  II.  Pen  and  logbooks  will  be  used  as  a  backup  to  the 
barcode  scanners. 
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Appendix  B2:  System  Setup  and  Operation 


This  appendix  discusses  all  the  equipment  that  was  used  during  this  experiment. 
The  discussion  includes  component  descriptions,  system  descriptions  and  operational 
instruction.  Diagrams  are  included  where  appropriate  to  provide  system  descriptions  for 
hardware  and  data  communications.  The  differences  between  the  planned  and  as- 
tested  configurations  of  the  equipment  is  identified  and  discussed  in  the  appropriate 
sections. 

There  are  five  subsections  related  to  the  equipment  and  operation.  One 
subsection  provides  an  overview  of  the  system  configuration.  The  other  four 
subsections  discuss  the  four  technologies  used  during  the  experiment.  These  four 
subsections  are:  RFID  System,  Asset  Viewer  Manager,  Iridium  and  Network 
Monitoring. 

1.  System  Overview 

Figures  4  through  6  below  provide  a  graphical  description  of  the  system 
architectures  that  were  planned  for  use  during  the  experiment.  Figure  4  describes  the 
overall  architecture  for  the  experiment.  The  equipment  flow  and  data  flow  is  shown  in 
this  diagram.  Figures  5  and  6  show  in  more  detail  the  network  architecture  that  was 
utilized  for  presenting  the  TAV  information  to  users.  These  figures  are  based  on  the 
Operations  Order  for  Cobra  Gold4 


4  Cobra  Gold  2002  Operations  Order  01-02;  Annex  K,  Appendix  7. 


Cobra  Gold  2002 
TAV  After  Action  Report 
Appendix  B2 
Page  1  of  1 1 


p 

E 

I 

F 

L 

O 

W 


D 

A 

T 

A 

F 

L 

O 

W 


Ban  Chan  Khrem 


GCE 

ACE 

CE 

Chuksamet  Port 


POG 

MCC 

MV  Williams 


£t=- 


Iridium 


AVM 

AVM 

/j^ 

Army  ITV 

Intranet 

Internet 

Asset  Visibility 


Cobra  Gold  2002 
TAV  After  Action  Report 
Appendix  B2 
Page  2  of  1 1 


Figure  4:  TAV  Operational  Architecture 


Figure  5:  POG/MCC  Network  Architecture 
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2.  RFID  System 

Savi  Technologies,  Inc  manufactures  the  RFID  system  used  for  this  experiment. 
This  section  describes  the  general  configuration  of  the  RFID  system  as  it  was  set  up  for 
the  exercise.  Also  included  are  general  system  operating  requirements.  Appendix  B4 
provides  descriptions  of  the  components  and  connections  of  the  RFID  system. 
Additional  information  and  instructions  on  the  set  up  and  operation  of  the  system  may 
be  found  in  the  Draft  User’s  Manual  for  the  RFID  system5. 

There  are  two  main  components  to  the  system: 

1 .  The  RFID  hardware  provides  the  capability  for  capturing  the  tag  data 

2.  The  software  that  controls  the  hardware  and  transmits  tag  data  is  called 
the  Savi  Asset  Manager  System  (SAMS).  SAMS  will  push  tag  data  files 
to  the  Asset  Viewer  Manager  (AVM),  which  is  discussed  separately. 

These  two  components  are  discussed  below.  The  discussion  is  organized  primarily  by 
the  locations  at  which  the  equipment  will  be  installed. 

The  software  that  controlled  the  RFID  system  for  pushing  data  to  the  Army  ITV 
website  is  discussed  in  Appendix  A2. 

Note  for  the  reader:  The  terms  portal  reader  and  GateReader  are  synonymous  in  the 
context  of  this  document.  The  terms  wide  area  reader  and  SaviReader  are  also 
synonymous  in  the  context  of  this  document. 

2.1  RFID  Hardware 

2.1.1  Tag  Preparation  and  Installation 

The  SaviTag  41  OR  model  was  the  type  of  RFID  tag  used  for  this  experiment. 

Tag  preparation  consisted  only  of  performing  an  operational  test  on  the  tags.  All  tags 
identified  for  use  were  powered  on  and  read  by  the  RFID  system  to  ensure  operational 
integrity.  No  data  was  written  to  the  tags.  Only  the  tag  identification  number  that  is 
hard-coded  into  each  tag  was  used  during  the  experiment. 

3D  FSSG  provided  an  Equipment  Density  List  for  the  exercise.  The  Marine 
Corps  identified  261  PEI  from  this  EDL  that  were  to  be  equipped  with  RFID  tags.  All  of 
these  PEI  were  located  on  the  MV  WILLIAMS.  Data  sheets  were  produced  based  on 
these  PEI.  An  abbreviated  data  sheet  is  presented  in  Appendix  Cl .  While  onsite  in 
Thailand,  it  was  determined  that  the  EDL  had  changed.  This  resulted  in  using  a 
different  approach  than  had  been  planned  for  applying  the  tags  to  the  PEI.  Instead  of 
using  the  data  sheets  that  had  been  prepared  as  they  were,  the  tag  installers  tagged  a 
vehicle  and  then  annotated  the  identification  number  of  that  tag  on  that  data  sheet. 


5  Draft  User’s  Manual  for  RFID  System;  Developed  by  SAIC  for  NFESC;  18  September  2002. 
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Only  the  RFID  Tag  Identification  Number  and  the  Serial  Number  columns  were  used  in 
the  data  sheets  provided  in  Appendix  Cl .  Those  data  sheets  were  converted  to 
electronic  format  and  are  provided  in  Appendix  D1 .  The  completed  data  sheets  indicate 
that  a  total  of  133  PEI  were  tagged. 


The  tags  were  installed  on  the  PEI  using  zip  ties  to  attach  the  tag  to  the  side  view 
mirror  of  the  equipment.  Refer  to  Figure  7  for  a  representative  example  of  the  location 
at  which  the  tags  were  applied. 
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2.1.2  Frustrated  Equipment  Area 

RFID  equipment  had  been  planned  for  installation  at  the  Frustrated  Equipment 
Area.  Due  to  the  shipping  delay,  this  area  was  not  set  up. 


2.1 .3  POG  Entrance 

The  location  at  which  the  POG  was  established  is  shown  in  Figure  4.  The  POG 
entrance  for  the  RFID  system  that  pushed  data  to  the  AVM  is  shown  at  location  2  in 
Figure  4.  A  GateReader  system  was  setup  at  the  POG  entrance  to  capture  all  tagged 
PEIs  entering  the  area.  The  GateReader  system  consisted  of  the  following  hardware: 
one  RF  unit  (antenna) 
one  primary  wake-up  antenna 
one  motion  sensor 
one  GateReader  control  panel 

The  above  hardware  was  mounted  on  a  tripod.  This  GateReader  configuration 
was  used  to  track  incoming  PEI’s  that  were  traveling  in  a  single-lane,  single-direction 
into  the  POG. 

A  RF  Relay  200  system  was  connected  to  the  GateReader  system  and  mounted 
on  the  same  tripod.  The  RF  Relay  200  system  consisted  of  the  following: 
one  2.4  GHz  antenna 
one  filter 

one  up/down  converter 

one  RF  Relay  200  LonWorks  box 

The  antenna  was  mounted  on  the  top  of  the  tripod.  The  RF  Relay  200  system 
transmitted  the  tag  data  via  a  wireless  link  to  a  second  RF  Relay  200  system  located  at 
the  LFSP.  The  second  RF  Relay  200  system  was  mounted  on  the  top  of  a  separate 
tripod  and  was  connected  through  LonWorks  network  protocol  to  a  laptop  PC  running 
SAMS.  This  computer  will  be  connected  to  the  Marine  Corps  network.  The  transmit 
and  receive  channels  on  both  RF  Relay  200  systems  were  set  to  100.  The  tag  data 
was  then  be  sent  over  the  network  to  the  AVM  in  the  LFSP. 

The  GateReader  system,  RF  Relay  200  systems  and  laptop  will  use  110V  A/C 

power. 


The  ITV  server  was  populated  using  a  fixed  reader.  The  location  of  this  reader  is 
shown  at  location  1  in  Figure  4.  The  setup  for  this  reader  is  discussed  in  Appendix  A2. 
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2.1.4  MCC  Exit 

The  location  at  which  the  MCC  was  established  is  shown  in  Figure  4.  The  MCC 
exit  for  the  RFID  system  that  pushed  data  to  the  AVM  is  shown  at  location  4  in  Figure  4. 
A  fixed  reader  was  located  at  the  exit  to  the  MCC  to  capture  all  tagged  PEIs  exiting  the 
area. 


The  main  components  of  this  system  were: 
one  Savi  Reader 
two  RF  Links 

The  reader  and  one  link  were  mounted  on  a  tripod  at  the  MCC  exit.  The  reader 
collected  tag  data  and  transmitted  this  data  by  wire  to  the  link.  This  link  transmitted  the 
tag  data  wirelessly  to  the  second  link.  The  second  Link  was  mounted  on  a  horizontal, 
metal  arm  attached  to  the  top  of  a  separate  tripod  and  was  connected  through  RS- 
485/RS-232  network  protocol  to  a  laptop  PC  running  SAMS.  The  PC  was  connected  to 
the  Marine  Corps  network.  SAMS  then  pushed  tag  data  files  over  the  network  to  the 
Asset  Viewer  Manager  (AVM)  PC  located  at  the  LFSP.  The  transmit  and  receive 
channels  on  both  links  was  set  to  the  same  channel. 

Savi  Solar  Power  Modules  powered  the  reader  and  links.  The  laptops  used 
110V  A/C  power. 

The  ITV  server  was  populated  using  a  fixed  reader  at  the  MCC.  The  location  of 
this  reader  is  shown  at  location  3  in  Figure  4.  The  setup  for  this  reader  is  discussed  in 
Appendix  A2. 


2.1.5  AAOE 

Two  readers  were  set  up  at  the  AAOE,  one  a  gate  reader  and  the  other  a  fixed 
reader.  The  gate  reader  collected  tag  data  to  populate  the  AVM.  The  fixed  reader 
collected  tag  data  and  populated  the  ITV  server. 

The  gate  reader  collected  tag  data  and  provided  it  to  a  SAMS  computer  at  the 
AAOE.  This  computer  was  connected  to  the  Marine  Corps  network.  The  network  at  the 
AAOE  was  connected  to  the  network  at  the  POC  using  an  MCR  1 42  radio  link.  The  tag 
data  was  pushed  to  the  AVM  computer  at  the  LFSP  using  this  link.  Refer  to  Figures  5 
and  6  for  this  configuration.  The  gate  reader  setup  was  identical  to  that  used  at  the 
POG. 


The  fixed  reader  setup  was  the  same  as  that  used  for  the  fixed  reader  used  at 
the  MCC  and  POG  for  tag  data  population  of  the  ITV  server.  This  setup  is  discussed  in 
Appendix  A2. 
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2.1  Savi  Asset  Manager  System  Setup 

Savi  Asset  Manager  System  (SAMS)  version  2.1 .1  software  was  installed  on  two 
laptops  for  this  experiment.  The  software  consists  of  the  SAMS  Server  and  SAMS 
Client.  These  laptops  received  tag  data  collected  by  the  Savi  RFID  equipment.  The 
laptops  were  connected  to  the  Marine  Corps  network.  RFID  data  streaming  into  SAMS 
was  sent  to  the  AVM  by  FTP. 

One  SAMS  laptop  was  located  at  the  LFSP.  This  laptop  used  the  RF  Relay  200 
system  and  the  Savi  Link  at  the  LFSP  to  capture  the  tag  data  collected  by  the  readers  at 
the  POG  entrance  and  MCC  exit. 

The  second  SAMS  laptop  was  located  at  the  AAOEs.  This  laptop  captured  data 
being  collected  by  the  GateReader  located  at  the  entrance  to  the  AAOEs. 

Refer  to  the  Draft  User’s  Manual  for  the  RFID  system5  for  specific  information  on 
the  operation  of  SAMS. 

The  fixed  readers  collecting  tag  data  for  population  of  the  ITV  server  were 
running  software  called  TIPS.  This  software  is  discussed  in  Appendix  A2. 


3.  Asset  Viewer  Manager  (AVM) 

One  laptop  was  dedicated  to  run  the  AVM.  This  laptop  was  connected  to  the 
Marine  Corps  network.  This  laptop  received  tag  data  files  from  the  SAMS  computers 
connected  to  that  same  network.  This  configuration  allowed  Marines  connected  to  the 
network  visibility  of  the  AVM. 

The  AVM  consists  of  four  software  modules.  Each  module  provides  a  critical 
function  in  the  process  of  transforming  the  tag  data  generated  and  captured  by  the 
RFID  hardware  into  information  for  the  end  user.  The  AVM  laptop  runs  on  Windows  NT 
Server,  Service  Pack  4.  The  four  modules  and  their  functions  are  described  below. 

Refer  to  the  Draft  User’s  Manual  for  the  RFID  system5  for  specific  information  on 
the  operation  of  AVM. 

3.1  SAMS  Client  Agent  Transfer  (SCAT) 

The  SCAT  module  detects  files  sent  to  the  AVM  laptop  from  the  SAMS  laptops. 
Upon  detecting  these  files,  SCAT  pushes  the  data  into  the  AVM  database.  The 
operation  of  SCAT  is  autonomous.  No  user  action  is  required. 

3.2  AVM  Database 

The  AVM  database  is  an  Oracle  relational  database.  This  database  contains  the 
data  that  was  obtained  from  the  EDL  for  the  exercise.  The  associations  between  the 
EDL  and  the  RFID  tags  were  made  in  this  database.  All  of  the  tag  data  files  produced 
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by  the  RFID  system  were  imported  into  this  database  by  SCAT.  All  user  actions 
required  to  load,  modify  and  administer  the  database  were  performed  through  the  AVM 
Graphical  User  Interface. 

3.3  Webserver 

The  Webserver  served  the  purpose  of  posting  the  information  generated  within 
the  AVM  database  to  a  website.  This  website  was  hosted  on  the  Marine  Corps  network. 
The  end  user  interested  in  the  progress  of  the  MPF  operation  could  access  that 
information  through  this  website. 

3.4  MDSS  II  Import/Export  (MIE) 

The  MIE  allows  the  AVM  database  to  interchange  data  with  MDSS  II.  This 
interface  occurs  under  two  situations.  The  first  is  when  a  final  EDL  has  been  generated 
for  an  exercise/operation.  This  file  is  exported  from  MDSS  II  as  a  data  file  with  a  ‘pex’ 
extension.  This  file  is  imported  to  the  AVM  database  via  the  MDSS  II  interface.  Once 
tags  have  been  associated  with  PEI  from  the  EDL  within  the  AVM  database,  the  RFID 
tag  data  files  being  imported  through  SCAT  to  the  AVM  database  can  be  associated 
together.  This  data  is  compiled  within  the  AVM  database.  The  result  is  a  file  with 
current  AIT  LOCATION  fields  exported  to  MDSS  II.  This  allows  MDSS  II  to  be  updated 
on  an  as  needed  basis  with  the  near  real  time  data  acquired  by  the  RFID  system. 

The  MIE  functionality  was  not  used  for  this  experiment.  The  module  was 
designed  to  function  with  MDSS  II  Version  6.0.  MDSS  II  Version  6.2  was  used  during 
CG  02.  Validation  and  verification  of  the  module  could  not  be  completed  prior  to  the 
experiment. 


4.  Iridium  Satellite  Link 

The  Department  of  Defense  has  purchased  the  Iridium  satellite  network  and 
provided  access  to  the  armed  services  for  data  transmission.  Headquarters  Marine 
Corps  has  been  developing  equipment  for  the  purposes  of  utilizing  this  satellite 
communications  capability.  Some  of  this  equipment  was  provided  for  use  during  this 
experiment. 

The  system  was  not  operational  during  the  experiment.  Challenges  were 
experienced  when  attempting  to  transmit  the  data  using  the  modem  while  Windows 
software  was  operating.  A  discussion  on  the  Iridium  issues  is  provided  in  Appendix  A3. 
The  planned  use  of  this  equipment  is  described  here: 

An  Iridium  modem  and  antenna  will  be  used  to  transmit  RFID  data  from 
Chuksamet  Port  to  an  Iridium  gateway  located  in  Hawaii.  This  gateway  will  have 
connectivity  to  the  internet.  With  this  connection,  two  capabilities  will  be  added  to  the 
experiment.  One  will  be  accessibility  to  the  AVM  website  by  internet  users  worldwide. 
The  other  will  be  an  RFID  data  transmission  stream  being  sent  to  the  Army  ITV  server 
in  Korea.  This  data  will  be  posted  to  the  server.  The  data  will  be  visible  to  users  having 
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access  to  that  ITV  server.  The  hardware  being  used  to  establish  this  satellite 
connection  is  described  in  Appendix  B4. 

The  impact  of  the  failure  to  establish  the  satellite  data  link  was  mitigated  by  the 
fact  that  the  network  established  by  the  Marine  Corps  had  internet  connectivity.  The 
ITV  server  was  populated  using  this  connection  means.  The  AVM  was  visible  only  to 
those  on  the  network. 

5.  Network  Monitoring 

The  network  architectures  used  to  transport  the  RFID  data  were  set  up 
essentially  as  planned.  There  were  two  differences.  There  were  fewer  interrogators  set 
up  and  the  Iridium  satellites  were  not  used.  The  architectures  are  illustrated  in  Figures 
5  and  6.  The  intranet  installed  by  the  Marine  Corps  did  have  access  to  the  internet. 

This  allowed  the  fixed  reader  data  to  be  posted  on  the  Army’s  ITV  site.  The  network  IP 
addresses  that  were  assigned  to  the  computers  monitored  in  the  experiment  are  listed 
in  the  table  below.  The  computer  running  TIPS  for  collecting  RFID  data  and 
transmitting  it  to  the  ITV  server  was  not  monitored. 


Computer/Location 

IP  Address 

SAMS  Laptop/AAOG 

199.32.177.183 

AVM  Laptop/AAOG 

199.32.177.182 

SAMS  Laptop/AAOE 

199.32.130.215 

Network  monitoring  was  conducted  to  determine  the  impact  that  this  TAV 
technology  has  on  the  Marine  Corps  network  established  for  the  exercise.  Two  network 
parameters  were  the  focus  of  this  monitoring.  The  first  was  the  data  packet  sizes  that 
were  transmitted  by  the  RFID  system.  The  second  was  the  speed  at  which  those 
packets  were  transmitted  over  the  network. 

A  commercially  available  network  monitoring  software  tool  was  used  for  this  task. 
The  software  is  called  EtherPeek.  It  is  distributed  by  WildPackets.  This  software  is 
considered  to  be  among  the  best  in  the  industry.  In  it’s  evaluation,  PC  Magazine 
awarded  EtherPeek  5  stars  out  of  5  in  the  ‘Traffic  Analysis’  category.  This  category  “is 
fundamental  to  the  quality  of  a  product.  To  evaluate  this,  we  test  packet  filtering, 
capturing,  and  decoding  capabilities,  as  well  as  the  ability  to  generate  packets.”6. 

EtherPeek  was  installed  on  the  AVM  computer  and  the  two  RFID  computers. 

The  software  was  configured  to  monitor  network  transmissions  concerning  TAV  data 
and  information  between  those  computers  and  any  clients. 
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6  Sniff  Out  Trouble;  James  Sanders;  PC  Magazine;  May  22,  2001 


Appendix  B3:  Safety  and  Administrative 


1 .  Safety  and  Administrative 

1.1  Safety 

The  Cobra  Gold  2002  TAV  experiment  was  conducted  by  3D  FSSG.  The  Marine 
Corps  experiment  coordinators  shared  overall  safety  responsibility  for  the  experiment. 
The  equipment  that  was  set  up  and  operated  for  this  experiment  provided  no  additional 
hazard  risk  to  that  of  normal  Marine  Corps  operations.  The  equipment  used  was 
designed  for  use  in  commercial  industry  applications.  All  work  performed  by  the 
NFESC  team  was  done  so  in  administrative  areas.  Fleavy  vehicles  were  operating  in 
the  vicinity.  Each  team  member  was  alert  at  all  times  to  minimize  any  risk  presented  by 
these  vehicles. 

RFID  Team  personnel  were  required  to  observe  appropriate  procedures  and 
utilize  appropriate  personal  protection  equipment  (PPE)  as  directed  by  the  NFESC 
Safety  Office.  The  minimum  PPE  required  for  this  experiment  was  hard  hats  and  safety 
shoes.  All  RFID  Team  personnel  were  to  familiarize  themselves  with  NFESC 
Instruction  5100.1 1 ,  The  Occupational  Safety  and  Health  Program  Manual.  Copies  for 
inspection  were  readily  available  at  the  NFESC  Safety  Office. 

All  safety  concerns  were  to  be  reported  immediately  to  the  local  Marine  Corps 
Safety  Officer.  When  arriving  onsite,  the  team  familiarized  themselves  with  the  location 
of  medical  facilities  in  the  area.  Should  conflicts  or  the  need  for  clarification  have 
arisen,  attempts  would  have  been  made  to  resolve  the  situation  with  the  local  Safety 
Officer.  Should  further  help  have  been  needed,  Ms.  Robin  Skinner  at  the  NFESC 
Safety  Office,  (805)  982-1 1 36  or  DSN  551  -1 1 36,  would  have  been  contacted. 

1.2  Training 

One  of  the  objectives  of  this  effort  was  to  provide  3D  FSSG  with  a  residual  from 
the  TAV  experiment.  This  residual  will  allow  them  to  become  more  familiar  with  the 
benefit  that  can  be  provided  by  the  technology.  To  support  this  residual,  key  personnel 
were  trained  on  the  setup  and  operation  of  the  system.  NFESC  and  their  support 
contractors  provided  this  training.  Part  of  this  training  was  provided  at  CSSG  3  at 
Marine  Corps  Base  Hawaii  prior  to  the  experiment.  Additional  training  was  provided  to 
personnel  attached  to  the  BSSG  and  MEB  staff  during  the  experiment. 

1.3  Roles  and  Responsibilities 

This  section  discusses  the  personnel  that  were  involved  with  the  experiment. 

The  table  below  lists  the  personnel  and  their  responsibility. 


Personnel 

Organization 

Role/Responsibility 

CW02  Paul  E.  Major 

USMC-3D  FSSG 

Experiment  Director 
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Daniel  J.  McCambridge 
Robert  Johnston 

NFESC 

Technical  Directors 

Gladis  G.  Aispuro 

NFESC 

System  Engineer 

Jessica  K.  Hiraoka 

NFESC 

System  Engineer 

Richard  Webster 

NFESC 

System  Technician 

Jonathan  D.  Geithner 

CNA 

Analysis  and  Evaluation 

John  Bower 

SAIC 

Iridium/AVM  Support 

Peter  James 

SAIC 

MPF  Doctrine/Process  Expert 

Wendell  Moon 

Unisys 

Iridium/Army  ITV  Interface 

SSgt  Jerald  Cleve  land 

BSSG-3 

Port  Operation  Group  Director 

Capt  Raul  Salcido 

BSSG-3 

USMC  Network  Administrator 

Capt  Carl  Davis 

JTF 

CG-02  Inland  Coordinator 

Roles  and  Responsibilities 
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Appendix  B4 
RFID  and  Iridium  System/ 
Component  Description  &  Connections 


RFID  Hardware 

Savi  Gate  Reader  System 

Control  Panel 

•  The  control  panel  contains  the  microprocessor  that  controls  and  provides  power  to 
all  the  GateReader  components.  It  also  provides  the  LonWorks  connection  between 
the  system  and  either  a  computer  or  a  RF  Relay  200  system. 

Primary  Wake-up  Antenna 

•  The  wake-up  antenna  sends  a  2.44  GHz  wakeup  signal  from  20  to  50  feet  away  to 
the  tag  causing  the  tag  to  be  become  active.  In  turn,  the  tag  will  transmit  a  433  MHz 
signal  at  a  range  of  approximately  200  feet  that  is  received  by  the  RF  Unit. 

Motion  Sensor 

•  Approaching  objects  activates  the  motion  sensor.  It  operates  at  1 0.525  GHz  (+/- 
25MHz)  using  a  microprocessor-  analyzed  Doppler  microwave  for  its  detection 
method.  Once  activated,  it  triggers  the  activation  of  the  wake-up  antenna.  This 
information  can  be  found  in TC-26B  Vehicle  Detector  Installation  Instructions,  p.2. 

RFUnit 

•  The  RF  Unit  is  an  antenna  that  transmits  and  receives  a  433  MHz  RF  signal.  This 
component  receives  information  from  tags  traveling  up  to  25-MPH  and  transmits  the 
information  to  the  GateReader  control  panel. 

Technical  specification  information  listed  above  can  be  found  in  Savi  GateReader 
41  OR  Installation  Guide.  Version  1 .0 ,  pages  1-3  to  1  -5  (unless  otherwise  noted). 

Savi  RF  Relay  200 

RF  Relay  200  LonWorks  Box 

•  The  RF  Relay  200  LonWorks  box  contains  a  LongRanger  2000  RF  modem  and  a 
LonWorks  router.  The  modem  is  a  spread  spectrum  modem  that  transmits  and 
receives  a  2.4  GHz  signal.  This  component  provides  the  LonWorks  network  protocol 
connection  to  either  a  GateReader  or  a  computer.  Technical  specification 
information  found  in  Savi  RF  Relay  Installation  Guide,  Version  1 .0,  pages  1  -3  to  1  -4. 
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RFID  Hardware 


Omni-directional  Antenna 

•  The  RF  Relay  200  uses  a  Mobile  Mark,  Inc.  OD9-2400  omni-directional  antenna. 
This  9-dBi  antenna  transmits  and  receives  in  the  2.4  to  2.485  GHz  frequency  range 
and  has  a  14-degree  vertical  beamwidth.  Its  range  is  up  to  7500  feet.  Information 
found  in  the  Mobile  Mark,  Inc.  Product  Specifications  for  OD  Series  Omni  Antenna. 

Filter 

•  The  RF  Relay  200  system  uses  a  Model  NLP-2950  filter  manufactured  by  Mini- 
Circuits.  This  filter  functions  with  a  passband  of  2.7  GHz.  Information  found  in  the 
Mini-Circuits  12.5  to  3000  MHz  Specification  Sheet. 

Up/Down  Converter 

•  The  up/down  converter,  model  number  UD2.4B-0C,  takes  the  2.4  GHz  signal 
received  by  the  antenna  and  down  converts  it  to  a  900  MHz  signal  for  the  modem.  It 
also  takes  the  900  MHz  signal  from  the  modem  and  up  converts  it  to  2.4  GHz  to  be 
transmitted  out  the  antenna.  The  up/down  converter  operates  in  the  2.450  to  2.475 
GHz  frequency  range.  Information  found  in  UtiliCom  Operator’s  Manual 
LongRanger  2020  Spread  Spectrum  Modem,  Models  ISM2.4-1C64  and  ISM2.4- 
4C97. 

Savi  Reader 

The  Savi  Reader  is  a  433  MHz  antenna  used  to  transmit  and  receive  tag  information  up 
to  200  feet  away.  It  can  be  directly  connected  to  a  computer  using  RS-485/RS-232 
network  protocol.  The  Reader  can  also  be  connected  via  a  wireless  system  using  at 
least  two  RF  Links. 

RF  Link 

The  Savi  RF  Link  is  a  433  MHz  antenna  used  to  transmit  and  receive  information  from  a 
Savi  Reader  or  another  RF  Link  using  RS-485/RS-232  network  protocol. 


SaviTag  410 

The  SaviTag  410  holds  128  KB  of  read/write  memory.  Both  the  GateReader  and  the 
Savi  Reader  can  read  the  SaviTag.  However,  the  GateReader  can  pick  up  50  KB  of 
information.  A  lithium  battery  that  can  be  easily  replaced  by  hand  powers  the  tag  and 
the  overall  enclosure  is  a  plastic  waterproof  case  that  is  able  to  withstand  shock  and 
vibration. 
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RFID  Hardware 


SaviTag  410  Battery 

The  SaviTags  each  contain  one  Model  TL-5903  Lithium  Thionyl  Chloride  AA  battery. 
These  batteries  have  a  nominal  voltage  of  3.6V,  nominal  capacity  of  2.40Ah,  and  a 
nominal  discharge  current  of  2.0mA.  These 
batteries  provide: 

•  greater  density  of  up  to  71 0  Wh/Kg  and  1 300 
Wh/I 

•  higher  capacity 

•  higher  operating  voltage 

•  longer  life:  expected  shelf  life  of  1 0  years 


Battery  information  was  found  on  Tadiran  Lithium 

Batteries  web  sight  at 

http:/ /www.  tadiranbat.  com/index2.  htm 


Solar  Power  Module 

The  Solar  Power  Module,  Model  Number  CPA-1 100,  is  able  to  generate  the  necessary 
power  to  run  the  Savi  Reader  and  RF  Link  through  the  use  of  sunlight. 


Equipment  Connections 

Primary  Wakeup  Antenna 


Port  1 : 

Motion 


Port  2 : 

Secondary 

Wake-up 

Port  3: 

Control  Panel  Port  1 


Figure  1:  Connections  -  Wakeup  Antenna 
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Motion  Sensor 

RFID  Hardware 


Cable: 

Primary  Wake-up  Antenna 


Figure  2:  Connections  -  Motion  Sensor 


RF  Relay  200-  Lon  Works  Box 


Port  1 : 

Up/down  converter 


Port  2 : 

Network  In 


— ►  Port  3: 


Network  Out 


Port  4:  Power 


Figure  3:  Connections  -  RF  Relay  LonWorks  Box 
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RFID  Hardware 


Gate  Reader  control  panel 


Port  1 : 

1st  Primary 
Wakeup  Antenna 


Port  2: 

2nd  Primary  ^ 

Wakeup  Antenna 

Port  4:  . 

RF  Unit  Cable#  * 


Port  3: 

RF  Unit  Cable  # 

Port  5: 

Computer  OR  RF  Relay 
200  LonWorks  Box 

Port  6:  Power 


Figure  4:  Connections  -  Gate  Reader  Control  Panel 


RF  Relay  200-  Antenna  &  Filter 


^Bottom  of  Antenna 

■►Up/down  converter 
via  co-axial  cable 


Figure  5:  Connections  -  RF  Relay  Antenna  &  Filter 
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RFID  Hardware 


Savi  Reader  &  RF  Link 


Figure  6:  Connections  -  Savi  Reader  &  RF  Link 


Solar  Power  Panel 


Port  Under  Each  Solar  Panel: 

Left  hand  side  port  on  solar 
power  battery  box 


Figure  7 :  Connections  -  Solar  Power  Panel 
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RFID  Hardware 


Solar  Power  Battery  Box 


►  Right  Hand  Side  Ports: 

RF  Link  and  Savi  Reader 


Left  Hand  Side  Ports:  ^ 

Solar  power  panel 


Figure  8:  Connections  -  Solar  Power  Battery  Box 
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Iridium  Hardware  and  Connections 


System  Setup 


N  AI.  Research  Corporation 

Atmospheric  S.*n<uir  Kcsctirch  aid  Dmbpment 


NAL  Research  Corporation  (TN2002-27-V1.0) 
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Iridium  Hardware  and  Connections 


Configuration  Instructions 


NAL.  Ri  xt  \r<  ii  (Okporuidn 

Atmi'-plu  iv-  Stimx  R»v,.jivh  and  IMdnpmcnl 


Instructions 

1 )  Connect  25 -pin  connector  to  the  Iridium  modem 

2)  Connect  nntennn 

5)  Connect  d-pin  serial  port  to  an  external  device  (computer) 

4)  Supply  4.4YTX  (voltage  can  ranee  from  4.0VDC  to  b.OVDC) 

5)  Wait  lor  about  10  seconds  tor  the  modem  to  establish  connection  with  the  satellite 
0)  I  Jse  I  laves  modem  commands  ( included  in  the  package)  to  communicate  between  the 

modem  and  external  device. 

7)  Examples: 

•  To  make  a  phone  call  to  a  land-line  phone  execute  the  following: 

ATDOOI  +■  phone  number  ( ATIJ  001 703.W25676) 

•  To  make  a  phone  call  to  another  Iridium  modem  (or  phone)  execute  the  following: 

ATD00  t  phmic  number  (ATI)  0088163 1  OX  XXX  X) 

X)  Recommended  antenna  cable  types  are  listed  below,  t  able  of  any  length  can  be  used, 
however,  make  sure  the  signal  loss  is  no  more  than  3dli. 

•  I  MR-I95-PVC  Coaxial  C  able  (Time  Microwave  Systems.  NOO-867-2620, 
ll"i’  w  "iV  ni]IVM]llS.".,l‘v  i«xy  Will) 

•  L MR-240  Coaxial  <  able  (Times  Microwave  Systems) 

•  Andrew  C2FP  Coaxial  Cable  lt<  >-XU 

•  Coaxial  Cable  RG-<>  (Radio  Shack) 


NAT  Research  Corporation  (TN 2002-35 A' 1.0) 
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Iridium  Hardware  and  Connections 


Internal  View  of  Components 


Only  a  single  DC  power  source  (ranging 
from  4.0VDC  to  6.5VDC)  is  required 
through  this  connector 


SIV1  card  reader  is  mounted  under  the 
L-Band  transceiver  inside  the  case 


NAL  Research  Corporation  (TN2002-26-VI.O) 
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Iridium  Hardware  and  Connections 


Specifications 


RS-232  Data  Port  Connector,  9-PIN  D-Sl'B 


PIN# 

SIGNAL 

DESCRIPTION 

1 

DCD 

Data  carrier  detect 

2 

S  RX 

Data  receive 

3 

S  TX 

Data  transmit 

4 

DTR 

Data  terminal  rcadv 

5 

SIGNAL  GND 

Ground 

6 

DSR 

Data  set  ready 

7 

RTS 

Request  to  send 

8 

CTS 

Cl  car  to  send 

9 

Rl 

Ring  indicator 

DC  Power 


WIRE 

SIGNAL 

DESCRIPTION 

BLR 

SIGNAL  GND 

Ground 

RED 

4.0  to6.5VDC 

DC  Voltage 

Specifications: 

Weight:  1.6  pounds 

Dimensions:  10.7"  L  x  3.4"  W  x  1.6"  D 

SIM  Card  Reader:  Internal 

Operating  Frequency:  1616-  1626.5MHz 

Operating  Temperature:  -30°C/+60PC 

Duplexing  Method:  Time  Division  Duplex 

Multiplexing  Method:  TDMA  FDMA 

Link  Margin  (w/  external  antenna):  12.5  dB  average 


NAL  Research  Corporation  (TN2002-27-V1.0) 
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Appendix  C 


Data  Collection 


Appendix  Cl : 
Appendix  C2: 
Appendix  C3: 


Data  Collection  Procedure 
List  of  PEI  to  be  Tagged 
Offload  Process  Observation 
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Appendix  Cl:  Data  Collection  Procedure 


1.  General 

There  are  two  areas  in  which  data  was  collected:  1)  RFID  system  data 
transmission/network  monitoring  and  2)  the  use  of  organic  AIT  and  RFID  equipment 
used  to  track  equipment  during  the  MPF  offload  process. 

This  section  consists  of  three  areas.  The  first  focuses  on  the  data  collection 
requirements  for  the  use  of  the  organic  AIT  used  to  track  equipment  during  the  MPF 
offload  process.  The  second  identifies  the  data  collection  requirements  for  the  RF  ID 
network  bandwidth  parameters.  The  third  addresses  the  network  monitoring 
parameters. 

All  data  collected  was  recorded  on  the  data  sheets  included  in  Appendix  C2  with 
the  exception  of  the  network  monitoring  data.  That  data  was  collected  in  electronic 
form.  A  selection  of  the  completed  data  sheets  is  included  in  Appendices  D1  and  D2. 
Graphical  representation  of  the  network  data  is  presented  in  Appendix  D3.  All  data 
collected  during  the  experiment  can  be  obtained  upon  request  from  the  Naval  Facilities 
Engineering  Service  Center  (Point  of  Contact  is  Daniel  J.  McCambridge,  805-982-1296, 
DSN  551  -1 296,  mccambridqedi(a)nfesc. navy. mil). 

During  all  operations,  the  following  items  were  to  be  observed  and  recorded 
when  applicable: 

•  Number  of  personnel  required  to  perform  specific  tasks 

•  Amount  of  time  required  to  perform  specific  tasks 

•  Hardware  failures  or  problems 

•  Software  failures  or  problems 

•  Unexpected  events  -  narrative  descriptions 

•  Methods  used  by  personnel  to  collect  data 

•  Methods  used  to  transmit  data 

•  Results  of  data  reconciliation 

•  Frequency  of  data  reporting 

2.  Organic  Marine  Corps  AIT  Operations 

Barcode  scanning  operations  occurred  at  the  POG,  MCC  and  AAOEs.  The 
following  data  was  to  be  captured  at  these  locations. 

•  Indicate  the  number  of  personnel  required  to  perform  the  barcoding  operation. 

Describe  the  actions  of  each  person. 

•  Describe  the  process  by  which  the  data  from  the  barcode  scanners  is  transferred 

to  the  MDSS  II  computer.  Measure  and  record  the  time  required  for  this  data 

transfer  to  occur. 
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•  Discuss  how  the  reconciliation  process  is  performed  to  match  the  equipment 
being  barcode  scanned  at  this  location  with  the  last  time  it  was  scanned. 

•  Record  the  number  of  times  that  the  barcode  scanner  is  required  to  be  docked. 

•  Document  the  process  used  to  track  individual  PEI,  i.e.  if  trying  to  locate  a 
misplaced  or  lost  item.  Measure  and  record  the  time  required  for  this  process. 
Requesting  the  Marines  to  locate  a  specific  PEI  may  facilitate  this. 

•  Describe  the  process  used  to  forward  reconciled  MDSS  II  files  to  the  next 
scanning  point.  Also  document  how  that  file  is  handled  and  used  at  that  next 
point. 

•  Identify  the  highest  level  at  which  data  is  reconciled  and  describe  how  that  data 
is  utilized  to  support  both  logistical  and  operational  requirements. 

3.  RFID  System  Operations 

RFID  readers  were  set  up  at  or  near  the  barcode  scanning  locations.  The 
following  data  was  to  be  captured  at  these  reader  locations. 

•  Indicate  the  number  of  personnel  required  to  monitor  the  reader  location. 
Describe  the  actions  of  each  person. 

•  Describe  the  process  by  which  the  data  from  the  RFID  tags  is  transferred  to  the 
AVM.  Measure  and  record  the  time,  for  approximately  1 0  RFID  tags  per  day  of 
operation,  required  for  this  data  transfer  to  occur. 

•  Discuss  how  the  reconciliation  process  is  performed  using  the  MDSS  II  export 
function  of  the  AVM. 

•  Document  the  process  used  to  track  individual  PEI,  i.e.  if  trying  to  locate  a 
misplaced  or  lost  item.  Measure  and  record  the  time  required  for  this  process. 
Requesting  the  Marines  to  locate  a  specific  PEI  may  facilitate  this. 

•  Identify  the  highest  level  at  which  data  is  reconciled  and  describe  how  that  data 
is  utilized  to  support  both  logistical  and  operational  requirements. 

4.  Network  Monitoring 

The  network  monitoring  process  was  autonomous.  Data  was  captured  by  the 
software  and  logged  on  the  computer.  These  logs  were  retrieved  following  the 
experiment  for  reduction  and  analysis. 
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Appendix  C2:  List  of  PEI  to  be  Tagged  (abbreviated) 


RFID  Tag  Number  Item  Id  Serial  Number 

A1935 

_ A1935 _ 

_ A1955 _ 

_ A1955 _ 

_ B0391 _ 

_ B0391 _ 

_ B0443 _ 

_ B0443 _ 

_ B0589 _ 

_ B2460 _ 

_ B2460 _ 

_ B2462 _ 

_ B2462 _ 

_ B2482 _ 

_ B2567 _ 

_ B2567 _ 

_ D0085 _ 

_ D0085 _ 

_ D0209 _ 

_ D0209 _ 

_ E0665 _ 

_ E0665 _ 

_ E0846 _ 

_ E0846 _ 

_ El  888 _ 

_ El  888 _ 

Total  PEI 


Description 

RADIO  AN/wMRCI  38 
RADIO  AN/wMRCI  38 
RADIO  TERM  SET  MRC142 
RADIO  TERM  SET  MRC1 42 
RTCH  50000LB 
RTCH  50000LB 

_ CRANE  25T _ 

_ CRANE  25T _ 

M9 ARMORED  COMBAT  EX 
MC1 150  TRACTOR 
MC1 150  TRACTOR 
D7G  CATEPILLAR 
D7G  CATEPILLAR 
TRACTOR  AWD 
TRACTOR  RT  10K 
TRACTOR  RT  10K 
CHASSIS  TRLR  Ml  16 
CHASSIS  TRLR  Ml  16 

_ LVS  MK48 _ 

_ LVS  MK48 _ 

HOWITZER  Ml  98 
HOWITZER  Ml  98 

_ AAVP7A1 _ 

_ AAVP7A1 _ 

TANK  COMBAT  MIA 
TANK  COMBAT  MIA 


Appendix  C2:  Offload  Process  Observation 


Daily  Log  Sheets 


Instructions: 

This  log  shall  be  filled  out  on  a  daily  basis.  General  narratives  of  the  tasks  being 
performed  shall  be  recorded.  All  remarks  shall  be  annotated  with  the  specific  paragraph 
of  this  document  to  which  they  apply.  Refer  to  Appendix  Cl  for  information  on  what 
types  of  data  are  to  be  collected. 


Date: 

Location: 

Objective: 


Remarks: 


Data  Logger  Printed  Name: 
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Organic  Marine  Corps  AIT  Operations 


POG 

1 .  Record  the  number  of  personnel  required  to  perform  barcoding  operations: 


2.  Describe  the  actions  of  barcode  scanners  -  include  any  use  of  pen  and  logbook: 


3.  Describe  the  process  by  which  the  data  from  the  barcode  scanners  is  transferred  to 
the  MDSS  II  computer.  Measure  and  record  the  time  required  for  this  data  transfer  to 
occur. 


4.  Describe  the  process  used  to  forward  reconciled  MDSS  II  files  to  the  next  scanning 
point.  Also  document  how  that  file  is  handled  and  used  at  that  next  point. 


5.  Record  the  number  of  times  that  the  barcode  scanner  is  required  to  be  docked  at  a 
docking  station.  Record  the  number  of  scans  that  the  barcode  scanner  captured. 


6.  Discuss  how  the  reconciliation  process  is  performed  at  this  location.  The  process  is 
performed  to  compare  the  inventory  of  equipment  established  as  arriving  at  this  location 
using  the  barcode  scanners  with  the  inventory  of  equipment  established  at  the  previous 
location.  Include  in  this  discussion,  the  time  required  for  the  reconciliation,  any 
discrepancies  identified  and  how  these  were  solved. 


Date: 
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MCC 


1 .  Record  the  number  of  personnel  required  to  perform  barcoding  operations: 


2.  Describe  the  actions  of  barcode  scanners  -  include  any  use  of  pen  and  logbook: 


3.  Describe  the  process  by  which  the  data  from  the  barcode  scanners  is  transferred  to 
the  MDSS  II  computer.  Measure  and  record  the  time  required  for  this  data  transfer  to 
occur. 


4.  Describe  the  process  used  to  forward  reconciled  MDSS  II  files  to  the  next  scanning 
point.  Also  document  how  that  file  is  handled  and  used  at  that  next  point. 


5.  Record  the  number  of  times  that  the  barcode  scanner  is  required  to  be  docked  at  a 
docking  station.  Record  the  number  of  scans  that  the  barcode  scanner  captured. 


6.  Discuss  how  the  reconciliation  process  is  performed  at  this  location.  The  process  is 
performed  to  compare  the  inventory  of  equipment  established  as  arriving  at  this  location 
using  the  barcode  scanners  with  the  inventory  of  equipment  established  at  the  previous 
location.  Include  in  this  discussion,  the  time  required  for  the  reconciliation,  any 
discrepancies  identified  and  how  these  were  solved. 


7.  Request  the  Marines  to  identify  the  location  of  one  PEI.  Describe  the  process  used 
to  locate  the  PEI.  Include  in  this  discussion,  the  time  required  to  locate  the  PEI  and  the 
number  of  personnel  involved  in  the  process. 


Date: 
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AAOE  -  ACE 


1 .  Record  the  number  of  personnel  required  to  perform  barcoding  operations: 


2.  Describe  the  actions  of  barcode  scanners  -  include  any  use  of  pen  and  logbook: 


3.  Describe  the  process  by  which  the  data  from  the  barcode  scanners  is  transferred  to 
the  MDSS  II  computer.  Measure  and  record  the  time  required  for  this  data  transfer  to 
occur. 


4.  Describe  the  process  used  to  forward  reconciled  MDSS  II  files  to  the  next  scanning 
point.  Also  document  how  that  file  is  handled  and  used  at  that  next  point. 


5.  Record  the  number  of  times  that  the  barcode  scanner  is  required  to  be  docked  at  a 
docking  station.  Record  the  number  of  scans  that  the  barcode  scanner  captured. 


6.  Discuss  how  the  reconciliation  process  is  performed  at  this  location.  The  process  is 
performed  to  compare  the  inventory  of  equipment  established  as  arriving  at  this  location 
using  the  barcode  scanners  with  the  inventory  of  equipment  established  at  the  previous 
location.  Include  in  this  discussion,  the  time  required  for  the  reconciliation,  any 
discrepancies  identified  and  how  these  were  solved. 


Date: 
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AAOE  -  GCE 


1 .  Record  the  number  of  personnel  required  to  perform  barcoding  operations: 


2.  Describe  the  actions  of  barcode  scanners  -  include  any  use  of  pen  and  logbook: 


3.  Describe  the  process  by  which  the  data  from  the  barcode  scanners  is  transferred  to 
the  MDSS  II  computer.  Measure  and  record  the  time  required  for  this  data  transfer  to 
occur. 


4.  Describe  the  process  used  to  forward  reconciled  MDSS  II  files  to  the  next  scanning 
point.  Also  document  how  that  file  is  handled  and  used  at  that  next  point. 


5.  Record  the  number  of  times  that  the  barcode  scanner  is  required  to  be  docked  at  a 
docking  station.  Record  the  number  of  scans  that  the  barcode  scanner  captured. 


6.  Discuss  how  the  reconciliation  process  is  performed  at  this  location.  The  process  is 
performed  to  compare  the  inventory  of  equipment  established  as  arriving  at  this  location 
using  the  barcode  scanners  with  the  inventory  of  equipment  established  at  the  previous 
location.  Include  in  this  discussion,  the  time  required  for  the  reconciliation,  any 
discrepancies  identified  and  how  these  were  solved. 


7.  Request  the  Marines  to  identify  the  location  of  one  PEI.  Describe  the  process  used 
to  locate  the  PEI.  Include  in  this  discussion,  the  time  required  to  locate  the  PEI  and  the 
number  of  personnel  involved  in  the  process. 


Date: 
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AAOE  -  CE 


1 .  Record  the  number  of  personnel  required  to  perform  barcoding  operations: 


2.  Describe  the  actions  of  barcode  scanners  -  include  any  use  of  pen  and  logbook: 


3.  Describe  the  process  by  which  the  data  from  the  barcode  scanners  is  transferred  to 
the  MDSS  II  computer.  Measure  and  record  the  time  required  for  this  data  transfer  to 
occur. 


4.  Describe  the  process  used  to  forward  reconciled  MDSS  II  files  to  the  next  scanning 
point.  Also  document  how  that  file  is  handled  and  used  at  that  next  point. 


5.  Record  the  number  of  times  that  the  barcode  scanner  is  required  to  be  docked  at  a 
docking  station.  Record  the  number  of  scans  that  the  barcode  scanner  captured. 


6.  Discuss  how  the  reconciliation  process  is  performed  at  this  location.  The  process  is 
performed  to  compare  the  inventory  of  equipment  established  as  arriving  at  this  location 
using  the  barcode  scanners  with  the  inventory  of  equipment  established  at  the  previous 
location.  Include  in  this  discussion,  the  time  required  for  the  reconciliation,  any 
discrepancies  identified  and  how  these  were  solved. 


Date: 
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6.1.2  RFID  System  Operations 


POG 

1 .  Indicate  the  number  of  personnel  required  to  monitor  the  reader  location.  Describe 
the  actions  of  each  person. 


2.  Measure  and  record  the  time  between  the  moment  the  gate  reader  acquires  tag  data 
and  the  moment  that  that  data  is  posted  to  the  AVM.  Perform  this  action  for  a  minimum 
of  1 0  RFID  tags  per  day  of  operation. 


MCC 

1 .  Indicate  the  number  of  personnel  required  to  monitor  the  reader  location.  Describe 
the  actions  of  each  person. 


2.  Measure  and  record  the  time  between  the  moment  the  gate  reader  acquires  tag  data 
and  the  moment  that  that  data  is  posted  to  the  AVM.  Perform  this  action  for  a  minimum 
of  1 0  RFID  tags  per  day  of  operation. 

3.  Request  the  Marines  to  identify  the  location  of  one  PEI.  Describe  the  process  used 
to  locate  the  PEI.  Include  in  this  discussion,  the  time  required  to  locate  the  PEI  and  the 
number  of  personnel  involved  in  the  process. 


Date: 
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AAOE  -  ACE 


1 .  Indicate  the  number  of  personnel  required  to  monitor  the  reader  location.  Describe 
the  actions  of  each  person. 


2.  Measure  and  record  the  time  between  the  moment  the  gate  reader  acquires  tag  data 
and  the  moment  that  that  data  is  posted  to  the  AVM.  Perform  this  action  for  a  minimum 
of  1 0  RFID  tags  per  day  of  operation. 


AAOE  -  GCE 

1 .  Indicate  the  number  of  personnel  required  to  monitor  the  reader  location.  Describe 
the  actions  of  each  person. 


2.  Measure  and  record  the  time  between  the  moment  the  gate  reader  acquires  tag  data 
and  the  moment  that  that  data  is  posted  to  the  AVM.  Perform  this  action  for  a  minimum 
of  1 0  RFID  tags  per  day  of  operation. 


3.  Request  the  Marines  to  identify  the  location  of  one  PEI.  Describe  the  process  used 
to  locate  the  PEI.  Include  in  this  discussion,  the  time  required  to  locate  the  PEI  and  the 
number  of  personnel  involved  in  the  process. 


Date: 
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Item 

TAG  ID 

S/N 

NSN 

TAM/DODIC 

DESCRIPTION 

TAG  ID-To-PEI  Association  Basis 

1 

106516 

554456 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

2 

106523 

581129 

2320011077155 

Dll  58 

TRUCK  CARGO  5T  WO/W  ISO 

Asset  Viewer  Manager  database 

3 

106525 

581124 

2320011077155 

Dll  58 

TRUCK  CARGO  5T  WO/W  ISO 

Asset  Viewer  Manager  database 

4 

106527 

552485 

2320011077155 

Dll  58 

POWER  UNIT  12  1/2  TON 

Asset  Viewer  Manager  database 

5 

106531 

581093 

2320011077155 

Dll  58 

TRUCK  CARGO  5T  WO/W  ISO 

Asset  Viewer  Manager  database 

6 

106533 

522967 

2350010818138 

E0846 

SPEECH  SECURITY  EQP  HALF-DUP  W-B  TACT  AIRBORNE 

Asset  Viewer  Manager  database 

7 

106534 

581935 

2320011467189 

Dll  59 

TRUCK  CARGO  5T  WO/W  ISO 

Asset  Viewer  Manager  database 

8 

106535 

582824 

2320011077155 

Dll  58 

TRK  UTIL  CARGO  TRP  C  W/W 

Asset  Viewer  Manager  database;  not  on  data  sheets 

9 

106536 

554587 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

10 

106539 

523590 

2350010818138 

E0846 

GENERATOR,  3  KW,  60  HZ 

Asset  Viewer  Manager  database 

11 

106540 

557523 

3805012793635 

B2567 

TRLR  SEMI  5000GL  REFUELER 

Asset  Viewer  Manager  database 

12 

107583 

581861 

2320011467190 

Dll  59 

TRUCK  CARGO  5T  WO/W  ISO 

Asset  Viewer  Manager  database 

13 

107603 

529121 

2320011077155 

Dll  58 

GENERATOR,  10KW.60HZ 

Asset  Viewer  Manager  database 

14 

107606 

554494 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

15 

107609 

523380 

2350010818138 

E0846 

GENERATOR,  3  KW,  60  HZ 

Asset  Viewer  Manager  database 

16 

107612 

535757 

2320011077155 

Dll  58 

TRAM 

Asset  Viewer  Manager  database 

17 

107613 

539178 

2320011077155 

Dll  58 

CHAS.TRLR  GEN. PUR.  3.5TON 

Asset  Viewer  Manager  database;  not  on  data  sheets 

18 

107616 

581885 

2320011467190 

Dll  59 

TRUCK  CARGO  5T  WO/W  ISO 

Asset  Viewer  Manager  database 

19 

107637 

582843 

2320011077155 

Dll  58 

TRK  UTIL  CARGO  TRP  C  WO/W  HMMV 

Asset  Viewer  Manager  database 

20 

107771 

536048 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

21 

107780 

529209 

2320011077155 

Dll  58 

GENERATOR,  10KW,60HZ 

Asset  Viewer  Manager  database 

22 

107793 

56601 1 

2410012541667 

B2460 

TRLR  CARGO  1  1/2T  2-WHEEL 

Asset  Viewer  Manager  database 

23 

107795 

582840 

2320011077155 

Dll  58 

TRK  UTIL  CARGO  TRP  C  W/W 

Asset  Viewer  Manager  database 

24 

108186 

581932 

2320011467189 

Dll  59 

TRUCK  CARGO  5T  WO/W  ISO 

Asset  Viewer  Manager  database 

25 

108190 

528992 

2320011077155 

Dll  58 

GENERATOR,  10KW,60HZ 

Asset  Viewer  Manager  database 

26 

108192 

582217 

2320011077156 

Dll  58 

TRK  TOW  CARRIER,  W/SA,  WO/W 

Asset  Viewer  Manager  database 

27 

108193 

545454 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

28 

108195 

582849 

2320011077155 

Dll  58 

TRK  UTIL  CARGO  TRP  C  WO/W  HMMV 

Asset  Viewer  Manager  database 

29 

108197 

582221 

2320011077156 

Dll  58 

TRUCK,  TRACTOR,  6X6  5T 

Asset  Viewer  Manager  database 

30 

108200 

539148 

2320011077155 

Dll  58 

CHAS.TRLR  GEN. PUR.  3.5TON 

Asset  Viewer  Manager  database 

31 

108203 

522224 

2410011551588 

B2462 

RADIO  SET 

Asset  Viewer  Manager  database 

32 

108204 

554435 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

33 

108205 

581139 

2320011077155 

Dll  58 

TRUCK  CARGO  5T  WO/W  ISO 

Asset  Viewer  Manager  database 

34 

108225 

582847 

2320011077155 

Dll  58 

TRK  UTIL  CARGO  TRP  C  W/FP  HMMV 

Asset  Viewer  Manager  database 

35 

108228 

568531 

3805012793635 

B2567 

TRAILER,  TANK,  WATER,  400  GAL,  1  1/2T  2-WHL 

Asset  Viewer  Manager  database 

Cobra  Gold  2002 
TAV  After  Action  Report 
Appendix  D1 
Page  1  of  5 


Item 

TAG  ID 

S/N 

NSN 

TAM/DODIC 

DESCRIPTION 

TAG  ID-To-PEI  Association  Basis 

36 

108229 

582809 

2320011077155 

Dll  58 

TRK  UTIL  CARGO  TRP  C  WO/W  HMMV 

Asset  Viewer  Manager  database 

37 

108230 

568498 

3805012793635 

B2567 

TRAILER,  TANK,  WATER,  400  GAL,  1  1/2T  2-WHL 

Asset  Viewer  Manager  database 

38 

108239 

536890 

2320011077155 

Dll  58 

ROWPU 

Asset  Viewer  Manager  database 

39 

108240 

561325 

2320011775167 

D0209 

TRLR  CARGO  1  1/2T  2-WHEEL 

Asset  Viewer  Manager  database 

40 

108247 

535591 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

41 

108253 

539166 

2320011077155 

Dll  58 

CHAS.TRLR  GEN. PUR.  3.5TON 

Asset  Viewer  Manager  database 

42 

108256 

531161 

2320011077155 

Dll  58 

GENERATOR,  60KW.400HZ 

Asset  Viewer  Manager  database 

43 

108258 

529081 

2320011077155 

Dll  58 

GENERATOR,  10KW.60HZ 

Asset  Viewer  Manager  database 

44 

108259 

581857 

2320011467190 

Dll  59 

TRUCK  CARGO  5T  WO/W  ISO 

Asset  Viewer  Manager  database 

45 

108263 

561114 

2320011775167 

D0209 

TRLR  SEMI  LOW  BED  40T 

Asset  Viewer  Manager  database 

46 

108264 

522603 

2350010818138 

E0846 

RADIO  SET 

Asset  Viewer  Manager  database 

47 

108266 

582219 

2320011077156 

Dll  58 

TRK  TOW  CARRIER,  W/SA,  WO/W 

Asset  Viewer  Manager  database 

48 

108272 

545700 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

49 

108286 

545740 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

50 

108288 

522283 

2350010809087 

E0796 

RADIO  SET 

Asset  Viewer  Manager  database 

51 

108290 

581133 

2320011077155 

Dll  58 

TRUCK  CARGO  5T  WO/W  ISO 

Asset  Viewer  Manager  database 

52 

108291 

582218 

2320011077156 

Dll  58 

TRK  TOW  CARRIER,  W/SA,  WO/W 

Asset  Viewer  Manager  database 

53 

108301 

545421 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

54 

108302 

554480 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

55 

108303 

582214 

2320011077156 

Dll  58 

TRUCK  FIRE  FIGHTING  W/C4765 

Asset  Viewer  Manager  database 

56 

108307 

581925 

2320011467189 

Dll  59 

TRUCK  CARGO  5T  WO/W  ISO 

Asset  Viewer  Manager  database 

57 

108310 

535486 

2320011077155 

Dll  58 

TRAM 

Asset  Viewer  Manager  database 

58 

108316 

523263 

2350010818138 

E0846 

GENERATOR,  3  KW,  60  HZ 

Asset  Viewer  Manager  database 

59 

108317 

551928 

2320011467190 

Dll  59 

POWER  UNIT  12  1/2  TON 

Asset  Viewer  Manager  database 

60 

108318 

535864 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

61 

108319 

581138 

2320011077155 

Dll  58 

TRUCK  CARGO  5T  WO/W  ISO 

Asset  Viewer  Manager  database 

62 

108325 

581948 

2320011467189 

Dll  59 

TRUCK  CARGO  5T  WO/W  ISO 

Asset  Viewer  Manager  database 

63 

108328 

544060 

2310011467194 

D1002 

CHAS.TRLR  GEN. PUR.  3.5TON 

Asset  Viewer  Manager  database 

64 

108330 

845800 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

65 

108341 

560752 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

66 

108343 

523446 

2350010818138 

E0846 

GENERATOR,  3  KW,  60  HZ 

Asset  Viewer  Manager  database 

67 

108344 

581843 

2320011467190 

Dll  59 

TRUCK  CARGO  5T  WO/W  ISO 

Asset  Viewer  Manager  database 

68 

108345 

553081 

2320011077155 

Dll  58 

POWER  UNIT  12  1/2  TON 

Asset  Viewer  Manager  database 

69 

108350 

551041 

2320011775167 

D0209 

CHAS.TRLR  1TON 

Asset  Viewer  Manager  database 

70 

108351 

528920 

4210011379943 

D1064 

GENERATOR,  10KW.60HZ 

Asset  Viewer  Manager  database 
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Item 

TAG  ID 

S/N 

NSN 

TAM/DODIC 

71 

108352 

517359 

2320010478756 

D1072 

72 

108360 

539356 

2320011775167 

D0209 

73 

108363 

525587 

2410011551588 

B2462 

74 

108364 

548405 

2420011602754 

B2482 

75 

108365 

581153 

2320011077155 

Dll  58 

76 

108366 

581140 

2320011077155 

Dll  58 

77 

108367 

529199 

2320011077155 

Dll  58 

78 

108378 

523149 

2350010818138 

E0846 

79 

108384 

522738 

2350010818138 

E0846 

80 

108387 

535371 

2320011077155 

Dll  58 

81 

108399 

560897 

82 

108401 

568549 

3805012793635 

B2567 

83 

108407 

552240 

2320011077155 

Dll  58 

84 

108412 

529250 

2320011077155 

Dll  58 

85 

108442 

566003 

2410012541667 

B2460 

86 

108453 

537034 

87 

108455 

529036 

2320011077155 

Dll  58 

88 

108461 

522233 

2410011551588 

B2462 

89 

108467 

581120 

2320011077155 

Dll  58 

90 

108473 

561336 

2320011775167 

D0209 

91 

108477 

523273 

2350010818138 

E0846 

92 

108480 

582233 

2320011077156 

Dll  58 

93 

108483 

582208 

2320011077156 

Dll  58 

94 

108490 

536169 

2320011077155 

Dll  58 

95 

108492 

545778 

96 

108493 

581130 

2320011077155 

Dll  58 

97 

108499 

529110 

2320011077155 

Dll  58 

98 

108508 

568476 

3805012793635 

B2567 

99 

108512 

582227 

2320011077156 

Dll  58 

100 

108513 

525124 

2320011775167 

D0209 

101 

108517 

545745 

102 

108518 

519070 

103 

108525 

581117 

2320011077155 

Dll  58 

104 

108528 

553343 

2320011077155 

Dll  58 

105 

108531 

545848 

DESCRIPTION 

RADIO  SET 

CHAS.TRLR  GEN. PUR.  3.5TON 
GENERATOR,  10KW.60HZ 
CHAS.TRLR  GEN. PUR.  3.5TON 
TRUCK  CARGO  5T  WO/W  ISO 
TRUCK  CARGO  5T  WO/W  ISO 
GENERATOR,  10KW.60HZ 
GENERATOR,  3  KW,  60  HZ 
RADIO  SET 
TRAM 

TRAILER,  TANK,  WATER,  400  GAL,  1  1/2T  2-WHL 
POWER  UNIT  12  1/2  TON 
GENERATOR,  10KW,60HZ 
TRLR  CARGO  1  1/2T  2-WHEEL 

GENERATOR,  10KW.60HZ 
RADIO  SET 

TRUCK  CARGO  5T  WO/W  ISO 

TRLR  CARGO  1  1/2T  2-WHEEL 

GENERATOR,  3  KW,  60  HZ 

TRK  UTIL  CARGO  TRP  C  WO/W  HMMV 

TRUCK,  DUMP,  6X6  5T  W/W 

ROWPU 

TRUCK  CARGO  5T  WO/W  ISO 

GENERATOR,  10KW.60HZ 

TRAILER,  TANK,  WATER,  400  GAL,  1  1/2T  2-WHL 

TRK  UTIL  CARGO  TRP  C  WO/W  HMMV 

GENERATOR,  3  KW,  60  HZ 


TRUCK  CARGO  5T  WO/W  ISO 
POWER  UNIT  12  1/2  TON 


TAG  ID-To-PEI  Association  Basis 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

data  sheets  recorded  during  tagging  of  PEI  shipboard 
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Item 

TAG  ID 

S/N 

NSN 

TAM/DODIC 

DESCRIPTION 

106 

108544 

582210 

2320011077156 

Dll  58 

TRUCK,  DUMP,  6X6  5T  WO/W 

107 

108552 

545670 

108 

108553 

522139 

2410011551588 

B2462 

RADIO  SET 

109 

108558 

560736 

110 

108564 

581114 

2320011077155 

Dll  58 

TRUCK  CARGO  5T  WO/W  ISO 

111 

108569 

582223 

2320011077156 

Dll  58 

TRUCK,  TRACTOR,  6X6  5T 

112 

108588 

525230 

2320011760469 

D0876 

GENERATOR,  3  KW,  60  HZ 

113 

108588 

551083 

114 

108590 

582841 

2320011077155 

Dll  58 

TRK  UTIL  CARGO  TRP  C  W/W 

115 

108591 

529782 

2320011467189 

Dll  59 

GENERATOR,  10KW.400HZ 

116 

108593 

515875 

2320010478753 

Dll  34 

RADIO  SET 

117 

108595 

582215 

2320011077156 

Dll  58 

TRK  UTILITY, TOW  CARR,  W/W 

118 

108598 

584328 

119 

108602 

554505 

120 

108603 

550940 

2320011775167 

D0209 

CHAS.TRLR  1TON 

121 

108605 

582201 

2320011077156 

Dll  58 

TRUCK,  DUMP,  6X6  5T  WO/W 

122 

108606 

5641 1 8 

2320011760467 

D0878 

TRLR  CARGO  1  1/2T  2-WHEEL 

123 

108606 

551121 

124 

108607 

581547 

2310011112274 

D1001 

TRUCK  CARGO  5T  WO/W  ISO 

125 

108609 

581955 

2320011467189 

Dll  59 

TRUCK  CARGO  5T  WO/W  ISO 

126 

108612 

535927 

2320011077155 

Dll  58 

TRAM 

127 

108614 

535224 

2320011077155 

Dll  58 

TRK  FORKLIFT  RGH.  TERR.  4000 

128 

108615 

546793 

2320011467190 

Dll  59 

CHAS.TRLR  GEN. PUR.  3.5TON 

129 

108616 

581543 

2310011112274 

D1001 

TRUCK  CARGO  5T  WO/W  ISO 

130 

108617 

582844 

2320011077155 

Dll  58 

TRK  UTIL  CARGO  TRP  C  W/FP  HMMV 

131 

108626 

582202 

2320011077156 

Dll  58 

TRUCK,  DUMP,  6X6  5T  WO/W 

132 

108627 

538743 

2320011077155 

Dll  58 

ROWPU 

133 

108633 

517381 

134 

108637 

56971 7 

135 

108640 

552124 

2320011467189 

Dll  59 

POWER  UNIT  12  1/2  TON 

136 

108644 

582203 

2320011077156 

Dll  58 

TRUCK,  DUMP,  6X6  5T  WO/W 

137 

108648 

554420 

138 

1065345 

581935 

TAG  ID-To-PEI  Association  Basis 

Asset  Viewer  Manager  database 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

Asset  Viewer  Manager  database 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database;  not  on  datasheets 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database;  not  on  data  sheets 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database;  not  on  data  sheets 

data  sheets  recorded  during  tagging  of  PE  I  shipboard 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

Asset  Viewer  Manager  database 

Asset  Viewer  Manager  database 

data  sheets  recorded  during  tagging  of  PEI  shipboard 

Asset  Viewer  Manager  database 


Cobra  Gold  2002 
TAV  After  Action  Report 
Appendix  D1 
Page  4  of  5 


Notes  for  List  of  PEI  Tagged  for  Offload: 

1)  This  spreadsheet  was  compiled  from  the  data  sheets  that  were  recorded  while  the  PEI  were  tagged  on  the  MV 
WILLIAMS  and  the  database  of  the  AVM.  The  records  are  sorted  on  the  ‘TAG  ID’  column  in  ascending  order.  The 
column  titled  ‘TAG  ID-To-PEI  Association  Basis’  indicates  the  source  from  which  the  data  was  derived.  There  were 
discrepancies  between  the  two  sources.  Where  the  differences  are  irreconcilable,  the  data  sheets  filled  in  while 
shipboard  are  considered  correct. 

2)  The  total  number  of  PEI  that  were  tagged  is  indeterminate.  There  were  between  1 33  and  1 36  PEI  tagged.  There 
are  a  total  of  1 38  tags  on  the  list.  There  are  two  tag  IDs  (1 08588  and  1 08606)  duplicated  on  the  list.  The 
duplication  exists  because  the  PEI  to  which  the  tags  are  attached  differs  in  the  AVM  and  datasheets.  This 
indicates  that  the  AVM  was  incorrect,  thus  reducing  the  total  of  1 38  to  1 36.  There  were  3  other  tag  IDs  (1 06535, 

1 0761 3  and  1 08627)  recorded  in  the  AVM  database  that  were  not  recorded  on  the  data  sheets.  This  would 
indicate  that  there  was  either  an  error  in  the  AVM  database  or  omissions  from  the  datasheets.  In  either  event,  this 
error  results  in  the  lowest  number  of  PEI  possibly  being  tagged  to  133. 

3)  Record  81  -  The  last  digit  in  the  S/N  on  the  data  sheets  was  unclear.  It  may  have  been  a  2  or  a  4. 

4)  Record  1 38  -  The  tag  ID  on  this  item  is  incorrect.  All  tags  used  in  the  exercise  had  IDs  consisting  of  6  numeric 
characters  in  length. 
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Appendix  D2:  Selection  of  Completed  Data  Sheets 


6.1.1  Organic  Marine  Corps  AIT  Operations 


c 

1 


POG 

1 .  Record  the  number  of  personnel  required  to  perform  barcoding  operations 

? a  \  ’p.  <**&*>.  •‘tr* 

2.  Describe  the  actions  of  barcode  scanners  -  include  any  use  or pen  and 
logbook: 

XJ^ltvcU  A 1'  & >  Vt>  vWh-M  ns  >ctuiwuf 

c  rwAX*.  i  \l  I  oAKuv^  J  r  tiA^l 

\  \J-t-  I'M  cKa  s  *  ^  ’"**»  JX.  I 


3.  Describe  the  process  by  which  the  data  from  the  barcode  scanners  is 
transferred  to  the  MDSSII  computer.  Measure  and  record  the  time  required  for 
this  data  transfer  to  occur 


\pt 

G**'% 


1 


,vv 


V 


T)crcic.t^>i  ?h>.>i  4U  <5"ttvrw2rs  is  ^£xci*IoacI*A  UrSf 

\j\^  f  lonfifiyy  ^  (Jtodku^.  4wl  sc^n-ur  •  'V'h  4<u  c\nutu, 

v»UtV>  \1  OMruc-M  w  4^  MP^S'X  ^ 

CA.WU  ^  (Utvi  ||L 

-rr^Tb  dwv  V  MDssy  dM^ 

',s  CAttilJi  V  r  > 

SOHVyu^  C&*  cd<*Z  U^dU^l nU^Uii^ 


^ ^ -  r  *  ^ 

ftf.  £  pc  orji  rtMAtU,  U^c  U  ^  ff 

Date:  lArvy  3  if  ^  ^CUtS  vi  uf 
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POG 


4  Describe  the  process  used  to  forward  reconciled  MDSSII  files  to  the  next 
scanning  point.  Also  document  how  that  file  is  handled  and  used  at  that  next 
point 

Nlft  AAfO(a/Lf  Sf 

^OG  «  iLooiUou^>  UFM7-  L-fsf 

/V|)OC*  .  L^P  ‘4 

4>  *£•  -H\*rc»iA<j(a  UFSP. 


5.  Record  the  number  of  times  that  the  barcode  scanner  is  required  to  be 
docked  at  a  docking  station.  Record  the  number  of  scans  that  the  barcode 
scanner  captured. 


\M  <j(4 


fpoct_C/l  Q,  (K"  v  v  j  ^ 

i  t-vvi—  A-'  ftffOG, 


) 


Ws. 


(  m •  ri 

t'-)  "S>  «r  (i «  $ 


r£. 

f  e<". 


Da,e:  ^ 
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P££r  L-P?P  cmJI  POC,  ,fAcC 

6  Discuss  how  the  reconciliation  process  is  performed  at  this  location.  The 
process  is  performeo  to  compare  the  inventory  of  equipment  established  as 
arriving  at  this  location  using  the  barcode  scanners  with  the  inventory  of 
equipment  established  at  tho  previous  location  Include  in  this  discussion,  the 
time  required  for  the  reconciliation,  any  discrepancies  identified  and  how  these 
were  solved. 


IV  6  [  POG  \n  ,  P06  a\A  (  tn  # 

twee  o^V,  f?§SPfe.IP»S.S>0<-v  LoV  J  gzptz 

C>v\J'A  ^vrtHvoddi  9c^nrur.  "TV-t/t  CX<*-  m^o'wTsA  f«v 

H<g-  l JPSP  X  *v\\A.'+fc *-> 

\^DrC  -Hu-  tpsp  ^  a<A  H>  WWa 

CMm*  *i>  cU^-  £Af^Vvj^W^-  foo/Vi  CtfOD-neto) 

fx  VAPS^l.  cU-UWa^  wa-b  GA^oiii  V 

<*  V,  &*IA^  H>  ,W  *****  ^  ^ 

-  .  k^  *ArJU  iHw..  VHu-i  rAr^A. 

evt-Wv^  k-  -ertc 

oU  Vp6^^  cW- 

\W*  UV  4W  £ 

OS-  -*e  wsKv,  ^,+W*  0*  ^,«**^  •*#&£**. 

VliW*  V  tvjku>  <ocawv^  (3^»k>-  \>  cioKO^Cuw^^  ^Hm  MP^>T>7L 
Co^uX*^^  V^»  i^fcr<Jr  o  a W&J.  'TkiS 

Jtut  V«r<0£l(  cUU  -  «•*•»  VAlC^SlO  <  f  ^  XWxXD,  s/^ 

I A  vi 

<V.  U?6di  W|?  L*  fO/L<fo%crJ  Xu  v"  C,(iO’Z-)  (^Vifirc  4W-  v-Vw  cl.fl.-k  \! 

Date:  V 

(A^OUtMrf  u*/  AV^UIPU  • 


t&f* 'Wi  ■  y 

fyihW^  VAP^X  'i(jUC*.^pf  P  (4t*vr5»  l-> 

w^mS  'o*W-K  /HVC6. 
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AAOE-GCE 


1  Record  the  number  of  personnel  required  to  perform  barcoding  operations: 

'  -  04^1  '  5 «)*■ 

\  *  3  (  Wy1*?  ^ 

2  Describe  the  actions  of  barcode  scanners  -  include  any  use  of  pen  and 
logbook: 

Dw  for  AWtutd 

0  A*  $6k* for  Or- $lX\ 

$  (U>£jVo?Vc  {\oi  *'x^. 


3.  Describe  the  process  by  which  the  data  from  the  barcode  scanners  is 

transferred  to  the  MDSSII  computer.  Measure  and  record  the  time  required  for 

this  data  transfer  to  occur.  ^  Lw  <sWrui 

(36^  ^  K 

•6^vv^  ^  V\oivS  U\W  -PCD. 


Date: 
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L  LFSf  -Scams  R<aca<t 55 

^  ^  /  OV  I  /jblSS/lg OOflTCO  L0T  ||>4  M.ii') 

/^CC  //V  /MOC00T  _ x  „ 

3.  Mov£r/lENT  To  Af]0£s 

SCftN  m 

7} ■} -  Cp5-f 

^  -To  AA,£>6 


3.  Moe^  simuLtce/e^AM 


JLT|  C0AOf>{£T£ 


- — tx>  LFS-f* 

SELfJfcs  “To  A 


f.  AAOG  C^ftTES  CfnR  ,.v  e^( 


c  r 


M-DSSTf- 


- -)  ^e\i&  ro  AAt>€i 

r->l nuiATf  S€wCin6,  MAflD  CopV 


pR»0<UllgS  o  f  Cofrtf*U/M|CATIC>M  ■ 
t  .  EUcr^Jfjic  MUittft  AATA 

2.  <-»j|U6.f<v  ftljK 

3 .  PhoM  c»U 


U 


ma  1 
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Hah?)*- 

LiAja,^  Wj  af  i-lcms  ma_£. 

o^r  ?tXx  tf\)  daW 

■J^SWf  C  W|c.^^,^feYAiM, 

AdSo,  •&-!•  4«  CrviS  c^<Mi  rrr,,v, 

•ifal,  L-C  .1 J  Plan., 


?-06  d  8/<J> 

- 

Pl/o  fttjiprt-  Wrs  .  k*»wa££, 

?Z>G.-l* 

Wits  Ays/*  <r^  -£^(>.**1 

LCfl  fMU-cW  -Poc,  IM  D^lty  I W;«Sff 
MM  Dh^-FOG  RCk  °4%\  ° 

'CA^f  ■" 


F°^  iri  <ye*  ^  UDL^-^kcEv*4^ 

C  tf  A  F  (n  —  (TL4AJ 

~j®  -k>  lFSp  upl. 


F  t>  ^  euV  5  of-  uiU<*A-  ruUjU,  4l  Lc- 


pcq  IN  X?t~) 

*-  A  X ‘■iM-VC-i  i-A,  C  ££c£^  J 

l 


FVt 

-At,  LF5f 

Laa,w1,au<A 


l 


V  <-Vv»  cU  'P^tl-C 
— StuP-fo  kfiCS's 


p\je, 

\UiUU<h5 


-Vy<>  O  m  ’V  5"i  M 

“I'*! 

T,  lUiWr^.Xl 
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Appendix  A:  List  of  PEI  to  be 


agged 

Serial  Number 

\  _ __ 

5H5^ai  Gcxfqg 

■Sen  3.3 _ _ 

»  581135  _ _ 

*  553,3  )Q| _ 

-S9f(  1°L _ 

j.  _ 

»  5&IB6  5 _ 

»  SBaa'M 

i _ r _ _ 

'»  smsmVh  Tggj 

V  5&2  j  34 _ _ 

j  S S R _ 

v  5SH<Rn4  &ct/WS~ 

*  55)^36 

3<-  53^  1H&  _ __ 

it  58  i  1  I  4 _ 

'  T  5  45(^0  Gc£(\3ft 

at  _ 

W  SftMS  ^  3 _ 

&4  5  8  3  3  3  1 _ 


Description _ 

RADIO  AN/wMRCI  38 
RADIO  AN/WMRC138 
RADIO  AN/WMRC138 
RADIO  AN/WMRC138 
RADIO  AN/WMRC138 
RADIO  AN/WMRC138 
RADIO  AN/wMRCI  38 
RADIO  AN/wMRCI 38 
RADIO  AN/WMRC138 
RADIO  AN/wMRCI 38 
RADIO  TERM  SET  MRC142 
RADIO  TERM  SET  MRCI42 
RADIO  SET  MRC-145 
RADIO  SET  MRC-1 45  ~ 

RADIO  SET  MRC-145 
RADIO  SET  MRC-145 
RADIO  SET  MRC-1 45 
RADIO  SET  MRC-145 
RADIO  SET  MRC-145 
RADIO  SET  MRC-145 
RADIO  SET  MRC-145 


Qty 

10 

■  1 

2\ 

3 

4 

5 

eJ 

7 

8 

9 

10 

2 

1 

2 

17 

n 

2 

3 

_ 4 

/  "0 

,  /  v  3> 

■/  \  ff» 

,  \  m 
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08/13/02  T1JE  12:52  FAX  805  982  1458  NFESC  Code  ESC30  ®002 


'f&s 


r  f<£///v 

Description 


\D1Q  AN/wMRCI  38 _ 

\DIO  AN/wMRC138~ 

\DIO  AN/wMRCI  38 
\D1Q  AN/wMRCI  38 
e^DlO  AN/wMRCI 38 
ADIO  AN/wMRCI  38 
ADIO  AN/wMRC138  ~ 
ADIO  AN/wMRCI  38 

ADIO  AN/wMRCT38 _ 

ADIO  AN/wMRCI  38 
ADIO  TERM  SET  MRC142^ 
ADIO  TERM  SET  MRC142 
ADIO  SET  MRC-145  ~~ 

ADIO  SET  MRC-145 
ADIO  SET  MRC-145 
ADIO  SET  MRC-145  _ 

ADIO  SET  MRC-145  _ 

ADIO  SET  MRC-145 
ADIO  SET  MRC-145 
ADIO  SET  MRC-145 
ADIO  SET  MRC-145 


Qty 

10  1 

1 

| 

2 

3 

4 

5 

6 

7 

■ 

1 

8 

1 

$ 

JO 

2 

1 

2 

17 

1 

2 

_4| 

3 

6 

7 

8 

Q 
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NFESC  Code  ESC30  @003 


Appendix  A:  List  of  PEI  to  be  Tagged 


\ 


*7  'I 


\ 


RFID  Tag  Number 

Item  Id 

Serial  Number 

Description 

Qt] 

/ 

\  1 0  &(c?  1 5” 

A1935 

4  £-%793 

RADIO  AN/wMRCI  38 

10 

_\ 

IO&U4 

A1935 

a  £35"*-^ 

RADIO  AN/wMRCI  38 

71 

10%  ip\2. 

A1935 . 

» 535  m _ 

RADIO  AN/wMRC138 

1  08  ^  (el 

A 1935 

«  5-*22-2  3 

RADIO  AN/wMRCI 38 

' jotfllS 

A1935 

*.  5*18-4? 

RADIO  AN/wMRC  138 

5 

^1085^0 

A 1935 

«  522BHI 

RADIO  AN/wMRC138 

— 

6 

1  OfoWp 

A1935 

a  S%Z20Z_ 

RADIO  AN/wMRCI  38 

7 

1  O  £(e  o^f 

A1935 

*  58I755* 

RADIO  AN/wMRCI  38 

8 

lOfftyn 

A1935 

ft  58I!^t, 

RADIO  AN/wMRCI  38 

J! 

ICi  8  2-5*7 

A1935 

h  ‘Sp&S7 

RADIO  AN/wMRCI 38 

IQ 

tr.9^0 

A1955 

*  &  5212V 

RADIO  TERM  SET  MRC142 

2 

tnizm  J 

A1955 

^5&©757  C-svl  IR2 

RADIO  TERM  SET  MRC142 

— 

_a 

A1957 

»  653081 _ 

RADIO  SET  MRC-145 

17 

t 

— J — 1 

A1957 

X  6  2SI18-Z- 

RADIO  SET  MRC-4 45 

2 

- i - - /_/ - »  ■  ■ 

A1957 

RADIO  SET  MRC-145 

/MJV4 

A1957 

k 

RADIO  SET  MRC-145 

■■ 

4j 

- tC/fi  J  M  t1 — 

/  09669  ^ 

A1957 

RADIO  SET  MRC-145 

- - — - 

_| 

i  08360 

A1957 

pt  ffotov/ 

RADIO  SET  MRC-145  yu*i 

73 

A1957 

RADIO  SET  MRC-145 

7^ 

/0&2J3V  ^ 

A1957 

^55^72^  CS^'/hS" 

RADIO  SET  MRC-145 

q 

A1957 

*  _ 

RADIO  SET  MRC-145 

9 

K3 
C » 

B 

ro 


cn 

k: 

Bi 
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Appendix  D3:  Network  Analysis  Data 
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□  <=64 


65-127 


128-255 


256-511 


□  512-1023 


□  1024-1517 


>=  1518 


All  Network  Traffic  Monitored  by  RFID  Computer  at  LFSP 

Total  Bytes: 

5,032,264 

Total  No.  Packets: 

34,517 

Data  Capture  Start  Time: 

3  Mav  2002,  0517  hrs  (local  Thai  time) 

Data  Capture  Duration: 

5  hrs,  42  min 

Filename: 

CG02  SAMS  POG-MCC  3MAY2002205951  .pkt 
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Packet  Size  Distribution 


□  <=64 


1100.00 

1000.00 

900.00 

800.00 

700.00 

600.00 

500.00 

400.00 

300.00 

200.00 

100.00 

0.00 


□  65-127 

■  128-255 

□  256-511 

□  512-1023 

□  1024-1517 

■  >=1518 


<=64  65-127  128-255  256-511  512-1023  1024-1517  >=1518 


RFID  Traffic  on  Network  Monitored  by  RFID  Computer  at  LFSP 

Total  Bytes: 

163,467 

Total  No.  Packets: 

2,064 

Data  Capture  Start  Time: 

3  Mav  2002,  0517  hrs  (local  Thai  time) 

Data  Capture  Duration: 

5  hrs,  42  min 

Filename: 

CG02  SAMS  POG-MCC  3MAY2002205951  .pkt 
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All  Network  Traffic  vs  RFID  Traffic  Monitored  by  RFID  Computer  at  LFSP 

Data  Capture  Start  Time: 

3  Mav  2002, 051 7  hrs  (local  Thai  time) 

Data  Capture  Duration: 

5  hrs,  42  min 

Filename: 

CG02  SAMS  POG-MCC  3MAY2002205951  .pkt 
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Packet  Size  Distribution 


□  <=64 


17000.00 

16000.00 

15000.00 

14000.00 

13000.00 

12000.00 

11000.00 

10000.00 

9000.00 

8000.00 

7000.00 

6000.00 

5000.00 

4000.00 

3000.00 

2000.00 

1000.00 

0.00 


<=64  65-127  128-255  256-511  512-1023 


zz 


1024-1517 


Z 


□  65-127 

■  128-255 

□  256-511 

□  512-1023 

□  1024-1517 

■  >=  1518 


>=  1518 


All  Network  Traffic  Monitored  by  RFID  Computer  at  LFSP 

Total  Bytes: 

4,742,510 

Total  No.  Packets: 

33,112 

Data  Capture  Start  Time: 

5  Mav  2002,  0502  hrs  (local  Thai  time) 

Data  Capture  Duration: 

4  hrs,  10  min 

Filename: 

CG02  SAMS  POG-MCC  4MAY20021 91 627.pkt 
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□  <=64 


65-127 


128-255 


□  256-511 


□  512-1023 


□  1024-1517 


>=  1518 


RFID  Traffic  on  Network  Monitored  by  RFID  Computer  at  LFSP 

Total  Bytes: 

149,764 

Total  No.  Packets: 

1,527 

Data  Capture  Start  Time: 

5  Mav  2002,  0502  hrs  (local  Thai  time) 

Data  Capture  Duration: 

4  hrs,  1 0  min 

Filename: 

CG02  SAMS  POG-MCC  4MAY20021 91 627.pkt 
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All  Network  Traffic  vs  RFID  Traffic  Monitored  by  RFID  Computer  at  LFSP 

Data  Capture  Start  Time:  5  May  2002,  0502  hrs  (local  Thai  time) 

Data  Capture  Duration:  4  hrs,  10  min 

Filename:  CG02  SAMS  POG-MCC  4MAY20021 91 627.pkt 


Cobra  Gold  2002 
TAV  After  Action  Report 
Appendix  D3 
Page  7  of  7 


Appendix  D4:  AVM  and  Army  ITV  Screen  Shots 
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3  http://localhost/asset viewer/  -  Microsoft  Internet  Explorer 


.-JSjxJ 


Cobra  Gold  2002 
TAV  After  Action  Report 
Appendix  D4 
Page  1  of  1 2 


3  USMC  Asset  Viewer  Main  Menu  Page  -  Microsoft  Internet  Explorer 


£]  Local  intranet 
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<g]  Done  |  j  [(§?  Local  intranet 
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J  2]  2  3t  DB  tf  J  J-J3  JJ 


shipments  associated  with  the  Military  Exercise  /  operation 
Thu  MAY  23  2002  19:23:13  <3HT 

Click  Iisls  lo  download  a#  the  data  from  die  quay  ui  a  pq>t  delimited  file 

To  save  tin-  data  lisdtt  ckck  uu  the  talk  mid  choose  Save  Lml.  An  and  (hen  save  a  file  name,  or  click  (lie  talk  and  use  die  File  menu  to  nave  the  file 


Nuuiba  oi Records  100 
Vru  bim  :  1-100  Of  134 

Ton  Next 


Exercise 

Lead  TC'N 

Consiauif 

DODAAC 

Cou.o«uoi 

DODAAC 

POE 

POD 

Service 

Class 

Comments 

Write  Dale 

coo: 

M2038101210130TIP 

mi  3001 

WILd 

MPS 

RE3 

USMC 

CLASS  vn 

MP  MOON.  3FSSO,  THAILAND.  CG02-OCE 

01 -MAY-0 :  10A9.00 

y 

;co<>: 

M20381012101163TIP 

M29000 

WHO 

MPS 

RE3 

USMC 

CLASS  \U 

MR  MOON.  3FSSO.  THAILAND.  CO02-CSSE 

01-MAY-02  10-2800 

coo: 

l*f203810mOOd4TIP 

MIPOOO 

AVILd 

MPS 

RE3 

USMC 

CLASS  vn 

MR  MOON.  3FSSO.  THAILAND.  COOI-CSSE 

01-MAY-02  10  29.00 

3 — 

coo: 

M2038ioiiioo93TiP 

Moio:r 

WHO 

MPS 

RE3 

USMC 

CLASS vn 

Ml’.  MOON.  3FSSO.  THAILAND.  CO02-ACE 

01-MAY-02  10  3300 

3; 

icoo: 

M203S10U10040TIP 

miwoo 

WIL6 

MFS 

RE3 

USMC 

CLASS  \U 

MR  MOON.  3FSSG.  Ttl.AIL.AND.  COOI-CSSE 

Dl-MAY-02  09:5800 

3. 

coo: 

M20.38I01210131TIP 

Ml  .3001 

WIL6 

MPS 

RE.3 

[USMC 

CLASS  \n 

MR  MOON.  3FSSG,  THAILAND.  CG02-GCE 

01-kLAY-0:  10:3900 

3 

coo: 

M203810121012’TIP 

1413001 

[WILd 

MPS 

RE3 

USMC 

CLASS  vn 

MP  MOON.  3FSSCK  THAILAND.  CG02-OCE 

Dl-MAY-02  11:1100 

y 

coo: 

M2038101210108TIP 

M29O00 

WHO 

MPS 

RE3 

USMC 

CLASS  \n 

MR  MOON.  3FSSG.  THAILAND  COOI-CSSE 

01-MAY-02  120500 

3 

coo: 

M20.38l()12101t>*TIP 

M29OO0 

WILd 

MPS 

RE3 

USMC 

CLASS  \n 

MP  MOON.  3FSSG.  THAILAND.  C002-CSSE 

Dl-MAY-02  120400 

3 

coo: 

M203810L210091TIP 

moio:* 

WHO 

MPS 

RE3 

USMC 

CLASS vn 

MR  MOON.  3FSSO.  THAILAND.  CO02-ACE 

Ol-MAY-O:  10.32  00 

3. 

[coo: 

M20.38I01210109TIP 

M29000 

\VTL6 

MPS 

RE3 

USMC 

CLASS  vn 

MR  MOON.  3FSSG.  THAILAND.  CG02-CSSE 

Dl-MAY-02  120500 

3 

coo: 

m:oj»ioi:ioo"3Tip 

moio:' 

WIL6 

MPS 

RE3 

USMC 

CLASS  \n 

MP.  MOON.  3ESSG.  THAILAND.  CO02-ACE 

Dl-MAY-02  110500 

X 

coo: 

M2038101210021TIP 

Ml  3001 

WILd 

MPS 

PE3 

USMC 

CLASS  vn 

MP  MOON.  3FSSG-.  THAILAND.  CO02-OCE 

01-MAY-02  10:2(500 

A 

coo: 

M2038101210030TIP 

MI  3001 

WIL6 

MPS 

RE3 

[USMC 

CLASS  \n 

MR  MOON.  3FSSO.  THAILAND.  CO02-OCE 

Dl-MAY-02  09  5700 

A 

icoo: 

M2038101210066TIP 

Mom:' 

WEU> 

MPS 

RE3 

USMC 

class  vn 

MR  MOON  3FSSO.  THAILAND.  CO02-ACE 

01-MAY-02  110100 

A 

coo: 

M20381012100'8IIP 

Ml  .H>01 

WILd 

MPS 

RE3 

USMC 

CLASS  vn 

MR  MOON.  3FSSO.  THAILAND.  CO02-OCE 

Dl-MAY-02  110500 

A 

jcoo: 

m:o38ioi:ioo6'tip 

Ml  3001 

WIL<* 

MPS 

RE3 

USMC 

CLASS  AH 

MR  MOON.  .3FSSG.  T1LAIL.AND.  CG02-GCE 

Dl-MAY-02  110200 

A 

coo: 

m:o38ioi:ko:'tip 

Ml  3001 

AVILd 

MPS 

RE3 

USMC 

CLASS  An 

MR  MOON.  3FSSG,  THAILAND.  CG02-GCE 

D2-MAY-02  03:1100 

A 

coo: 

M2038I0i:i0no:TIF 

Ml  3001 

wnx) 

MPS 

RE3 

USMC 

CLASS  An 

MP  MOON.  3FSSO.  THAILAND.  CG02-OCE 

Dl-MAY-02  0*0300 

A 

coo: 

M20381012 10030 TIP 

Ml  33)01 

WILd 

MPS 

RE3 

USMC 

CLASS  An 

MP  MOON.  3FSSG.  THAIL.AND.  CO02-OCE 

Dl-MAY-02  09:5400 

A 

[coo: 

M2038101210068TTP 

Ml  3001 

WILd 

MPS 

RE3 

USMC 

CLASS  An 

MR  MO(  tN.  -3FSSCL  THAILAND.  CO02-OCE 

01-MAY-02  110200 

* 

coo: 

M:o38ioi:ioof>iTiP 

Ml 3001 

AVTLd 

MPS 

RE3 

USMC 

CLASS  An 

MR  MOON.  3FSSO.  THAILAND.  CO02-OCE 

Ol-MAY-02  08.2800 

A 

coo: 

Mio.rsnu:ioo£rnp 

Ml  .3001 

WILo 

MPS 

RE3 

USMC 

CLASS  An 

MR  MOON.  3FSSG.  THAILAND.  CG02-GCE 

Dl-MAY-02  100600 

A 

coo: 

m:<u8k»i:ioo-:tip 

Ml 3001 

ASTLo 

MPS 

RE3 

USMC 

CLASS  An 

MR  MOON.  3FSSG,  THAILAND.  CG02-GCE 

01 -MAY-02  110400 

A 

coo: 

M20ASI0i:i003fnP 

Ml  3001 

WILd 

MPS 

RE3 

USMC 

CLASS  An 

MP  MOON.  3FSSG,  THAILAND.  CG02-CSCE 

01 -MAY-0 2  09:5500 

A 

coo: 

M203810121009*TIP 

Ml  33)01 

AVILd 

MPS 

RE3 

USMC 

CLASS  An 

MP  MOON.  3FSSO.  THAILAND.  CO02-GCE 

Dl-MAY-02  120100 

A 

ccu*y 

MWUtHH  M<MK>>TFT> 

mom  >• 

WTTm 

\tP<i 

VF\ 

TTKXir 

<  *I  A.<iSl \7T 

MW  MOON  3FSSJO  TH  ATT  ANTI  CGOI-ACF 

111  -XT  A  V-03  1113*00 

■1  W 
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-  -  -  -  j  a  3  a  9  j  -  > » 


Operation 


save  a  tile  name.  or  click  tile  luil  ami  tne  tile  File  menu  lo  nave  Hie  tile 


■niff 

C  *111111  , 

_  <  umilirnlr  Wlitf  I)ill» 

Clan 

L««l  La  ration 

Ljisi  DuIp 

Tag 

n> 

>MC 

CLASS  VH  MR  MOON.  3FSSG.  THAILAND.  CG02-GCE  01 -MAY-02  10JP:00 

3MEB  COBRA  GOLD  02  WRITE 

01 -MAY-02  10  39:00 

106539 

SMC 

CLASS  VD  MR  MOON  3FSSG  THAILAND.  COOl-CSSE  ODMAY-02  10:J8iob 

3MEB  C<  'IT  ?  GOLD  02  WRITE 

01 -MAY-02  10  28(H) 

1084*3 

SMC 

CLASS  VTI  MR  MOON.  3FSSG.  THAILAND.  CG02-CSSE  01 -MAY-02  1029:00 

3MEB  COBRA  GOLD  "2  WRITE 

01 -MAY-02  10  29:09 

108.360 

SMC 

CLASS  vn  MR  MOON,  3FSSG.  THAILAND  CG02-ACE  01-MAY-02  10:33  00 

3MEB  COBRA  GOLD  02  WRITE 

01 -MAY-02  1033:00 

108318 

SMC 

CLASS  VD  MR  MOON.  3FSSG.  THAILAND  CG02-CSSE  Ol-MAY-02  09:5 8:00 

3MEB  COBRA  GOLD  02  WRITE 

01 -MAY-02  095  8:00 

2 

SMC 

CLASS  CD  MR  MOON  3FSSO  TRAIL, AND.  CG02-GCE  01 -MAY-02  10:3900 

3MEB  COBRA  GOLD  02  WRITE 

01 -MAY-02  1030:00 

108384 

SMC 

CLASS  ATI  MR  MOON.  3FSSG  TRAIL  AND.  CG02-GCE  01 -MAY-02  11 11:00 

TILL  V  >B1.\  POLL'  92  WRITE 

01 -MAY-02  11  11*0 

108364 

SMC 

CLASS  AH  MR  MOON,  3FSSO,  THAILAND,  CG02-CSSE  01-XLAY-02  11:0?  00 

3MEB  COBRA  GOLD  02  WRITE 

01 -MAY-02  12  05:00 

I 0S5 88 

SMC 

CLASS  vn  MR  MOON.  3FSSG.  THAILAND.  CG02-CSSE  01-MAY-02  12  04:00 

3MEB  COBRA  GOLD  02  WRITE 

01  -MAY-02  12  04:00 

108603 

SMC 

CLASS  MI  MR  MOON.  3FSSO.  THAILAND.  COtU-ACE  01 -MAY-02  10.32  OO 

3MEB  COBRA  GOLD  02  WRITE 

01 -MAY-02  10  32  00 

108633 

SMC 

CLASS  VD  MR  MOON.  3FSSG  THAILAND.  C002-CSSE  oi-MAY-02  12*5*6 

3MEB  COBRA  GOLD  o:  WRITE 

01 -MAY-02  12*5*0 

lot; . 

SMC 

CLASS  VD  MR  MOON.  3FSSG.  THAILAND.  C 002-ACE  01 -MAY-02  11305:00 

3MEB  O'  >BRA  GOLD  02  WRITE 

01 -MAY-02  1105*0 

106503 

SMC 

CLASS  VD  MR  MOON.  3FSSG.  TRAILAND.  CO02-GCE  01 -MAY-02  10216  00 

AA<  >E.  UT.AP.A'  •  TRAR.AND 

06-MAY-02  08  55:00 

!>•  rV 

SMC 

CLASS  VH  MR  MOON.  3FSSG.  TRAILAND.  CG02-GCE  01 -MAY-02  09  ? "  00 

AA  E.  ut.apao  THAILAND 

05 -MAY-02  06  44:09 

108490 

SMC 

CLASS  vn  MR  MOON  3FSSG  TRAILAND.  CG02-ACE  01 -MAY-02  11 01  00 

AAOE.  UT.APAO,  TRAR.AND 

o' -MAY-02  02  1300 

10*612 

SMC 

CLASS  VD  MR  MOON.  3FSSG.  TRAILAND.  CG02-GCE  01 -MAY-02  11*5:00 

AAOE.  UTAPAO.TH.An.ANT> 

04-MAY-02  08  27*0 

108400 

SMC 

CLASS  vn  MP.  MOON,  3FSSG.  TRAILAND.  CG02-GCE  01 -MAY-02  11:02  00 

AAOE.  UT.APAO.  TH.AR.ANI> 

O' -MAY-02  04  29  00 

108205 

SMC 

CLASS  VD  MR  MOON.  3FSSG.  TRAILAND .  CG02-GCE  02 -MAY-02  03: 1 1  00 

AAOE.  UT.APAO.  THAILAND 

06-MAY-02  08  52*0 

108236 

SMC 

CLASS  VD  MR  MOON.  3FSSG.  THAILAND.  C002-GCE  01 -MAY-02  080300 

AAOE.  UT.APAO.  TRARAND 

05 -MAY-02  02  51  *0 

108301 

SMC 

CLASS  VD  MR  MOON.  3FSSG.  TRAILAND.  C002-GCE  01 -MAY-02  09:54:00 

AAOE,  UT.APAO.  TRAR.AND 

04-MAY-02  08  2’ :'H) 

106516 

SMC 

CLASS  vn  MR  MOON.  3FSSG.  TRAILAND .  CG02-GCE  01 -MAY-02  1 1 02:00 

.CAGE.  UT.APAO.  THAILAND 

O'  XLAY-02  04  20:00 

108325 

SMC 

CLASS  vn  MR  MOON.  3FSSG,  TRAILAND.  CG02-GCE  01  -MAY-02  OS  28:00 

.  E.  UT-APA? '.THAILAND 

06-MAY-02  06  33:00 

10S51* 

SMC 

CLASS  VH  MR  MOON.  3FSSG.  TRAILAND.  C002-OCE  01 -MAY-02  10.06.00 

AAOE.  UT.APAO.  TRAH_ANI> 

'34 -MAY-02  OS  27* 0 

108455 

SMC 

CLASS  VD  MR  MOON.  3FSSG  TRAILAND  CG02-GCE  01 -MAY-02  11*400 

AAt  >E.  UT.APAO.  THAILAND 

0'-MAY-02  04*8*0 

los.v 

SMC 

CLASS  Vn  MR  MOON.  3FSSG.  TRAILAND.  CG02-GCE  01-XLAY-02  09  55  00 

AAOE.  UTAPAO.  THAILAND 

04-MAY-02  08  26:00 

108387 

SMC 

CLASS  vn  MR  MOON.  3FSSG.  TRAILAND.  CG02-GCE  01-MAY-02  12:01:00 

AAOE.  UT.APAO  THA1LANI  > 

06-MAY-02  09  00:00 

10836* 

air 

n  vtt  rvrp  twoon  niin  rr^>arr  rn.xm-.ti’  in  i>  nn 

i&nv  rrrApin  niin  imti 

1 4 Vafti  nj  in<wx 

ll>SX5| 

► 
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3  Interrogator  Detail  Microsoft  internet  explore*  provided  by  MIST 


Fib  Edit  Fd«c«  i»  Toob  Help 

<-  '  ■  *♦  J  j  3  a&srdi  jjFa-tntes  J  J  '  J  V 

"  :  SJ  l>tps://WT  2*2  uda  -«Hli  ijIsbii  "W>’<it_d=2lCCC 


Interrogator  Detail  -  Thu  MAY  23  2002  19:28:07  GMT 


Intciiossalor  ID 

21002 

Metro  twtvr  Km  ik 

3MEB  WRITE 

Interrogator  Description  JMEB  COBRA  GOLD  02  WHITE 

Function 

WHITE 

L'-K  iMhhi 

myuND 

DODAAC 

M20.U1 

Rcsstratron  Date 

01 -MAY-02  03:2800 

POC  Nan* 

CWOi  PAUL  MAJOR 

POC  Ein.nl 

tnajoqWt  2fc\*a  iifiiR  mil 

POC  Phone 

DSN  63"-16"9 

Meuoaatoi  Intel  cal 

Upload  Interval 

Software  Vernon 

It— 2.06  C-2  16  U— 2  0-1 

Metro gator  Mode 

Kenwt-JIodeui 

Regional  Saver 

KK  | 

-isixlgj 


SX  * 
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3  I  AC*  -  106539  -  virtwoit  Internet  I  xplnrrr  [imvtrled  by  VE9C 


Fib  Edit  vian  Fax*  im  Toote  help 

-*■  *  J  3  liSearch  jJFartHtes  <Jr*.;)ia  J  -ii-  _J  B  •  _J  S> 

At»M6|4JI\tVi;//n7  2*2  UCi£'3ICQi-0rv»J-l3(|.sacP»QL0=lCe6;:« 


-laixl 

o 

▼  |  c>  Go  LMtB  * 


TAG  =  106539 


"3 


LICENSE  PLATE 


LEAD  TCtf 

M2038101Z10130TIP 

CONTAINER 

Z3590 

POE  MP3 

POD  RB3 

CONSIGNEE 

M1300L 

CONSIGNOR 

VIL6 

HAZMAT  X 

IP  Z 

-SERVICE 

U3MC 

OPERATION 

CXtDZ 

COMM  CLASS  CLASS  VII 

FREE  TEXT 

MR  NOON ,  3FSSG, 

THAILAND,  CGD2-GCE 

Etc  nh)S  i  i 


EVEI1TS 

FIRST  SIGHTING  LAST  SIGHTING  EVENT  STATUS  HITS  SITE 

Dl-HAY-02  ID: 39: DO  0L-MAY—02  10:39:00  WRITE  I 


Rfpwt:  TImi  May  23  1“  JfcJJ  GMT  2U02 
Comments 


3heb  cobra  gold  D2  write 
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3  (of'VTMxllty  lor  T*g  lOCiiao  -  >lt  riiMJlt  Intumut  Exptoror  provided  by  \KSC 


Pib  Exit  View  Fwrcritee  Tocfe  He£- 

w  J  ^  4J I  S-€**ch  ijJFawtntM  j^TMed*  j  |  ,J  53  *  3  w> 

Arktosc  |  cj  Mips  7/147.  140  ^/T«LS/C  infi533.html 

Commodity  few  Tag  106539 


COMMODITY 

DOC  N6ff  NOHBK  RIC  LTW  Q7Y  VOT 

M2 038 I 012 LO 15 IT  2350010818138  B0846  1  BA 


o 

i\  * 
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31 TCMO  lot  Teg  10MV)  Microsoft  Internet  E<|«r«  |«tovMe<1  try  WESC 


-:s  x 


fib  Edt  vi&y  Favcnre-  Torts  HBt1 


■r-b-rl  -  '  d  3  d  1  j^Fara-ita  ^  0  -  3 

AcWrws  1 4l  face  ■Me7.3t2.ua.29/TACefT106S39ifmi 

|  ^Go  LirH 

TCMD  for  T;»2  106539 

MILSIAMP 

12  3  4  5  6  7  8 

12  34  5  67  80012  3  4  567  8  90123  <1567  800 12  34567  89  01234  567  8  90 1234  5  67  8001234  5678901234567890 

rx223590wiLfi 


MPSRH3  K203B101210130TITM130012 


112 


0001478003491 


d  * 
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Appendix  E:  Acronyms 


AAOE 

Arrival  Assembly  Operations  Element 

AIT 

Automated  Identification  Technology 

AVM 

Asset  Viewer/Manager 

CONOPS 

Concept  of  Operations 

CSSOC 

Combat  Service  Support  Operations  Center 

EDL 

Equipment  Density  List 

GR 

GateReader 

ITV 

In  Transit  Visibility 

LOGMARS 

Logistics  Marking  and  Reading  Symbology 

MDSS 

MAGTF  Deployment  Service  Support 

MCC 

Movement  Control  Center 

MPF 

Maritime  Prepositioning  Force 

NFESC 

Naval  Facilities  Engineering  Service  Center 

NSN 

National  Stock  Number 

NTAV 

Navy  Total  Asset  Visibility 

ONR 

Office  of  Naval  Research 

PC 

Personal  Computer 

PCMCIA 

Personal  Computer  Memory  Card  International 
Association 

PEI 

Principle  End  Item 

POG 

Port  Operations  Group 

PPE 

Personal  Protection  Equipment 

RFID 

Radio  Frequency  Identification 

RFL 

Radio  Frequency  Link 

RFR200 

Radio  Frequency  Relay  200 

SAMS  2.1.1 

Savi  Asset  Manager  System  2.1 .1 

SN 

Serial  Number 

TAV 

Total  Asset  Visibility 

TCP/IP 

Transmission  Control  Protocol/Internet  Protocol 

UDL 

Unit  Deployment  List 

USMC 

United  States  Marine  Corps 
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